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Abstract

Deep neural networks and other machine learning models have experienced unprece-
dented growth in recent years. Alongside this enthusiasm, there has been an increasing
and well-founded concern about the privacy of the vast amounts of data required to
train these models. The combination of these two factors has been a key driver of
interest in privacy-preserving machine learning techniques. Differential Privacy has
emerged as the gold standard for measuring privacy. This framework is now applied
on a wide range of data-driven tasks, such as machine learning and collaborative anal-
ysis, where multiple stakeholders wish to query shared data without exposing their
own. The main challenge in this domain lies in balancing privacy guarantees with the
utility of the results. Indeed, privacy-preserving techniques often come at the cost of
reduced utility.

This thesis focuses on techniques to improve machine learning models and tools for
analyzing them, while ensuring a satisfactory level of privacy for the underlying data.
First, it introduces an innovative approach to privacy-preserving gradient descent
methods by addressing the bias introduced by existing methods. By leveraging prop-
erties of gradient regularity rather than clipping the gradient, as it is commonly done
in popular methods, our approach effectively reduces bias and the noise added to
the gradient. We propose a new algorithm that surpasses the state of the art across
various datasets.

Second, the thesis explores techniques for computing privacy-preserving empirical
cummulative distribution functions, even in cases where the data is distributed across
multiple entities. This study proposes a novel method compatible with different secu-
rity protocols, offering provable privacy guarantees and an analysis of computational
costs. range of applications are explored, and experimental results are presented to
validate the utility of these methods.

By analyzing optimization mechanisms and distribution functions, this thesis con-
tributes to the development of more practical and efficient privacy-preserving machine
learning and data analysis techniques.



Résumé

Les réseaux de neurones profonds, et autres modeles d’apprentissage automatique,
ont connu ses dernieres années une croissance sans précedent. Avec cet engouement,
est apparue une crainte de plus en plus fondée concernant la confidentialité des masses
de données nécessaires a l’entrainement de ces modeles. La combinaison de ces deux
facteurs a été un moteur essentiel a l'intérét porté aux techniques d’apprentissage
automatique respectueuses de la vie privée. La Differential Privacy s’est imposée
comme canon de la mesure de confidentialité. Cette mesure est maintenant intégrée
dans un grand nombre d’interactions a la donnée comme ’apprentissage automatique
ou l'analyse collaborative, ou plusieurs parties prenantes souhaitent intéroger une
donnée partagée sans exposer la leur. Le principal défi dans ce domaine est d’arbitrer
entre les garanties de confidentialité et 1'utilité du résultats. En effet, les techniques
permettant de protéger la confidentialité vont généralement se faire au détriment de
la précision du résultat.

Cette these se concentre sur les techniques permettant d’améliorer I'apprentissage
automatique de modeles et les outils d’analyse de ceux-ci, tout en guarrantissant
un niveau satisfaisant de confidentialité sur la donnée sous-jacente. Premierement,
elle propose une approche novatrice pour les méthodes de descente de gradient re-
spectueuse de la confidentialité en s’attaquant au biais introduit par les methodes
actuelles. En utilisant les propriétés sur la régularité du gradient plutot que de le
tronquer, comme il est d'usage dans les méthodes populaires, notre méthode parvient
a limiter le biais et le bruit ajouté au gradient. Nous proposons ainsi un nouvel
algorithme qui surpasse 1’état de I’art sur des jeux de données variés.

Deuxiemement, la these couvre les techniques permettant de calculer des fonctions
de répartition empirique respectueuses de la confidentialité, méme dans les cas ou la
donnée est partagée entre plusieurs entités. Cette étude propose une nouvelle méthode
compatible avec différents protocoles de sécurité, offrant des garanties de confiden-
tialité démontrables et une analyse des coiits computationnels. De nombreuses appli-
cations différentes sont testées experimentalement, dont les résultats prouvent I'utilité
de cette méthode.

Par I'analyse des mécanismes d’optimisation et des fonctions de répartition, cette



these participe au développement de techniques d’apprentissage automatique et d’analyse
respectueuses de la vie privée, plus pratiques et efficaces.
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Chapter 1

Introduction

In recent years, the intersection of machine learning and privacy has received signif-
icant attention, driven by the increasing deployment of machine learning algorithms
and models across various domains. These algorithms and models have become the
backbone of many industrial products and scientific discoveries, ranging from movie
recommendations and fraud detection to robotics and medical research. However,
the success of these models relies heavily on vast amounts of data, often containing
sensitive information, raising serious concerns about data privacy.

The growing awareness of these risks has led to the emergence of privacy-preserving
machine learning, where the goal is to develop models that protect the confidentiality
of the underlying training data. Differential privacy (DP), introduced by Dwork et al.,
has become canonical for quantifying and ensuring privacy in algorithms. Differential
privacy ensures that the output of a computation does not significantly differ when
any single data point in the dataset is changed, thereby protecting individual privacy.

Differential privacy has emerged as the gold standard for statistical privacy, pro-
viding a formal framework to quantify and mitigate the risk of data leakage. Yet,
training differentially private models introduce a trade-off: the more privacy is en-
forced, the less accurate models become. This trade-off is particularly challenging in
high-dimensional settings, where existing algorithms struggle to produce models that
are both useful and privacy-preserving.

In this thesis, we explore the challenges and potential methods for preserving data
privacy in machine learning. We examine the implications of these methods on model
utility and discuss how to balance these competing objectives in practice. Addition-
ally, we delve into the role of empirical cumulative distribution functions (ECDF) in
privacy-preserving machine learning, highlighting their importance and the challenges
associated with computing them in a privacy-preserving manner.

10
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1.1 Overview of Supervised Learning

Supervised learning is a fundamental concept in the field of machine learning, where
the goal is to learn a function that maps inputs to outputs based on a set of labeled
examples. In this framework, a machine learning model is trained to make predictions
or decisions by learning from a dataset that contains both the input data and the
corresponding correct output, or label. This learning process is termed ”supervised”
because the model is guided by the provided labels.

Supervised learning can be broadly divided into two main tasks: classification and
regression. In a classification task, the goal is to predict a discrete label or category
for a given input e.g., predicting if an email is "spam” or "not spam”. On the other
hand, regression involves predicting a continuous value e.g., predicting the price of a
house based on its features, such as size and location.

A critical aspect of supervised learning is the separation of the available data into
training and validation/test sets. The training set is used to train the model i.e., this
is where the model learns the relationship between the input data and the correspond-
ing labels. The validation and test sets, on the other hand, are used to evaluate the
model’s performance on unseen data. The validation set is used several times dur-
ing training to estimate the model performance typically for hyperparameter tuning,
whereas the test set is intended to be used only once to provide a final assessment of
the model’s performance. The separation between training and validation/test sets
ensures that the model’s performance is not overly optimistic and that it generalizes
well to new, unseen examples.

Loss Function. At the heart of supervised learning is the concept of a loss function.
The loss function quantifies how well the model’s predictions match the actual labels.
In other words, it measures the ”error” of the model. The choice of loss function
depends on the type of problem being solved. For instance, in a classification problem,
the cross-entropy loss is commonly used, while in regression tasks, the mean squared
error is a popular choice. The goal of training is to minimize this loss function,
thereby improving the model’s performance.

Empirical Risk Minimization (ERM). The process of minimizing the loss func-
tion over the training data is known as empirical risk minimization (ERM). In ERM,
the model is adjusted throughout the training to reduce the average loss over the
training set, which is referred to as the empirical risk. The underlying assumption is
that by minimizing the empirical risk, the model will perform well on unseen data,
thereby minimizing the true risk or the expected loss on the overall data distribu-
tion. ERM, along with careful measures to ensure that the model generalizes well
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and avoids what is known as overfitting, serves as a fundamental principle in many
supervised learning algorithms.

Stochastic Gradient Descent (SGD). To effectively minimize the loss func-
tion during training, and minimize the empirical risk, one of the most widely used
optimization techniques is Stochastic Gradient Descent (SGD). Unlike traditional
gradient descent [Rumelhart et al., 1986], which computes the gradient of the loss
function with respect to the entire training dataset, SGD approximates this by com-
puting the gradient [Lagrange, 1788] for only a small, randomly selected subset of
the data, known as a mini-batch. This approach significantly reduces the computa-
tional cost and allows the model to update more frequently, leading to faster conver-
gence. While SGD introduces some noise into the optimization process due to the
random sampling of mini-batches, this noise can help the model escape local min-
ima and potentially find better solutions in the parameter space. Over time, as the
model iteratively updates its parameters to minimize the loss function, it improves
its ability to generalize from the training data to new, unseen examples. Variants
of SGD, such as Momentum [Polyak, 1964], RMSprop [Tieleman and Hinton, 2012],
and Adam [Kingma and Ba, 2014], further enhance its performance by adapting the
learning rate or incorporating momentum to accelerate convergence and stabilize the
learning process.

Stochastic gradient descent plays a central role in this thesis. Specifically, we will
demonstrate how it can be effectively integrated with differential privacy techniques
to enable privacy-preserving machine learning.

1.2 Privacy-preserving machine learning

As machine learning models grow more sophisticated and are increasingly applied to
sensitive domains such as healthcare, finance, and social networks, the risk of ex-
posing private information has increased. Privacy-preserving machine learning seeks
to address these concerns by developing techniques that allow for the extraction of
useful insights from data without compromising individual privacy.

Differential Privacy. One of the most influential concepts in this field is differen-
tial privacy. Introduced by Dwork et al., differential privacy (definition 3.1.3) provides
a mathematically rigorous framework for quantifying and managing privacy risks. At
its core, differential privacy ensures that the inclusion or exclusion of any single data
point in a dataset has a minimal impact on the outcome of a computation, thereby
protecting the privacy of individuals whose data is included. This property is particu-
larly desirable when implementing machine learning models that operate on sensitive
datasets.
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To achieve differential privacy, several mechanisms have been devised. These mech-
anisms typically involve the introduction of controlled randomness into the learning
process, making it difficult for adversaries to infer information about any individ-
ual data point. Commonly used mechanisms on a single value or vector include the
Laplace mechanism (algorithm 2), the Exponential mechanism (algorithm 4), and the
Gaussian mechanism (algorithm 3), each tailored to different types of data and pri-
vacy requirements. These mechanisms are carefully designed to balance the trade-off
between privacy and utility, ensuring that while privacy is preserved, the machine
learning model remains useful.

Privacy budget accounting. Often denoted as (g, §), the privacy budget is a tuple
of parameters that quantifies the level of privacy provided by a differentially private
algorithm. A smaller ¢, for instance, implies stronger privacy guarantees but typically
at the cost of reduced model accuracy. Managing the privacy budget effectively is
essential, especially when multiple queries or computations are performed on the same
dataset. As every query on the dataset reveals additional information, it increases
the overall privacy budget.

Techniques such as composition theorems (theorem 3.1.4) and privacy amplification
(theorem 3.2.2) are used to track and optimize the use of the privacy budget over the
course of a machine learning task.

Differentially Private Stochastic Gradient Descent (DP-SGD). One of the
most significant applications of differential privacy in machine learning is the devel-
opment of Differentially Private Stochastic Gradient Descent (DP-SGD). DP-SGD
extends SGD by incorporating differential privacy guarantees, ensuring that the gra-
dients used to update the model do not reveal sensitive information about individual
data points. The most popular variant of DP-SGD uses gradient clipping and adding
noise before updating the model (algorithm 7), thus preserving privacy while still al-
lowing the model to learn from the data. Finally, privacy accounting techniques help
manage the cumulative privacy loss over multiple iterations. By carefully managing
the privacy budget, DP-SGD ensures that the model remains both effective and com-
pliant with the desired privacy constraints, striking a balance between model utility
and privacy.

1.3 Contributions

This thesis focuses on the optimization and analysis of machine learning models,
addressing the challenge of minimizing the privacy budget in settings that involve
repeated querying. In optimization tasks, repeated querying is inherent, as gradients
are computed iteratively on batches of data. Similarly, the computation of empirical
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cumulative distribution functions (ECDFs) requires multiple evaluations to provide
meaningful results. While the effects of repeated queries on privacy have been studied
extensively, we argue that better solutions can be designed by tailoring approaches
to specific applications.

In the case of optimization, this thesis demonstrates that leveraging gradient sensi-
tivity properties can improve privacy-utility trade-offs when models are constrained
to a subclass of Lipschitz-bounded functions. We prove that the bias introduced
by choosing models from this subclass is less detrimental than the bias induced by
gradient modifications in popular optimization methods. For ECDFs, we show that
exploiting their structural properties allows for stronger privacy guarantees, even in
more complex scenarios such as multi-party computation.

In summary, this thesis highlights how analyzing the structural properties of specific
applications can uncover opportunities to achieve stronger privacy guarantees within
more practical setups. The overarching question driving this work is as follows:

How can the structural properties of specific applications—here, stochastic
gradient descent and FECDFs—be leveraged to improve the privacy-utility
trade-off and enable broader setups, such as multi-party computation?

This thesis answers this question positively by introducing two novel algorithms.
First, we present L1IP-DP-SGD, an optimization algorithm that leverages the con-
strained Lipschitzness of the gradient. Experimental evaluations across a diverse
range of datasets demonstrate that this constraint results in less accuracy degradation
and improved runtime performance compared to current state-of-the-art methods.

Second, we propose a new algorithm for privacy-preserving ECDF computation, which
ensures privacy guarantees while maintaining the utility of the output. By leverag-
ing ECDF-specific properties, this algorithm is compatible with a variety of security
protocols, including function secret sharing, offering enhanced privacy and accuracy.

Through these contributions, the thesis demonstrates that application-specific struc-
tural insights can effectively improve the privacy-utility trade-off and enable the de-
ployment of privacy-preserving techniques in a broader range of practical and collab-
orative scenarios.

1.4 Outline of the Thesis

The first three chapters introduce the theoretical background that is used in the
thesis.

e In Chapter 2, we present the empirical risk minimization problem and provide
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a formal definition of differentiability, followed by an introduction to stochastic
gradient descent. We then discuss neural networks and the optimization chal-
lenges they pose. Finally, we define Lipschitzness, a key property that plays a
central role in the development of our proposed optimization approach.

e Then, Chapter 3 explores the differentially private formulation of the empirical
risk minimization problem. We introduce the concept of differential privacy
and the foundational components that enable the design of differentially pri-
vate algorithms. Finally, we demonstrate how a differentially private version of
stochastic gradient descent can be employed to solve the empirical risk mini-
mization problem while preserving privacy.

e In Chapter 4, we define the fundamental security primitives necessary to un-
derstand the challenges of multi-party computation. We introduce key security
concepts, such as computational indistinguishability, as well as foundational
notions in multi-party computation, including common methods for sharing
secrets among stakeholders.

The next two chapters of this thesis describe our two contributions. Chapter 5 is
dedicated to a novel approach for differentially private stochastic gradient descent,
and Chapter 6 studies how a complete ECDF can be displayed collaboratively with
strong privacy guarantees.

e Chapter 5 presents a novel approach that mitigates the bias arising from tradi-
tional gradient clipping. By leveraging a public upper bound of the Lipschitz
value of the current model, we can achieve refined noise level adjustments. We
present a new algorithm with improved differential privacy guarantees and a
systematic empirical evaluation, showing that our new approach outperforms
existing approaches also in practice.

e Chapter 6 proposes strategies to compute differentially private empirical distri-
bution functions. While revealing complete functions is more expensive from
the point of view of privacy budget, it may also provide richer and more valu-
able information to the learner. We prove privacy guarantees and discuss the
computational cost, both for a generic strategy fitting any security model and
a special-purpose strategy based on secret sharing. We survey a number of
applications and present experiments.

Finally, in Chapter 7, we conclude this work by summarizing our contributions as
a response to the central question stated in the previous section. Additionally, we
outline several promising directions for future research.



Chapter 2

Background on Optimization in
Machine Learning

Optimization is a central theme in machine learning, most machine learning tasks
can be defined as the problem of finding the best model parameters to minimize (or
maximize) an objective function. This section will cover key concepts and techniques
related to optimization in machine learning, including Empirical Risk Minimization
(ERM), Stochastic Gradient Descent (SGD), feed-forward networks and Lipschitz-
continuous functions.

2.1 Empirical Risk Minimization (ERM)

Empirical Risk Minimization (ERM) is a fundamental principle in statistical learning
theory and forms the basis for many machine learning algorithms. The goal of ERM
is to find a model that minimizes the average loss over a given training dataset.
Formally, unless made explicit otherwise, we will denote the space of all possible
instances by Z and the space of all possible datasets by Z*. Let Z € Z* such that
Z = {z;}, containing n instances z; = (x;,y;) € X x Y with X = RP and Y = {0, 1}
sampled identically and independently (i.i.d.) from an unknown distribution on Z.
We are trying to build a model fp : X — Y (with Yy C R) parameterized by 6 € ©,
so it minimizes the expected loss £(6) = E,[L(0;2)], where L(0;2z) = £(fy(x),y) is the
loss of the model fy on data point z. One can approximate £(#) by

ZEQZZ— ngexz YZ

the empirical risk of model fy. Empirical Risk Minimization (ERM) then minimizes
an objective function F'(6, Z) which adds to this empirical risk a regularization term
¥(0) to find an estimate 6 of the model parameters:

16
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Definition 2.1.1 (Empirical Risk Minimization (ERM)).

0 € argmin F(0;Z) := R(0; Z) + v (0) (%)
6co

where v > 0 is a trade-off hyperparameter.

ERM provides a framework for learning from data by selecting the model parameters
that best fit the observed data. However, since ERM is based on minimizing the loss
over a finite number of samples, it is important to ensure that the learned model
generalizes well to unseen data.

2.2 Differentiability, Gradient, and Jacobian

Differentiability plays a central role in optimization, particularly in machine learning
algorithms that rely on gradient-based methods, such as SGD.

Definition 2.2.1 (Differentiability). Let f : R — R* be a function. The function f
is said to be differentiable at a point x € RP if there exists a linear map A : RP — RF

such that:
) — f) = A

-0
= Il

The map A is called the differential of f at x. In the case of real-valued functions
on RP A corresponds to the gradient of f at x, denoted as V f(z). Intuitively,
differentiability means that at each point, the function can be well-approximated by
a linear map (i.e., its tangent plane).

Definition 2.2.2 (Gradient). Let f : R? — R be a function differentiable at a point
x € RP, the gradient V f(x) is the vector of partial derivatives of f at x, defined as:

Vi) = (2@ g @) o)

The gradient points in the direction of the steepest ascent of the function f at the
point . The norm of the gradient ||V f(z)|| indicates how steep the ascent is. For
differentiable functions, the gradient provides critical information for optimization
algorithms such as SGD, as it is used to update the model parameters to minimize
the loss function.

In the context of vector-valued functions f : R? — R*, the gradient generalizes to the
Jacobian matrix.
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Definition 2.2.3 (Jacobian Matrix). Let f : R? — R* be a differentiable function.
The Jacobian matriz of f at a point x is the matrix of all first-order partial derivatives,
given by:

9fh OH ... SN
oxr1 Ox2 Ozy
ofs 0f2 ... Of2
I eid Ox2o Oz
Jp(x) =" "7 .
Ofy  Ofk ... Ofk
oz Oz Oxp

The Jacobian describes how a multivariate function changes at a given point and is
a fundamental tool in understanding more complex relationships between variables,
such as those in deep neural networks.

2.3 Stochastic Gradient Descent (SGD)

Stochastic Gradient Descent (SGD) is one of the most widely used optimization algo-
rithms in machine learning, particularly for training large-scale models such as deep
neural networks. Unlike traditional gradient descent, which computes the gradient of
the loss function with respect to the entire dataset, SGD approximates the gradient
by computing it using only a single (or a small batch of) training example(s) at each
iteration.

SGD operates over T iterations, performing three key steps in each iteration: sampling
a batch of data, computing the gradient of the loss with respect to the parameters,
and updating the parameters based on this gradient. These steps are detailed in
algorithm 1.

SGD’s efficiency makes it particularly suitable for training deep neural networks,
where the number of parameters can be in the millions or billions. However, the
noisy nature of the gradient estimate in SGD can lead to oscillations and slower con-
vergence, which can be mitigated through techniques such as learning rate scheduling
[Bengio et al., 2012], momentum [Polyak, 1964], and adaptive learning rates

[Duchi et al., 2011].
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Algorithm 1 Stochastic Gradient Descent (SGD)

Input: Data set Z € Z*, model fy, loss function ¢, hypothesis space © C RF,
batch size s > 1, learning rate 7.

Initialize 6, randomly from ©

fort=1to T do

V10 > Random sampling
while S = () do
for z € Z do

With probability s/|Z|: V < V U {z}
fori=1...]V]do

Gei < V5, 0(f3(z)) > Compute the gradient
~ V]| ~
[ ‘—é‘ le:‘l Gt
Opr1 < 60 — n(t)ge > Update parameters
Output: Or.

2.4 Neural Networks

Neural networks are a powerful subclass of machine learning models, inspired by the
human brain’s structure and function. They are particularly well-suited to solving
complex tasks such as image recognition, natural language processing or game playing.
At their core, neural networks aim to approximate functions by learning from data,
iteratively adjusting internal parameters to minimize a predefined loss function.

Neural networks are typically organized as a stack of layers, where each layer performs
a transformation of the data. The input is passed through this stack, layer by layer,
with each layer applying a mathematical operation to the output of the previous one.
This hierarchical structure allows the network to learn progressively more complex
patterns from the data as it moves deeper through the network. Each layer consists of
units, also known as neurons, which apply transformations using learned parameters
(weights and biases).

Dense Layers (Fully Connected Layers). A dense layer, also known as a fully
connected layer, is one of the simplest and most fundamental building blocks of neural
networks. In a dense layer, every neuron is connected to every neuron in the previous
layer. The output of a dense layer is computed as a weighted sum of the inputs,
followed by a non-linear transformation via an activation function. The weight matrix
defines the strength of the connections between neurons, and these weights are learned
during training to minimize the loss function.

Definition 2.4.1 (Dense Layer). Let xy be the input of a dense layer, the output
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Tyl 1S given by:
Trr1 = Wiz + By

where Wy, is the weight matriz, and By s the bias vector.

Convolutional Layers. Convolutional layers are specifically designed for tasks in-
volving grid-like data, such as images. In these layers, the network applies a set of
filters (also called kernels) that convolve over the input data, detecting local patterns
like edges, textures, or shapes. Each filter moves across the input (e.g., an image)
and produces an activation map highlighting where the filter detects certain features.

For the purpose of explanation, we will focus on 2D images and consider the input to
the convolutional layer as a 3D tensor xj, € R"WX¢n  where:

e | is the height of the input,

e w is the width of the input,

e ¢, is the number of input channels (e.g., for an image, this could represent color
channels such as RGB).

The convolution layer consists of ¢y filters (or kernels), where each filter is a 3D
tensor K; € REr*KwXen for 4 = 1,2 ... coun. Here:

e K, is the height of each filter,
e K, is the width of each filter,

® ¢y, is the number of channels in the filter, which matches the input depth.

For each filter K;, the convolution operation computes a 2D feature map by sliding
the filter across the spatial dimensions of the input (height and width) and applying
the following operation at each spatial location:

K;p—1Ky—1c¢pn—1

(xp x K;)(m,n) = Z Z Z zr(m+ h,n+w,c) - K;(h,w,c) (2.4.1)

h=0 w=0 =0

where (m, n) denotes the spatial location on the input. This computes the dot product
between the filter K; and a subset of the input tensor x.

The output of the convolutional layer is a new 3D tensor Y &€ RfoutXwoutXcout - ywhere:
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o hou and wey; are the height and width of the output feature maps, which depend
on the stride s (step size between each operation 2.4.1) and padding p (border
extension method) used in the convolution,

® (o is the number of output channels, corresponding to the number of filters.

The spatial dimensions of the output feature maps are given by:

S

2p — K,
Wt — {%J 41
S

2p — K,
hout: LMJ+1

Typically, a bias term B; is added to each feature map, so the final output of the
convolution operation for filter 7 is:

Tr+1,i = (.’L’k * Kz) + Bz

Activation Layers. An activation layer introduces non-linearity into the network,
which is critical for the network’s ability to model complex, real-world data. Without
activation functions, the neural network would behave as a linear model regardless of
its depth. Common activation functions include:

e Tempered Sigmoid: ¢;71,(z) = Tre=r= — 0, with the special case of the

sigmoid function being equal to ¢11

e ReLU (Rectified Linear Unit): ReLU(z) = max(0, x)

x

e Tanh: tanh(z) = ef—e”

er4e— T

The ReLLU function is particularly popular in deep networks due to its simplicity and
efficiency in training large models.

Pooling Layers. A pooling layer is a layer in a neural network that performs a
down-sampling operation to reduce the spatial dimensions (height and width) of the
input feature maps while retaining the most important information. Pooling layers
are often used in Convolutional Neural Networks (CNNs) after convolutional layers to
reduce the computational complexity and mitigate overfitting. There are two common
types of pooling operations: max pooling and average pooling.
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Definition 2.4.2 (Max Pooling). For a pooling region of size kj, X ky,, the maz pooling
operation at spatial location (m,n) on channel c is defined as:

Tpr1(m,n,c) = o khEIll%;X:O e zp(m+ h,n+w,c)

Max pooling selects the maximum value within each pooling region. This operation
is applied with a stride s, which determines how far the window moves in each step.
Note that this operation is not differentiable, because max is not smooth, but it is
subdifferentiable. Specifically, during backpropagation through max pooling, the gra-
dient is assigned to the input element(s) that were the maximum during the forward
pass. We define forward and backward pass in the following section.

Definition 2.4.3 (Average Pooling). For a pooling region of size ky, X ky,, the average
pooling operation at spatial location (m,n) on channel ¢ is defined as:

kp—1ky—1
1
xk+l(m7n70) = k?hk Z Z Ik‘(m+ h,n—i—w,c)
Y h=0 w=0

Average pooling computes the average of all values within the pooling region.

The output of the pooling layer is a 3D tensor Y € RFcutxWouxC where: - H, ., and
Woue are the height and width of the output feature map, computed as:

H -k
Hout: \‘—HJ_'_l
S

W —k
Wout: \‘TWJ—i_l

Normalization Layers. A normalization layer is a layer that standardizes or nor-

malizes the input feature maps across a batch or channel. Several papers [loffe and Szegedy, 2015,
Wu and He, 2018] have pointed out that regularization can help to improve the per-

formance of stochastic gradient descent.

Making abstraction of some elements specific to image datasets, we can formalize it
as follows.

For a vector v, we will denote the dimension of v by |v], i.e., v € R".

If the k-th layer is a normalization layer, then there holds |xy| = |zg11| With 244, the
output. Moreover, the structure of the normalization layer defines a partitioning 'y, =
{Tra...Trjg ) of [Jax]], i.e., a partitioning of the components of . The components
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k: . k: .
of z; and z,, are then grouped, and we define 55'1(@ ) = (xk‘:j>jel“k , l.e., :(;,(C 9 is a
»q

- o (ki) _
subvector containing a group of components. Similarly, 237 = (Tk+1,5); ey

Definition 2.4.4 (Normalization Layers). The k-th layer performs the following op-
eration:

. . 1 .
k: k), (k: k: :
T = fo () = =) (x; R—s Q>> : (2.4.2)
where
1 |Fk,q‘
(k:q) __
/’L - xk,‘)
|qu ; ’
1 IFk,q| 5 1/2
PO ) Z (24 — M(k:q)) Tk ’
‘Fk,q’ J=1

with k a small constant.

Various feature normalization methods primarily vary in their definitions of the par-
tition of features I'y ,, see Figure 2.4.1.

Batch Norm

Figure 2.4.1: Normalization Methods. Each subplot displays a feature map tensor,
where the blue pixels are normalized using the same mean and variance, calculated
by aggregating the values of these pixels. Figure from [Wu and He, 2018].

Normalization layers can have learnable parameters v and S that scale and shift the
normalized output, 2.4.2 becomes:

k: k k: Y k: :
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2.5 Training Neural Networks

In deep learning, the goal of training a neural network is to minimize a loss function
that etimates the error between the model’s predictions and the actual target values.
To minimize this loss, we use gradient-based optimization algorithms, such as SGD.
These algorithms require the computation of the gradient of the loss function with
respect to each parameter in the model, indicating how each parameter should be
adjusted to reduce the loss.

In practice, when training a deep neural network, we apply the following steps:

e Forward pass: The input data is propagated through the layers to compute the
output and the loss.

e Backward pass: The loss is propagated backward to compute the gradients of
the loss with respect to each parameter, using the chain rule to break down the
derivatives at each layer.

e Parameter update: The gradients are used to update the parameters in a way
that minimizes the loss, typically using an optimization algorithm like SGD.

Forward Pass. The forward pass is used to generate predictions from the model
and is also the first step in computing the loss during training. The final loss can be
computed thanks to the following recursive equation:

k
T = fy (a)

where fg(f) : R™ — R™+1, fg(f) is the k-th layer function parameterized by 6 for
1 <k < K. We denote the input of fe(,]:) by xx and its output by zpiq.

Loss function. Consider a feed-forward network fy as definied in section 2.6. We
define Ly (0, (zx,y)) =4 ((fe(f) 0...0 fe(,l:)> (xg), y). where £ is the loss function and

L. the model staked with the loss function from the layer k. The loss function /¢ is a
mathematical function that quantifies the discrepancy between the predicted output
Txr+1 of the model fy and the actual target values y. The loss is designed such that
smaller values indicate better agreement between the output of the model and the
target. The total loss for the model across the dataset is typically expressed as an
average or sum over all data points.

The choice of the loss function depends on the task that is learned. We list below
some of the most popular ones:

e For regression tasks:



Chapter 2. Background on Optimization in Machine Learning 25

— The Mean Square Error (MSE): £(2) = (xx41 — y)?
e For classification tasks:

— The cross-entropy loss: £,(z) =y log(SOFTMAX (2 11))/7,

with SOFTMAX(x;) = %, ¢ the number of classes. 7 an hyperpa-
j=1 j
rameter known as the 'temperature’.
T
— The cosine similarity: ((z) = %, with || - || the vector norm as

definied in section 2.7

— The hinge loss: £,,(2) =3¢ =1 max(0,m — zx41 -y + Txyi14)/c, with
iF#arg maxy
Tr+1,; the ith element of the 1D vector xxy1. m is a hyperparameter

known as 'margin’.

Backward Pass. Given a loss function ¢, which measures the difference between
the predicted output xx .1 and the true target values y, the backward pass computes
the derivatives of the loss with respect to each parameter in the network.

This process utilizes the chain rule [Stewart, 2012] to calculate these gradients layer
by layer. Specifically, for 1 < k < K

or  ov 9fy%

8xk - 8$K+1 aLEk ’

In practice, we then use the following recursive equation to propagate the error back-
wards from K to 1:

oc oL ofyY

8xk - 8xk+1 aZL’k )

Efficient Gradient Computation. The chain rule is essential for computing gra-
dients in deep networks because:

e Modular gradient computation: It allows the gradient to be computed layer by
layer. The gradient at each layer can be expressed in terms of the gradient at
the next layer, making it computationally efficient.

e Reusing intermediate gradients: Once the gradient of the loss with respect to
the output of a layer is computed, it can be reused to compute the gradient for
the parameters of that layer.

e Computational efficiency through automatic differentiation: Modern deep learn-
ing frameworks (e.g., TensorFlow [Abadi et al., 2015], PyTorch [Paszke et al., 2019)])
utilize the chain rule to automatically compute the gradients during backprop-
agation using techniques like reverse-mode automatic differentiation.
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2.6 Feed-Forward Networks

An important and easy to analyze class of neural networks are the feed forward
networks (FNN). A FNN is a direct acyclic graph where connections between nodes
do not form cycles.

Definition 2.6.1. A FNN f, : R® — R™ is a function which can be expressed as

fo=fi o, o

Here, 0 = (01 ...0k), n=ny and m = ng4.

Common layers include fully connected layers, convolutional layers and activation
layers. Parameters of the first two correspond to weight and bias matrices, 0, =
(Wy, Bi), while activation layers have no parameter, 6 = ().

Feed-forward networks are universal function approximators, meaning that they can
approximate any continuous function to arbitrary precision given enough hidden units
and layers.

Multilayer Perceptrons (MLP). MLP is a sub-class of FNN. It a classical form
of neural network consisting of multiple dense layers, each followed by an activation
function. More formally, an MLP is definied as follows:

Definition 2.6.2 (Multilayer Perceptrons (MLP)). A Multilayer Perceptrons (MLP)
fo is a FNN such that for all 0 <1 < L%J —1

f€(2i+1)

i, is a dense layer with Oriv1 = (Wi, Baiv1)

fa(j:) is an actiwation layer with 0g; = ()

MLPs are used for tasks like classification and regression and are suitable for tabular
data.

Convolutional Neural Networks (CNN). CNN is a sub-class of FNN. The ar-
chitecture of a CNN typically consists of alternating convolutional, activation, and
pooling layers, followed by one or more fully connected layers.

Definition 2.6.3 (Convolutional Neural Networks (CNN) (Informal)). A general
form of a CNN architecture can be represented as:

INPUT — [CONVOLUTION — NORMALIZATION — ACTIVATION — POOLING]*
—MLP — OuTPUT

with ¢ the number of convolutional blocks.
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CNNs are widely used in computer vision tasks such as image classification, object
detection, and segmentation, as well as in natural language processing for tasks like
text classification.

Residual Network (ResNet). A Residual Network (ResNet) [He et al., 2016] is
a type of deep neural network that introduces ”shortcut” or ”skip” connections to
improve the training of very deep networks. The key idea behind ResNet is to allow
the network to learn residual functions with reference to the layer inputs, rather
than learning unreferenced functions. This approach helps mitigate the problem of
vanishing gradients (gradients becoming extremely small) and allows for the training
of significantly deeper networks.

Definition 2.6.4 (Residual Block Definition). Let z be the input to a residual block
and F(xy, {W;}) represent a series of j convolutional operations (with weights {W;} ),
applied to . In a residual block, the output x4 ; of the block is given by:

Tty = F(xp, {Wi}) + ap

where: F(xg, {W,}) is the residual mapping to be learned.

xy is the original input, which is added (element-wise) to the output of the residual
mapping. The addition operation is referred to as a ”skip connection” or "shortcut
connection.”

Definition 2.6.5 (Deep Residual Network Structure). A ResNet is composed of mul-
tiple residual blocks stacked together. The general architecture can be represented as:

Trpsr g, = Fale - Fa(Fi(zr)))

where each F; represents a residual block with j; operations a skip connection.

Note that, when the input and output dimensions are the same, the shortcut connec-
tion can be directly added to the residual mapping without any additional transfor-
mation. However, when the dimensions differ (e.g., due to downsampling), a linear
projection (often a convolutional layer) is applied to match the dimensions before
performing the addition.

ResNets come in different depths, such as ResNet-18, ResNet-34, ResNet-50, ResNet-
101, and ResNet-152, where the numbers indicate the total number of layers in the
network.

The use of residual connections allows for the training of very deep networks (hundreds
of layers), which helps capture more complex patterns in data. The skip connections
help mitigate issues related to vanishing gradients and provide a smoother gradient
flow during backpropagation.



Chapter 2. Background on Optimization in Machine Learning 28

2.7 Vector and Matrix Norms

To measure Lipschitzness, a crucial property in this thesis, we need to assess operator
norms, which are norms defined on the space of linear operators (matrices) that
quantify how much the operator can "stretch” a vector. We begin by introducing the
vector norm £g:

p 1/q
|wlly = <Z ]wj|q> , forallweRP, and ¢ >0 (2.7.1)
j=1

Given a matrix A € R™*™ and a vector p-norm, the operator norm, also known as
induced matrix norm, is defined as:

|4zl
Al = sup
PTR Tl

where: ||z]|, is the p-norm of the vector z, defined as in Equation 2.7.1, and the
supremum (sup) is taken over all non-zero vectors = € R™.

In other words, the induced matrix norm measures the largest possible factor by
which a matrix A can magnify the length of a vector, where the length is measured
using the p-norm.

Some commonly used induced matrix norms include:

1. Induced ¢;-norm:

40 = e 31,
1=

which is the maximum absolute column sum of the matrix.

2. Induced /.-norm:

1Al = max Y |A;l,
1

1<i<m £
J:

which is the maximum absolute row sum of the matrix.

3. Induced fy-norm (Spectral Norm):
[All2 = omax(A),

where 0., (A) is the largest singular value of the matrix A. This norm measures how
much the matrix can stretch a vector in the Euclidean space.
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Matrix norms induced by vector a- and [-norms. We can generalize the

above definition. Suppose we have vector norms || - ||, and || - ||5 for spaces K™ and
K™ respectively; the corresponding operator norm || - |45 is
Ax
Al = sup 1221
x#0 Hx”a

In particular, the ||Al|, defined previously is the special case of ||A||,,. In the special
cases of & = 2 and [ = oo, the induced matrix norms can be computed by

[ All e = max (145l

where A;. is the i-th row of matrix A. In the special cases of « = 1 and 8 = 2, the
induced matrix norms can be computed by

[Allz = max (14,

where A, is the j-th column of matrix A. Hence, || A2, and ||A||; 2 are the maximum
row and column 2-norm of the matrix, respectively.

Properties. Any operator norm is consistent with the vector norms that induce it,

giving

[Azls < |A]la,s]l%]la
Suppose || |la,s; |- |3,4; and || - ||a,, are operator norms induced by the respective pairs
of vector 1n0rs (Il | - 15)5 (I 13 I - )5 and (- s | - ). Then,

IAB]

ary < [ Allgl1Bllas

2.8 Lipschitz-Continuous Functions

Definition 2.8.1 (Lipschitz function). A function f : R™ — R™ is called Lipschitz
continuous if there exists a constant L such that

Vo,y € R" |[f(x) = f(y)ll2 < Lllz — yll
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The smallest value of L that satisfies the inequality above is referred to as the Lipschitz
constant of f and is denoted by LY.

For functions that are locally Lipschitz (i.e., functions that are Lipschitz when re-
stricted to a neighborhood around any given point), the Lipschitz constant can be
determined using their differential operator.

Theorem 2.8.1 (Rademacher [Rademacher, 1919]). If f : R® — R™ is a locally
Lipschitz continuous function, then f is differentiable almost everywhere. Moreover,
of fis Lipschitz continuous, then

L9 = sup ||Vf||2

z€R™

Lipschitz continuity is crucial in machine learning, especially for optimization and
generalization. Constraining a model’s Lipschitz constant in deep learning shows
stable training and improved generalization. Methods like weight clipping, gradi-
ent clipping, and spectral normalization help enforce Lipschitz continuity in neural
networks.



Chapter 3

Background on Differential Privacy

Privacy has long been a fundamental concept, recognized across cultures as the right
to keep certain aspects of one’s personal life away from public exposure. Many coun-
tries establish this right in privacy laws, and in some cases, within their constitutions,
safeguarding individuals from unauthorized intrusions by governments, corporations,
or other entities.

On December 10, 1948, the United Nations General Assembly adopted the Universal
Declaration of Human Rights (UDHR). Although the document does not explicitly
mention the right to privacy, it is commonly interpreted through Article 12, which
states:

“ No one shall be subjected to arbitrary interference with their privacy,
family, home or correspondence, nor to attacks upon his honor and rep-
utation. Everyone has the right to the protection of the law against such
interference or attacks. ”

— [UDHR, 1948].

While corporations or governments may exploit various techniques to invade privacy
for profit or political agendas, individuals often rely on tools like encryption and
anonymity measures to keep their digital privacy. This evolving landscape underscores
the growing importance of privacy in the digital age.

In the digital age, personal data is collected on a massive scale. From browsing
histories and purchase records to social media posts, geolocation data, and health
information, the data collected is becoming increasingly detailed and sensitive. Often,
individuals are unaware of the extent to which their data is shared or the potential
risks involved. This lack of transparency can lead to significant privacy concerns,
especially as data plays a central role in various technological applications.

The misuse or exposure of personal data can lead to significant privacy risks, includ-

31
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ing theft of property (e.g., stolen credit card details or passwords), identity fraud (via
names, bank details, or biometric data), and exploitation of sensitive information
(e.g., health, beliefs, or preferences) for discrimination, blackmail, or public humilia-
tion. Anyone can be affected by these risks, often without their knowledge or consent.
The potential consequences of such breaches highlight the urgent need for robust pri-
vacy measures.

To mitigate these risks, global attention has been increasingly directed toward privacy
regulations. Initiatives like the European Union’s General Data Protection Regulation
(GDPR), adopted in 2018, aim to protect individuals from privacy-related harms. In
addition to general frameworks, sector-specific regulations have been implemented to
safeguard sensitive data in areas such as health, education, research, and finance.
However, privacy protections often come at a cost to the utility of the data, creating
a fundamental trade-off: how to balance privacy with the ability to derive meaningful
insights from the data?

The field of privacy research, and particularly differential privacy, seeks to address
this challenge. By finding effective ways to protect individual privacy while preserving
the utility of data, researchers aim to not only protect individuals but also enable
innovative applications that rely on sensitive information. This thesis focuses on
differential privacy as a rigorous and promising framework for achieving this balance.

In this chapter, we introduce the concepts of differential privacy [Dwork et al., 2006b].
Section 3.1 begins with an overview of several privacy notions that emerged before
differential privacy, highlighting their limitations. We then formally define differential
privacy and explore basic mechanisms to enforce it. Additionally, we demonstrate
how these mechanisms can be combined to construct more complex differentially
private algorithms. In Section 3.2, we focus on training machine learning models
with differential privacy.

3.1 Differential Privacy

Differential privacy is a rigorous mathematical framework for ensuring privacy. In its
simplest form, it applies to algorithms that analyze datasets and compute statistics
such as the mean, variance, or median. An algorithm is considered differentially
private if, based on its output, it is virtually impossible to determine whether any
particular individual’s data is part of the dataset. In other words, the algorithm’s
output remains nearly identical whether or not a single individual’s data is included
in the dataset.

This means that the probability of the algorithm producing a certain result is almost
the same for two datasets differing by just one individual. This privacy guarantee
applies universally, regardless of the uniqueness of any individual’s data or the rest of
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the dataset. This ensures that even if an individual’s details are highly unusual, or if
the dataset contains intricate patterns, the privacy guarantee remains the same. As a
result, differential privacy provides a strong assurance that sensitive, individual-level
information about participants is not exposed.

Before delving into the formal definition of differential privacy, Section 3.1.1 re-
views previous attempts to mathematically define privacy, such as anonymization, k-
anonymity, and t-closeness. We highlight the limitations of these approaches through
practical attacks, which motivated the development of differential privacy. In Sec-
tion 3.1.2, we formally define differential privacy and discuss its pros and cons. We
then state key properties including composition properties. Finally, describe basic
mechanisms that ensure differential privacy.

3.1.1 Motivations for a mathematical definition of privacy

Traditional approaches to privacy, such as anonymizing datasets by removing identi-
fiers like names or addresses, are ineffective, as auxiliary information can still enable
re-identification.

A better approach is to restrict data access through a trusted system that answers
queries. However, ensuring privacy in such systems is challenging, as some queries
(or combinations of them) can reveal individual information. Approximate statistics
might help, but reconstruction attacks [Dinur and Nissim, 2003] show that releasing
too many can expose the entire dataset.

Cryptographic tools, while secure for function outputs, do not prevent the outputs
themselves from leaking sensitive information, highlighting the need for robust theo-
retical frameworks to ensure privacy when releasing statistical data.

3.1.1 (a) Data anonymization

Data anonymization is a method aimed at preserving privacy by removing personally
identifiable information (PII) from datasets before sharing or publishing them. The
primary goal is to ensure that individuals cannot be directly identified from the data.
A common first step in anonymization involves stripping attributes that uniquely
identify individuals, such as names, social security numbers, or phone numbers. By
eliminating these identifiers, the dataset appears to be unrelated to specific individ-
uals, theoretically protecting their privacy while still allowing for aggregate analysis.
We illustrate this method in Figure 3.1.1.

In this example, while an honest user cannot determine that Jean has cancer, a
less ethical individual could infer Jean’s identity by exploiting features that uniquely
identify him. Suppose the anonymized data comes from patients who visited a hos-
pital on a specific day, and each record includes attributes like age, gender, and visit
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Name Age Gender Diagnosis Name Age Gender Diagnosis
Jean 28 Male Cancer aldx 28 Male Cancer
Madeleine 37  Female Asthma > gsDI 37  Female Asthma
Suzanne 72  Female Type-2 diabetes 9am0 72  Female Type-2 diabetes
Karol 66 Male  Type-2 diabetes Z3ec 66 Male  Type-2 diabetes

Figure 3.1.1: Example of data anonymization, names have been hashed.

date. If only one 28-year-old male visited the hospital that day, an attacker could
cross-reference this information with the anonymized database to confirm that Jean
has cancer. Such uniquely identifiable combinations of features are known as quasi-
wdentifiers. When auxiliary datasets are available, attackers can use them to link
quasi-identifiers to sensitive information, an attack known as a linkage attack. For
instance, [Sweeney, 2000] demonstrated that 87% of Americans could be uniquely
identified using just their birth date, gender, and ZIP code.

Diagnosis Name
Dataset 2:
Public voter

list

Dataset 1:
Anonymized
medical record

Date
registered

Date of
visit

Birth date

Party
affiliation

Regular
doctor

Figure 3.1.2: Linkage Attacks: An anonymized dataset (excluding names) can
be linked to a public dataset (including names) using only a few attributes.
[Sweeney, 2000] estimated that age, ZIP code, and birth date are sufficient to uniquely
identify 87% of Americans. Figure inspired from C. Palamidessi.

Personally Identifiable Information (PII) may seem like the obvious choice for quasi-
identifying features. However, even seemingly non-personal attributes can serve as
quasi-identifiers. For instance, [Narayanan and Shmatikov, 2007] demonstrated that
publicly available movie ratings from IMDB were sufficient to identify a large por-
tion of individuals in the dataset shared by Netflix for their $1M machine learning
competition. In this context, data anonymization seems to undermine its own pur-
pose, as achieving true anonymity would require anonymizing all features, effectively
rendering the data useless.
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3.1.1 (b) k-anonymity and its variants

To address the limitations of basic anonymization, k-anonymity was proposed as a
privacy-preserving technique by [Sweeney, 2002]. The key idea behind k-anonymity
is to protect individual privacy by ensuring that each record in a dataset is indistin-
guishable from at least k — 1 other records with respect to quasi-identifiers.

To achieve k-anonymity, two primary methods are employed: (1) suppression, which
removes specific values of the quasi-identifiers, and (2) generalization, which replaces
specific values with broader categories (e.g., replacing a precise age of 728" with an
age range of 725-30”). Additionally, dummy records may be added to the dataset
to ensure that each record is part of a group of at least k indistinguishable records.
We illustrate this procedure in Figure 3.1.3 with the same dataset as in the previous
example.

Name Age Gender Diagnosis Name  Age  Gender Diagnosis

Jean 28 Male Cancer - 20 - 35 - Cancer
Madeleine 37  Female Asthma » - 35 - 50 - Asthma
Suzanne 72  Female Type-2 diabetes - 65 - 80 - Type-2 diabetes

Karol 66 Male  Type-2 diabetes - 65 - 80 - Type-2 diabetes

Figure 3.1.3: Example of 2-anonymity w.r.t. to the quasi-identifiers (age and gender)
achieved by suppressing the gender and generalizing the age.

While k-anonymity provides a stronger guarantee of privacy compared to simple
anonymization, it has limitations. It does not account for attribute correlations or
outliers, and it can still be vulnerable to attacks such as homogeneity attacks (Ex-
ploit uniform sensitive attributes) or background knowledge attacks (Leverage external
prior knowledge). For example, Jean’s cancer diagnosis can still be inferred if he is
the only individual in his age group.

[-Diversity extends k-anonymity by requiring that each group contains at least [
distinct sensitive values, reducing the risk of attribute disclosure. However, [-diversity
has limitations, such as being ineffective against attacks involving globally skewed
distributions or scenarios where the sensitive attribute lacks sufficient diversity (e.g.,
Jean is alone in his group). To address these issues, t-closeness ensures that the
distribution of sensitive attributes in each group closely matches their distribution
in the entire dataset, reducing information leakage further. Despite these stronger
guarantees, both models face practical challenges. Enforcing t-closeness often heavily
reduces data utility and scalability, as finding optimal partitions is NP-hard, making
it computationally infeasible for large or complex datasets. While these methods
enhance privacy, their utility and efficiency remain significant concerns in real-world
applications.
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3.1.1 (¢) Aggregate statistics through an interface

Aggregate statistics, such as averages, totals, or histograms, can help ensure pri-
vacy by summarizing data without revealing information about specific individuals.
By reporting only aggregated values, these methods reduce the risk of directly link-
ing sensitive information to any one person. However, this approach has significant
limitations. Sophisticated attacks can combine multiple aggregate statistics with
external auxiliary information to infer individual data. That includes differencing
attacks, where combining queries reveals individual information; membership infer-
ence attacks, which determine if a specific person is in a dataset [Shokri et al., 2016];
and reconstruction attacks, which use numerous queries to infer parts of the dataset
[Carlini et al., 2021]. Additionally, aggregate statistics often fail to provide formal
guarantees of privacy, leaving datasets vulnerable to elaborate forms of information
leakage.

3.1.2 Differential Privacy

We have seen that a robust definition of privacy must consider auxiliary knowledge,
ensuring resilience against any information an adversary may have, while also con-
trolling cumulative information leakage from multiple analyses to prevent significant
breaches. A randomized mechanism addresses auxiliary information by adding noise
to obfuscate individual data, even when external knowledge is available. It also lim-
its cumulative information leakage from repeated queries, preventing attackers from
assembling together sensitive details.

A randomized mechanism generates answers based on a carefully chosen probability
distribution to ensure privacy while maintaining utility. Achieving this balance re-
quires rigorous definitions of both privacy and utility. In the rest of this section, we
formally define the concept of differential privacy and its proporties.

3.1.2 (a) Setting

We recall that we denote the space of all possible instances by Z and the space of all
possible datasets by Z*. We will denote by [N] = {1... N} the set of the N smallest
positive integers. Let A be a randomized algorithm which we define as follows.

Definition 3.1.1 (randomized algorithm). A randomized algorithm A is a mapping
A 2% — O where O is a probability space. In other words, for any dataset Z &€
Z*, A(Z) is a random variable taking values in O.

We consider a setting where a trusted curator manages a dataset Z € Z* of n records.
One can ask a query f to the dataset Z. For any z € Z, f(z) is the true answer of
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the query f on Z. Let A: Z* — O be a randomized algorithm. For any z € Z, A(2)
is the reported answer for the query on Z. We illustrate this setting in Figure 3.1.4

_| Randomized Analyst /
Dataset > .
Algorithm A(Z) Attacker

7z

Figure 3.1.4: Setting of a randomized algorithm A giving a reported answer to the
query f.

3.1.2 (b) Definition of Differential Privacy

Informally, differential privacy is defined by ensuring that the presence or absence of
an individual’s data has minimal impact on what an adversary observes. Specifically,
for any two datasets Z; and Z, differing by a single entry, the output distributions of
A on Z; and Z, should be nearly ”similar”.

We see that the definition of differential privacy requires to define what ”similar”
means and to define properly Z; and Zs.

Definition 3.1.2 (adjacent datasets). We say two datasets Zy, Zy € Z* are adjacent,
denoted Zy ~ Z, if they differ in at most one element. We denote by Z* the space
of all pairs of adjacent datasets.

Definition 3.1.3 (differential privacy [Dwork et al., 2006b]). Let ¢ > 0 and § > 0.
Let A : Z* — O be a randomized algorithm taking as input datasets from Z*. The
algorithm A is (e,0)-differentially private ((¢,6)-DP) if for every pair of adjacent
datasets (Zy, Zy) € Z%, and for every subset S C O of possible outputs of A,

~7

If 6 = 0 we also say that A is e-DP.

Differential Privacy (DP) offers significant improvements over earlier privacy defini-
tions by getting rid of reliance on assumptions about the adversary. For instance, in
k-anonymity, the value of k depends on the adversary’s capabilities, making the guar-
antee context-dependent. In contrast, DP provides a robust privacy guarantee that is
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independent of what the adversary knows (their capability) or aims to achieve (their
goal). Additionally, DP quantifies privacy leakage using a precise and well-defined
metric, (g,0), allowing a clear and measurable bound on potential information expo-
sure.

(€,0)-DP guarantees that for every execution of the algorithm A(Z), the output is
nearly equally likely, for a small e, to occur across all neighboring datasets. This
strict guarantee is referred to as pure e-DP.

The parameter ¢ can be understood as an upper bound on the probability of a catas-
trophic failure (e.g., the complete dataset leaks). This concept is often referred to
as approximate differential privacy. Setting ¢ = 0 is equivalent to requiring that
P(A(Z,)) = O) — P(A(Zy) = O) < 6. (e,9)-indistinguishability can be characterized
as "e-differential privacy holding with probability, over randomness of the algorithm,
at least 1 — ¢,” providing a useful interpretation of (e, §)-differential privacy.

For meaningful privacy guarantees, § should be o(1/n). Setting ¢ on the order of 1/n
ensures that privacy is guaranteed even if the records of a small number of individuals
are released. As for €, besides the principle the smaller the better, a rule of thumb is
to say € = 1 is typically considered a good privacy guarantee and ¢ = 0.1 (e® =~ 1.1)
is a very strong guarantee.

Pros and cons. DP offers a structured way to quantify and manage the risks of
participating in a dataset, addressing the concern that privacy may already be ir-
reversibly compromised. By ensuring that whatever an adversary learns about an
individual could just as easily be inferred from the data of others, DP guarantees
that mechanisms cannot leak individual-specific information. This robustness holds
regardless of the adversary’s auxiliary knowledge, making it a powerful and general
framework. Additionally, DP composes well, meaning repeated queries maintain con-
trolled privacy loss. However, DP also has limitations: it provides no protection for
information spanning multiple rows, and it cannot guarantee that individuals won’t
be harmed by the results of an analysis, such as policy decisions based on aggregate
statistics. Furthermore, DP is sometimes criticized for being overly strict, as it applies
regardless of the actual distribution of the queried dataset, hence some relaxed vari-
ants such as the Bayesian differential privacy [Triastcyn and Faltings, 2019]. Despite
these drawbacks, DP represents a significant step forward by explicitly estimating the
cost of participation in a dataset and providing rigorous privacy guarantees.

3.1.2 (c) Properties

Robustness to auxiliary knowledge. DP guarantees are resilient to any auxiliary
knowledge, as it limits the relative advantage an adversary can gain from observing
an algorithm’s output. This robustness holds even if the adversary knows the entire
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dataset except for a single record or has access to all external knowledge sources,
both current and future. Moreover, the algorithm A itself can be public, as only the
randomness needs to remain concealed. This transparency allows for open discussions
of algorithms and their privacy guarantees.

Robustness to post-processing. The other key aspect contributing to the ro-
bustness of differential privacy is its post-processing property. This property ensures
that the privacy guarantees of an algorithm remain, even after further processing of
its output, provided that the processing does not depend on the original data or the
algorithm itself.

Theorem 3.1.1 (Post-Processing [Dwork and Roth, 2013]). Let A : Z2* — O be
(€,0)-DP and let f : O — O be a function that is independent from the data and the
randomness of A. Then

foA:Z"— O is(e,§)-DP.
Proof. See proof of Proposition 2.1 in [Dwork and Roth, 2013]. O

The output of a differentially private algorithm remains just as private, regardless of
how it is analyzed or used by data users. This guarantee holds independently of the
attacker’s strategy or computational power.

One can still measure the overall privacy loss even if one composes K > 0 algorithms
Ay, ..., Ag operating on the same dataset. Notably, we account for the possibility
that the output of each mechanism may depend on the outputs of the previous ones.
More formally, we aim at measuring the privacy loss of

A 7 Ago--ioApo--0A (3.1.2)

Theorem 3.1.2 (Simple Composition). [Dwork and Roth, 2013] Let A, ..., Ak be
K independently chosen algorithms where Ay satisfies (e, 0)-DP. For any dataset
Z, let A¥) be defined as in Equation 3.1.2.

K K
Then A is (¢,8)-DP with & = Zsk and § = Zék.
k=1 k=1

Proof. See Appendix B.1 in [Dwork and Roth, 2013]. ]

The simple composition theorem enables the management of cumulative privacy loss
across multiple analyses performed on the same dataset, including intricate multi-step
algorithms.



Chapter 3. Background on Differential Privacy 40

Definition 3.1.4 (Privacy Budget (Informal)). A database is assigned an initial
privacy budget. Fach time a query is answered, a part of the privacy budget is spent
using an (g,0)-differentially private mechanism. Once the budget is fully consumed,
no further queries can be made.

In Theorem 3.1.2 the algorithms are picked independently, however, in the case of
adaptively chosen algorithms, the overall privacy budget can be curbed.

Theorem 3.1.3 (Advanced Composition). [Dwork and Roth, 2013] Let €,6,0" > 0.
If at each iteration k € {1,..., K}, the selected algorithm Ay, is (¢,9)-DP, then AX)
is (', K§ + &')-DP with

e =+/2KIn(1/8)e+ Ke (e — 1)
Proof. See proof of Theorem 3.20 in [Dwork and Roth, 2013]. O

The advanced composition results for differential privacy are not the tightest, as they
provide relatively loose upper bounds on the overall privacy budget. Alternative
formulations of (g, 0)-DP, such as Rényi Differential Privacy (RDP) [Mironov, 2017],
offer more refined bounds.

Definition 3.1.5 (Rényi Differential Privacy (RDP)). [Mironov, 2017] Let o > 1
denote the Rényi divergence order, and let A be a randomized algorithm. For any two
neighboring datasets Zy and Zy in Z%, A is said to satisfy («,€)-Rényi Differential
Privacy if:

Da(A(Z1)[A(22)) <¢,

where D, (P||Q) is the Rényi divergence of order a between two distributions P and

Q, defined as:

Du(PIQ) = —10sEena | (o) |

where P and Q are probability distributions over the output space of A, and the
expectation is taken over the distribution Q).

Theorem 3.1.4 (Composition with RDP). [Mironov, 2017] Let a > 1 and A% be a
sequence of (o, ep)-Rényi differentially private algorithms. Then the algorithm AU
as defined in Equation 3.1.2 satisfies («, €)-Rényi differentially private with parameter

g = Zle Ek.
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Proof. See proof of Proposition 1 in [Mironov, 2017]. O
Theorem 3.1.5 (From RDP to (g,0)-DP). [Mironov, 2017] If A is an («,e)-RDP

o : log 1/6 : : :
mechanism, it also satisfies (5 + Of_l ,5) -differential privacy for any 0 < 6 < 1.
Proof. See proof of Proposition 3 in [Mironov, 2017]. ]

RDP allows for more precise privacy accounting under composition. When converting
its privacy guarantees back to (g,d)-DP, it reduces a logarithmic factor in § and
achieve improved constants.

One final property is Group Differential Privacy (Group DP). It extends the standard
notion of differential privacy to scenarios where the goal is to hide the participation
of a group of individuals rather than a single individual. This is particularly useful
when a single participant contributes multiple records to the dataset, or when the
data of a group, such as members of a family, is strongly correlated. Group DP
ensures that the privacy guarantee applies to the entire group collectively, rather
than treating each record independently. Unlike composition, which tracks privacy
loss over multiple analyses, Group DP focuses on protecting the presence or absence
of all records associated with a group in a single analysis. This provides robust
guarantees in situations where correlations within a group could otherwise expose
sensitive information. More formally,

Theorem 3.1.6 (Group DP). Any (,8)-DP algorithm A is (Ke, Ke®*6)-DP for
groups of size K, for allS C O :

P[A(Z)) € S] < e"°P|A(Z,) € S] + Ke'¢5

Proof. The claim follows from Definition 3.1.3 applied K times between K adjacents
datasets. O]

With the properties of differential privacy established, we now turn to the mechanisms
that implement these guarantees, balancing privacy and utility in practice.

3.1.2 (d) Mechanisms

Differential privacy mechanisms introduce carefully calibrated randomness into the
outputs of queries or algorithms, effectively masking the contribution of any single
individual in the dataset. By doing so, they guarantee the formal privacy properties of
differential privacy while still allowing meaningful statistical insights. In this section,
we explore some of the foundational mechanisms used to achieve differential privacy,
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highlighting their design principles, applications, and trade-offs between privacy and
utility.

To determine the appropriate level of randomness required to obfuscate any individ-
ual’s contribution, we first focus on measuring the maximum variation a query can
have due to the inclusion or exclusion of a single individual. This variation is referred
to as the sensitivity of the query.

Definition 3.1.6 (Sensitivity). Let f : Z* — O be a query and || - ||, be the g-norm
on O. We define the sensitiwvity of f linked to the norm || - ||, as

Aq(f) = max

(Z1,Z2)eZ,

() = f (2], (3.1.3)
We denote A1(f) and Aq(f) the €1 and {5 sensitivities of f.

Sensitivity is central in designing mechanisms that produce a differentially private
estimate of the query f. It is used to calibrate the noise to release the result of a
query under a specified privacy budget. The two main mechanisms based on the
sensitivity of the underlying quer are the Laplace and the Gaussian mechanisms.

We first focus on the Laplace machanism. This mechanism relies on the Laplace
distribution.

Definition 3.1.7 (Laplace Distribution). The Laplace distribution Lap(\) (centered
at 0) with scale X is the distribution with probability density function:

p(z;\) = — exp (——) , z€eR. (3.1.4)

The Laplace mechanism involves adding independent Laplace noise to each entry of
f(Z), Z € Z*, with the noise calibrated on the global ¢; sensitivity and the privacy
parameter €.

Algorithm 2 LAPLACE MECHANISM(Z, f, ¢)

. Input: dataset Z € Z*, query f with results in R¥, privacy parameter e.
AN Al(f>

: b= (by,...,bx) with by ~ Lap(A/e) for k € [K]

: Output: f(Z) +b.

=W N =

The Laplace mechanism guarantees pure differential privacy.
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Theorem 3.1.7 (DP guarantee of Laplace Mechanism). [Dwork and Roth, 2013] Let
e>0, f: 2% = RE a query with {1-sensitivity A. LAPLACE MECHANISM(-, f,¢) is
e-differentially private.

Proof. See proof of Theorem 3.6 in [Dwork and Roth, 2013]. O

Laplace noise ensures pure differential privacy, but its distribution is less convenient
than the Gaussian distribution. The Gaussian distribution, sums well, is often used
in various algorithms, and fits with Rényi differential privacy.

Definition 3.1.8 (Gaussian Distribution). The Gaussian distribution N (u, 02) with
mean p € R and variance o > 0 is the distribution with probability density function:

2
p(a:;,u,aQ): ! exp(—u), r e R.

2mo 202

Thanks to the Gaussian mechanism we can use the Gaussian distribution to ensure
DP.

Algorithm 3 GAUSSIAN MECHANISM(Z, f, €, §)

1: Input: dataset Z € Z*, query f with results in R¥, privacy parameters (g, §).
2: A Ag(f)

3 b= (by, ..., bx) with by ~ N (0,02), with ¢ = Y222 g0 g ¢ (K]

4: Output: f(Z)+0.

Note that the Gaussian mechanism is calibrated on the /5-Sensitivity of f and satisfies
approximate differential privacy.

Theorem 3.1.8 (DP guarantee of Gaussian mechanism). [Dwork and Roth, 2015]
Lete > 0andd >0, f: Z* — RE a query with {y-sensitivity A. GAUSSIAN MECHANISM(+, f, €, 6)
is (e,0)-differentially private.

Proof. See Appendix A.1 in [Dwork and Roth, 2013]. ]

The Laplace and Gaussian mechanisms fall under the category of global sensitivity
methods. They are specifically designed for real-valued queries, making them effective
for ensuring DP guarantees when releasing raw statistics. However, for problems
involving optimization or selection tasks where queries are not necessarily real-valued,
methods like the Exponential Mechanism are a better fit.

Instead of releasing numerical outputs with added noise, the Exponential Mechanism
selects an output (e.g., a category, choice, or ranked result) from a set of possible
outputs O based on a scoring function.
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Definition 3.1.9 (Scoring function).

s:Z2*x 0O =R

The scoring function evaluates the ”quality” or "utility” of each output relative to
the dataset, and the mechanism assigns probabilities to outputs based on their scores.
The exponential mechanism is based on the maximum possible change in an output’s
score when a single record is added or removed.

Definition 3.1.10 (Sensitivity of Scoring function). The sensitivity of a s: Z*xO —
R s

A(s) =max max |s(Zy,0) — s(Zs,0)|

0€0 (Z1,Z2)eZr,

The Exponential Mechanism ensures privacy by skewing the selection probability to
prioritize higher scores, while still preserving some randomness.

Algorithm 4 EXPONENTIAL MECHANISM(Z, O, s,¢)

1: Input: dataset Z € Z*, query f with results in R¥, privacy parameters (g, §).
2: A+ A(S)
s(Z,o)-E)

3: Output: o with probability P(o) = exp( Qf‘(z ey
e

The exponential mechanism satisfies pure differential privacy.

Theorem 3.1.9 (DP guarantee of Exponential mechanism). [Dwork and Roth, 2015]
Lete >0, s: Z2* x O — R a scoring function with sensitivity A.
EXPONENTIAL MECHANISM(+, O, s, ¢) is e-differentially private.

Proof. See proof of Theorem 3.10 in [Dwork and Roth, 2013]. O

3.2 Differentially Private Machine Learning

Machine learning often relies on aggregated statistics but remains vulnerable to pri-
vacy leaks. As discussed in Section 3.1.1 (c), aggregated statistics provide no privacy
guarantees by themselves, leaving room for privacy attacks such as membership in-
ference, differencing, and reconstruction attacks.

In this section, we will explore existing techniques that prevent from these risks by
integrating traditional machine learning operations with differential privacy methods.
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3.2.1 Differentially Private Empirical Risk Minimization
We remind here the Equation * that defines Empirical Risk Minimization (ERM).

Definition 3.2.1 (Empirical Risk Minimization (ERM)).

f € argmin F(6; Z) == R(0; Z) + v(6) (+)
0cO

where v > 0 is a trade-off hyperparameter.
In the context of differential privacy, our goal is to obtain a (¢, d)-private approxima-
tion 0 of 0, as defined in Equation «'.

3.2.1 (a) Output perturbation

Output perturbation [Chaudhuri and Monteleoni, | directly applies the Gaussian Mech-
anism, as defined in Algorithm 3, to the computed result 6 of ERM. By adding care-
fully calibrated Gaussian noise to é, this approach ensures (e, §)-differential privacy
for the released parameters 6. The process is formally described in Algorithm 5.

Algorithm 5 OUTPUT PERTURBATION(Z, f, &, )

1: Input: dataset Z € Z*, objective function F' with parameters # € R? and tradeoff
parameter 7y, privacy parameters (€, 9).

2: 0 < argmin F(0;2)

fcRP
3: b= (br,...,b) with by ~ N (0,0%), with o = V22020 for k€ [K]
4: Output 0: F(Z) +b.

Algorithm 5 ensures differential privacy.

Theorem 3.2.1 (Output perturbation DP guarantees). Let £,6 > 0 and © = RP.
OUTPUT PERTURBATION(-, ¢, 1, ¢,6) is (g,6)-DP.

Proof. The claim follows from Theorem 3.1.8. m

Algorithm 5 suffers from two significant limitations. First, for Theorem 3.2.1 to
apply, it is necessary to compute the exact solution to Equation ', which is often
computationally infeasible in practice. Second, output perturbation is incompatible
with federated learning frameworks, as it does not ensure the privacy of the gradients,
which are shared among data owners during the training process.
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3.2.1 (b) Differentially Private Stochastic Gradient Descent

Differentially Private Stochastic Gradient Descent (DP-SGD) is the most widely
used algorithm for answering Equation «'. Initially proposed by [Song et al., 2013],
its utility optimality was later proved by [Bassily et al., 2014]. We describe DP-SGD
in Algorithm 6.

Algorithm 6 DP-SGD[Bassily et al., 2014]

Input: Data set Z € Z*, model fy, loss function ¢ L-Lipschitz, convex hypothesis
space © C RF, privacy parameters € and §, batch size s > 1, learning rate 7,
projetion to convex set O lle.

Initialize 6y randomly from ©
- 16L/T In(2/5) In(2.5T /6n)

for t — 1 to T do

> Set Gaussian noise variance

V0 > Random sampling
while S = () do
for z € Z do

With probability s/|Z|: V < V U {z}
Draw b; ~ N (0, 021})
fori=1...|V| do
Gri < Vétg(fé(zi))
gt ‘71‘ (Zl‘ill Gi + bt)
étH — H@(ét —n(t)ge) > Update and project on convex set
Output: 6.

Algorithm 6 relies on two fundamental blocks to provide differential privacy: ampli-
fication by subsampling [Balle et al., 2018] and the Gaussian Mechanism as defined
in Algorithm 3.

Theorem 3.2.2 (Amplification by subsampling). [Balle et al., 2018] Let (Z,7') €
Z*x Z* and M : Z — Z' be a random algorithm such that M(Z) returns a ran-
dom subset of |V'| records sampled uniformly without replacement from Z. Let A be an

(€,8)-DP algorithm. Then AoM satisfies (5’, %5) -DP with<' = In (1 + % (ef — 1))
Proof. See Appendix B in [Balle et al., 2018]. O

Note that other sampling methods can provide this amplification effect as discribed
by [Balle et al., 2018]. Thanks to the amplification and the Gaussian mechanisms
and the advanced composition theorem 3.1.3, DP-SGD ensures differential privacy.
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Theorem 3.2.3 (DP guarantee of DP-SGD). DP-SGD as defined in Algorithm 6
is (,0)-differential private.

Proof. See proof of Theorem 2.1 in [Bassily et al., 2014]. O

3.2.1 (c) Differentially Private Stochastic Gradient Descent with
gradient clipping

Theorem 3.2.3 is based on the advanced composition theorem. A very popular vari-
ant of DP-SGD provides tighter privacy budget bounds by leveraging the privacy
accountant framework based on RDP, as described in Theorem 3.1.4, also referred to
as the Moment Accountant [Abadi et al., 2016]. This variant also uses gradient clip-
ping to control sensitivity at the instance level, making it applicable to both Lipschitz
and non-Lipschitz loss functions. This approach is detailed in Algorithm 7.

Algorithm 7 DP-SGDwith gradient clipping [Abadi et al., 2016]

Input: Data set Z € Z*, model fy, loss function ¢, hypothesis space © C R*, noise
multiplier o, clipping norm C', batch size s > 1, learning rate 7.

Initialize 6, randomly from ©

fort=1to T do

V0 > Random sampling
while S = () do
for z € Z do

With probability s/|Z|: V < V U{z}

Draw b, ~ N(0,02C?T},)
fori=1...]V|do

gei < Vi l(f5(z))

Gri < Cai/llgrill2 > Clip gradient at the instance level
g 7 (X0 e+ )
Orp1 < 0y —n(t) g

Output: 07 and compute (e, ) with privacy accountant.

Theorem 3.2.4 (DP guarantee of DP-SGD with gradient clipping). [Abadi et al., 2016]
There exist constants ¢; and co so that given the sampling probability ¢ = s/|Z| and
the number of steps T, for any € < ¢1¢*T, Algorithm 7 is (g,8)-differentially private
for any 6 > 0 if we choose

q+/T'log(1/9)
o Z 627.
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Proof. See end of Section 3.2 in [Abadi et al., 2016]. O

Regularizations. Several papers [loffe and Szegedy, 2015, Wu and He, 2018] have
pointed out that regularization can help to improve the performance of stochastic
gradient descent. Although batch normalization [loffe and Szegedy, 2015] does not
provide protection against privacy leakage, group normalization [Wu and He, 2018§]
has the potential to do so [De et al., 2022]. [De et al., 2022] combines group nor-
malization, large batch size, weight standardization [Qiao et al., 2020], augmentation
multiplicity [De et al., 2022], and parameter averaging [Polyak and Juditsky, 1992]
with DP-SGD to achieve state of the art performances. Note that we propose an
improvement to this algorithm in Chapter 5.



Chapter 4

Background on Multi-Party
Computation

Multi-Party Computation (MPC) is a cryptographic framework that enables multiple
parties to jointly compute a function over their private inputs without revealing those
inputs to one another. The fundamental goal of MPC is to ensure the privacy of
individual inputs while guaranteeing the correctness of the computed output.

More formally, let P, P, ..., P, be n participants, each holding private datasets
Zy, Loy ...y Ly, and let f be a public function to be computed. MPC ensures that the
output f(Z1, Za, ..., Zy,) is learned by the parties without any additional information
about the private datasets being revealed beyond what can be inferred from the
output.

MPC protocols are evaluated based on the following core principles:

e Privacy: No party learns anything about another’s input beyond what is re-
vealed by the output of f.

e Correctness: The output of the computation is guaranteed to be correct, even
in the presence of adversarial behavior.

e Security against adversaries: Security models in MPC consider two types
of adversaries:

— Semi-honest adversaries: These adversaries abides by the protocol’s
rules but may try to infer additional information about others using the
data they observe during the execution.

— Malicious adversaries: These adversaries can deviate from the proto-
col’s expected behavior, for example, by sending incorrect values or inten-
tionally dropping out. Malicious users can also collude with each other,

49
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effectively forming a single adversary with access to all the information
obtained by the colluding parties.

e Efficiency: Protocols aim to minimize computational and communication over-
head while maintaining security.

4.1 Security Notions

Security parameter. In our cryptographic primitives, we use A to denote the secu-
rity parameter. A function is said to be negligible in A if, for any positive polynomial
f, it becomes smaller than ﬁ for sufficiently large values of A\. The term 1* refers to
a string of 1’s with length A, and .A(1*) describes an algorithm A that takes an input
of size O(1*), meaning exponential in \. When it is clear from the context, we may
omit explicitly stating A when referring to a 'negligible function,” implicitly meaning
‘a function negligible in \.’

Computational Indistinguishability. Computational indistinguishability is cen-
tral in cryptography, as it underpins the security of many cryptographic primitives.
Two distributions X and ) are computationally indistinguishable if no efficient algo-
rithm A can distinguish between them with a probability significantly greater than
random guessing (up to a negligible advantage). More formally,

Definition 4.1.1 (Computational Indistinguishability). [Goldreich, 2006] Let X and
Y be two distributions over the same sample space, and let A be a probabilistic
polynomial-time (PPT) algorithm (also referred to as a distinguisher). We say that
X and Y are computationally indistinguishable if, for all PPT distinguishers A, the
following holds:

[PlA(z) = 1|2+ X] = P[A(y) =1 |y < V]| < negl(}),

where negl(\) is a negligible function of the security parameter \, and x < X (or
y < Y) means that x (ory) is sampled from the distribution X (or ).

4.2 MPC Notions

Pseudorandom Generator. A pseudorandom generator (PRG) [Goldreich, 2006]
is a deterministic polynomial-time algorithm G : {0,1}* — {0,1}¥, where v > ),
that takes a short random seed s of length A and produces a longer output string of
length v. The output of G is computationally indistinguishable (4.1.1) from a truly
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random string of length v. Formally, G is a pseudorandom generator if, for every
PPT distinguisher D, the following holds:

[PID(G(s)) = 1] = P[D(r) = 1]| < negl(}),

where s is uniformly sampled from {0,1}*, r is uniformly sampled from {0,1}",
and negl(\) is a negligible function. This guarantees that no efficient adversary can
distinguish the output of GG from a truly random string with non-negligible advantage.

Pseudorandom Function. A pseudorandom function (PRF) [Goldreich, 2006] is a
keyed function F' : {0,1}™ x{0,1}"> — {0,1}"3, where {0, 1} denotes the key space,
{0, 1}"2 denotes the input space, and {0, 1}"* denotes the output space. The function
F'is considered pseudorandom if, for every PPT distinguisher D, the following holds:

|P [DF®) (1Y) = 1] — P [D/V (1) = 1]| < negl(N),

where the first probability is taken over a uniformly chosen key k € {0,1}™, and
the second probability is taken over a uniformly chosen function f from the set of
all functions mapping {0,1}" to {0,1}"3. This definition formalizes the notion that
F(k,-), with a randomly chosen key k, is computationally indistinguishable from a
truly random function f.

4.2.1 Secret Sharing

Secret sharing [Goldreich, 2006] is a foundational building block of MPC. It involves
splitting a secret s into ¢ shares si, so, ..., s, such that the original secret can only
be reconstructed if a sufficient number of shares are combined. These shares are
distributed among the parties in a way that ensures no individual party can inde-
pendently recover the secret. Consequently, no party should possess more than ¢t — 1
shares.

Additive Secret Sharing. Additive secret sharing [Goldreich, 2006] is a scheme
for distributing a secret s € Z; among n parties by splitting it into n shares x1, zo, . .., x,,
such that the shares satisfy >, 2; = x mod 2*. Each share z; is chosen uniformly
at random from Zj, except for the final share, which is determined to ensure the
sum condition holds. This ensures that any subset of fewer than n shares provides
no information about the secret s, as each share is indistinguishable from a random
value in Zj. Arithmetic operations on the shares, such as addition and multiplica-
tion, are performed modulo 2*. The scheme achieves n-out-of-n sharing, meaning
all n shares are required to reconstruct the secret. Extensions of this scheme, such
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as replicated secret sharing, allow for greater fault tolerance by distributing multiple
copies of shares across parties.

Shamir Secret Sharing. [Shamir, 1979] Let s be a secret to be shared among n
parties such that at least ¢ parties are required to reconstruct the secret (t-out-of-n
scheme). Shamir’s secret sharing scheme operates over a finite field F,, where ¢ > n,
and encodes the secret s as the constant term of a random polynomial P(y) of degree
t — 1. Formally, P(y) is defined as:

P(y)=s+awy+aw’+ - +a_1y' ",

where a1, ag, . . ., a;—; are chosen uniformly at random from F,. The n shares are com-
puted by evaluating the polynomial P(y) at n distinct, nonzero values y1,¥a, . . ., Yn,
such that the i-th share is the pair (y;, P(y;)). Each party is given exactly one share.

The reconstruction of the secret requires at least ¢ shares. Using any ¢ pairs (y;, P(y;)),
the polynomial P(y) can be uniquely reconstructed using Lagrange interpolation. The
secret s is then recovered as the constant term P(0). Without at least ¢ shares, the
secret s remains information-theoretically secure, as fewer than t points reveal no
information about P(y).

Function Secret Sharing (FSS). Function Secret Sharing (FSS) [Boyle et al., 2015]
extends the principles of secret sharing to functions rather than data, enabling the
secure evaluation of functions in distributed settings. While additive secret sharing
and Shamir secret sharing allow a secret value to be split among multiple parties,
F'SS focuses on sharing a function such that each party holds a share of the function,
and together, they can compute the function’s output without revealing individual
inputs or the entire function. Specifically, FSS generates secret shares of a function
a function f into two or more share functions fi, fo,..., f, by constructing function
keys ki, ko, ..., k, for each participant, such that the original function f(z) can be
computed by combining the outputs of the share functions at x. Each party holds one
share of the function and computes its output independently, allowing for distributed
computation while preserving privacy.

More formally, a F'SS scheme for F a class of functions is a pair of PPT algorithms
(Gen, Eval) so that:

e Gen (1)‘, f) : For the security parameter 1* and f € F, Gen outputs p keys,
(k1y ... kp).

e Eval (i, k;,x) : For x € Domain(f), Eval outputs y;, the party’s share of f(z).
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satisfying the following correctness i.e., , > -, y; = f(x), and secrecy i.e., , keys k;
are computationally indistinguishable.

F'SS can be applied to structured functions that allow efficient splitting into indepen-
dent components, typically functions that can be expressed as sums or combinations
of simpler terms. Functions like additive functions, piecewise functions, boolean func-
tions or comparaision functions are good candidates for FSS. However, FSS is gener-
ally not applicable to arbitrary functions, especially those that are highly non-linear,
unstructured, or require extensive statefulness.

FFS is a compact way of securely computing and sharing values of a function. It is
particularly useful in scenarios where it is necessary to offload computation to multi-
ple parties without revealing sensitive information. It has applications in private set
intersection, distributed machine learning, and secure data aggregation. By minimiz-
ing communication and computational overhead, FSS contributes to the efficiency of
many modern MPC protocols.



Chapter 5

DPSGD with weight clipping

Recent advancements in DP-SGD have explored replacing traditional gradient clip-
ping with Lipschitz constraints to bound sensitivity. While these approaches are
conceptually appealing, they have so far failed to match the performance of standard
gradient clipping-based DP-SGD methods. A key limitation is that parameter-wise
Lipschitz constants can become excessively large in deep architectures, resulting in
overly conservative noise scaling and degraded model utility. In this work, we intro-
duce a novel algorithm that addresses this limitation by incorporating data-dependent
gradient scaling, rather than relying solely on worst-case Lipschitz bounds. This ad-
justment enables the use of deeper neural networks while maintaining strong privacy
guarantees. Our method leverages Lipschitz constraints more effectively and achieves
state-of-the-art performance on standard vision benchmarks, outperforming existing
DP-SGD variants.

This Chapter is mostly based on the paper: Antoine Barczewski, Jan Ramon. DP-
SGD with weight clipping. CAp (Conférence sur I’Apprentissage automatique) 2024,
SSFAM (Société Savante Frangaise d’Apprentissage Machine); AFRIF (Association
Frangaise pour la Reconnaissance et 1'Interprétation des Formes), Jul 2024, Lille
(France), France. (10.48550/arXiv.2310.18001). (hal-04614505)

The code corresponding to this Chapter is available at https://gitlab.inria.fr/
abarczew/ab_technical/-/tree/master/empirical_optimum/lip_norm.

5.1 Introduction

In this chapter we propose a novel approach for training a machine learning model
with privacy guarantees as we introduced in Section 3.2.1.

A popular class of algorithms to realize differential privacy while performing SGD is
the DP-SGD algorithm [Abadi et al., 2016] and its variants. Essentially, these algo-
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rithms iteratively compute gradients, add differential privacy noise, and use the noisy
gradient to update the model as described in Algorithm 7. To determine the level of
differential privacy achieved, one uses an appropriate composition rule to bound the
total information leaked in the several iterations, please refer to Section 3.1.2 (c¢) for
more details.

To achieve differential privacy with a minimum amount of noise, it is important to be
able to bound precisely the sensitivity of the information which the participants will
observe. One approach is to bound the sensitivity of the gradient by assuming the ob-
jective function is Lipschitz continuous [Bassily et al., 2014]. Various improvements
exist in the case one can make additional assumptions about the objective function.
For example, if the objective function is strongly convex, one can bound the number
of iterations needed and in that way avoid to have to distribute the available privacy
budget over too many iterations [Bassily et al., 2019]. In the case of DNN, the objec-
tive function is not convex and typically not even Lipschitz continuous. Therefore, a
common method is to ’clip’ contributed gradients [Abadi et al., 2016], i.e., to divide
gradients by the maximum possible norm they may get. These normalized gradients
have bounded norm and hence bounded sensitivity.

Recent works have shown that DP-SGD can be performed without gradient clipping
by leveraging Lipschitz constraints on the model [Bethune et al., 2023]. Thanks to
the Lipschitz constraints enforced by weight clipping, the sensitivity of the gradient
can be computed in a data-independent way, which is conceptually a significant im-
provement over the classic DP-SGD algorithm. However, this method still suffers
from a significant performance drop when applied to deep architectures.

In this chapter, we argue that gradient clipping may not lead to optimal statistical
results (see Section 5.3 ), and we propose instead to use weight clipping. Unlike
[Bethune et al., 2023], our method achieves competitive performance with state-of-
the-art DP-SGD methods, while still relying on Lipschitz constraints to avoid gradient
clipping. Moreover, we also propose to consider the maximum gradient norm given
the current position in the search space rather than the global maximum gradient
norm, as this leads to additional advantages. In particular, our contributions are as
follows:

e We introduce a novel approach, applicable to any feed-forward neural network,
to compute gradient sensitivity. This approach, built upon [Bethune et al., 2023],
eliminates the need for gradient clipping in DP-SGD and mitigates the effect
of exploding Lipschitz values on deep architectures.

e We present a new algorithm, LiP-DP-SGD, that enforces bounded sensitivity
of the gradients , and (2) adaptively upper bounds the gradient norm depending
on the (publicly known) current model. We argue that our approach, based on
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weight clipping, does not suffer from the bias which the classic gradient clipping
can cause.

e We present an empirical evaluation, confirming that on a range of popular
datasets our proposed method outperforms existing ones.

The remainder of this chapter is organized as follows. First, we present our new
method in Section 5.2 and present an empirical evaluation in Section 5.3. Then, we
discuss related work in Section 5.4. Finally, we provide conclusions and directions for
future work in Section 6.7. Note that, a number of basic concepts, definitions and
notations are defined in Chapter 2 and Chapter 3.

5.2 QOwur approach

In this work, we constrain the objective function to be Lipschitz and leverage this
structure to estimate sensitivity. Unlike traditional DP-SGD, which controls sensi-
tivity by clipping gradients at the per-sample level, our approach computes sensitivity
in a model-dependent but data-independent manner. This strategy builds upon the
work of [Bethune et al., 2023], who established a link between input and parameter
Lipschitz constants to enable differentially private learning.

Extending their insight, we introduce a layer-wise gradient scaling mechanism that sig-
nificantly tightens the upper bound on sensitivity—a key contribution of our method.
In Subsection 5.2.1, we describe how we compute upper bounds on Lipschitz con-
stants. Subsection 5.2.2 revisits the use of backpropagation for estimating gradient
sensitivity, highlighting our novel gradient scaling step. Finally, in Subsection 5.2.3,
we present LIP-DP-SGD, a new algorithm that achieves differential privacy without
requiring gradient clipping, thanks to the use of scaled gradients.

5.2.1 Estimating lipschitz values

In this section we bound Lipschitz values of different types of layers. We treat linear
operations (e.g., linear transformations, convolutions) and activation functions as
different layers. We present results with regard to any p-norms with p € {1,2, +o0}.

Loss function and activation layer. Examples of Lipschitz losses encompass
Softmax Cross-entropy, Cosine Similarity, and Multiclass Hinge. When it comes to
activation layers, layers composed of an activation function, several prevalent ones,
such as ReLU, tanh, and Sigmoid are 1-Lipschitz with respect to all p-norms. We
provide a detailed list in table 5.1.
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Normalization layer. To be able to easily bound sensitivity, we define the oper-
ation of a normalization layer fé}’:) slightly differently than Eq (2.4.2):

xl(ck:q) _ “(k:q)

(kq) _ p(k)( (k:q)y _
karl - fek (aj’k ) - max(l’o_(k:q))' (521)
It is easy to see that the sensitivity is bounded by
013 1
% | < E———— . T 2.2
|| = o2 e (1, o) = 022
P

Note that a group normalization layer has no trainable parameters.

Linear layers. [Gouk et al., 2020] presents a formulation for the Lipschitz value of
linear layers in relation to p-norms. This formulation can be extended to determine
the Lipschitz value with respect to the parameters. Therefore, if fe(]]:) is a linear layer,
then

(k)
o |~ |2t By, )
96, O(Wi, Br) ||, ko 2l
2.
oy AWz, + B 023)
Woo || || 2 Mzt Bu)))
8xk al’k p kllps
p

with z, the serialized vector of xy,.

Convolutional layers. There are many types of convolutional layers, e.g., depend-
ing on the data type (strings, 2D images, 3D images ... ), shape of the filter (rectan-
gles, diamonds . .. ). Here we provide as an example only a derivation for convolutional
layers for 2D images with rectangular filter. In that case, the input layer consists of
ng = ¢;phw nodes and the output layer consists of ng, 1 = coushw nodes with ¢;, input
channels, c¢,,; output channels, i the height of the image and w the width. Then,
0, € Remxcourxh’>xw’ with B/ the height of the filter and w’ the width of the filter.
Indexing input and output with channel and coordinates, i.e., z;, € R%*"*® and
Tpp1 € REutXhXW wwe can then write

Cin 14 w’

Lk+1l,c9,) — E E E xk,d,i—i—r,j—i—sek,c,d,ns

d=1 r=1 s=1

where components out of range are zero.
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Theorem 5.2.1. The convolved feature map (6 -) : R™Xlexl — Rret1xnxn pith zero
or circular padding, is Lipschitz and

Vo, Ok * )l < VAW |2plly and [[Va, (0r + zi) [, < VEW 6], (5.2.4)

with w' and h' the width and the height of the filter.

Proof. The output xp; € R%=*"*" of the convolution operation is given by:

cin—1h' —1w'—1

Lk+1,ems = E E E xk,d,r+i,s+j0k,c,d,i,j

d=0 i=0 j=0

There follows, for any p € {1,2,+00}:

Cin—1h' —1w'—1 p

E E g ThdrviystiOk,cdi

d=0 i=0 j=0

Cout—1 n n

lzelly = > > >

c=0 r=1 s=1

Cout—1 mn n cin—1h' —-1w'—1 cin—1h'—1w'—1
< Z Z Z (Z Z Z \Ik,d,r+z‘,s+g’|p> (Z Z Z Ok c.dij p) (triangle inequality)
c=0 r=1 s=1 d=0 =0 j5=0 d=0 =0 35=0
cin—1h'—1w'—1 n n Cout—1 Cin—1h' —1 w'—1
= ( Z ZZ |l'k,d,r+i,8+j|p> ( Z Z Z Z |9kcdz,] )
d=0 i=0 j=0 r=1 s=1 c= d=0 =0 j5=0
cin—1 n n cout—1 cin—1h' —1w'—1
< (z LT ) ( 3 wk,c,d,i,m)
d=0 r=1 s=1 c=0 d=0 i=0 ;=0

= B ||zil[]1Oc1}

Since 6, * - is a linear operator:
1O i) = (O * )l = 1O = Ok) * willp < 16k — Ollp(R'w")? ||l

Finally, the convolved feature map is differentiable so the spectral norm of its Jacobian
is bounded by its Lipschitz value:

10,0 i)l < (B2 |z,

Analogously,
IV, (B 5 20 [y < (W) 7|6l
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From theorem 5.2.1, we state that,

013 ;
Dol < gruio, (525)
8l’k

p
ok .
fo | < )bl (5.2.6)
00,

p

Residual connections Resnet architectures [He et al., 2016] are usually based on
residual blocks:

ik i+k—1 '
fe(j+ )(xj) =z + ( (+k=1) 0 fe(j))(x])

i+ Oj+r—1

[Gouk et al., 2020] shows that the Lipschitz value of residual blocks is bounded by

9 9(k+j) j+k—1 af i)
O | < Ll 5.2.7
D = p

We summarize the upper bounds of the Lipschitz values, either on the input or on
the parameters, for each layer type in table 5.1. We can conclude that networks for
which the norms of the parameter vectors 0, are bounded, are Lipschitz networks as
introduced in [Miyato et al., 2018], i.e., they are FNN for which each layer function
fe(,]:) is Lipschitz. We will denote by ©<¢ and by ©_¢ the sets of all paremeter vectors
0 for fp such that ||0x|| < C and ||6k|| = C respectively, for k =1... K.

Table 5.1: Summary table of the upper bounds of the Lipschitz values, either on the
input (Lip. on xy) or on the parameters (Lip. on ), for each layer type. Note that
for the loss, the Lipschitz value is solely dependent on the output xx .. Please refer
to section 2.5 for more details on loss functions.

Layer Definition Lip. on x; Lip. on 6
Dense ol 18] B
Convolutional Oy * xp VW 0| VAW ||z
Normalization (a;;k:q) — p*9) / max(a, o k) 1/ -
ReLU max(z, 0) 1 -
Sigmoid 1/(14 e ") 1 -
Tanh (e —e ™ ™)(e"+e™") 1 -
Softmax Cross-entropy y " log (SOFTMAX (25 11)) /7 V2/T -
Cosine Similarity 2k sat/ (s lllyl) Uminflersl] -
Multiclass Hinge  >° ;=1 max(0,m — xx41 -y + Tx414)/c 1 -

iZ£arg maxy
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5.2.2 Backpropagation

Consider a feed-forward network fy. We define L4 (6, (xy,y)) = ¢ <<f9(f) 0...0 (gf)) (), y).
For feed-forward networks, the chain rule gives:

oL, o0 OfY

_ - (5.2.8)
Oxr,  Orxgy1 Oxy
Any matrix or vector norm is submultiplicative, especially the || - ||, norm with p €
{1,2, 400}, hence:
oL, o || [los®
H Oy ||, ’ Orpey]l, || Owk (52.9)

In section 5.2.1, we show that the Lipschitz value with regard to the input of fg(f) is
bounded and the bound depends on the norm of the parameters in the case of linear
or convolutional layers. Let ¢, be the Lipschitz value with regards to the input of
any layer k. As fp, is Lipschitz constrained, when the layer k£ has parameters, cj is
a linear function of min(C, ||fk||), as stated in egs. (5.2.3) and (5.2.5), with C' the

maximum weight norm. If 8xi)f+ < 7, where ¢ represents the loss then,
oL
Ha k ci. (5.2.10)
Tk p
We now consider the induced || - |2, norm (||Alas = sup,o ”ﬁgﬁ”ﬁ) for studiying

%ﬁ:. Induced norms are consistent, then one can prove that || AB||a~ < || Al B|la,s

[Cape et al., 2017] which, applied to the chain rule, gives:

afs
00,

oL
H b (5.2.11)

P |,

< H OLy 41
0T 41

p

Combining 5.2.10 and 5.2.11 provides an upper bound of the 2, p-norm of the gradient
at layer k,

(k)
0Lk ﬁ afy,
Ci (5.2.12)
o <o 5]
(*)
If 05, # (), then egs. (5.2.3) and (5.2.6) show that the upper bound of depends
2,p

on ||2|l2- Hence,
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oL K
H_k <X, [ e (5.2.13)
96 2,p i=k+1

with X}, = vVhw max ||7%]|2 in case of a convolutional layer and X}, = max ||2%2 in
rLEVY L€V

case of a linear layer, with Vi, = {(fro...0 f1)(x)|(z,y) € V'}. Note that in the case
of other layers, such as normalization or activation layers, there is no gradient with
respect to the parameters, hence eq. (5.2.13) is not applicable.

[Bethune et al., 2023] estimates gradient sensitivity by computing an upper bound on
the norm using Equation (5.2.13), where the right-hand side is data-independent to
ensure privacy. As a result, X} is estimated by a value we call here X}, the maximum
input norm across the entire input space at one specific iteration. Formally, their
method computes for each layer k:

Xy« max || fp(0k, 7)l

lzl<X}_,

a process referred to as input bounds propagation. Although they normalize the first
layer’s input, the input bounds propagation does not prevent the norm from com-
pounding across layers—each layer scales outputs by the next layer’s Lipschitz con-
stant and adds bias terms, which is not Lipschitz-constrained. This issue is amplified
in deep architectures like ResNets, where norms grow linearly with the number of
residual blocks.

In contrast, we scale the gradient at each layer using directly X, which is computed
batch-wise, and bound the norm of this scaled gradient. By construction, X, < X,
leading to tighter sensitivity estimates and reduced noise. Formally, we define the
scaled gradient at layer k as:

Vi, ((f3(2), )

V(r,y) € X x Y, H X,

K
<7 [ @ (5.2.14)
i=k+1

2,p

5.2.3 Lip-DP-SGD

We introduce in algorithm 8 a novel differentially private stochastic gradient descent
algorithm, called LiP-DP-SGD), that leverages the estimation of the per-layer scaled
gradient norm upper bound to provide differential privacy without gradient clipping.

Differential Privacy. The left-hand side of eq. (5.2.14) represents the gradient
scaled by the maximum input norm. The /3 ,-sensitivity of this scaled gradient is
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Algorithm 8 Lip-DP-SGD: Differentially Private Stochastic Gradient Descent with
Lipschitz constrains.

1:

—_ =
— O

—_ =

—_ =

I T R N N e
T A e

Input: Data set Z € Z*, feed-forward model fy, loss function ¢ with Lipschitz
value 7, hypothesis space © C R¥, number of epochs T, noise multiplier o, batch
size s > 1, learning rate n, norm p € {1,2, 00}, max weight norm C.

Initialize § randomly from ©

(cx, 1)K, « CLIPWEIGHTS(,C, p)

for t € [T] do
(ADE, — (TTIE, e, > Lipschitz value at layer k, see eq. (5.2.5)
V10 > Poisson sampling
while V = () do
for z € Z do
With probability s/|Z|: V < V U{z}
for k=1...K do > Compute gradient per layer
X < ?Glﬁ/}T 1f5,_ (i)]]2 > Max input norm of layer k, see eq. (5.2.13)

Draw by, ~ N(0,0?AZI)
G ﬁ (XLk s Vi U(f(xi), yi) + bk> > DP gradient, see eq. (5.2.14)
ék — ék — ﬂ(t)gk > Update

(cx, 01K, «— CLIPWEIGHTS(,C, p) > Enforce Lipschitzness

. Output: 6 and compute (€,9) with privacy accountant.

. function CLIPWEIGHTS(6, C')
for k=1...K do

if 0, # 0 then
o+ min(C, ],
O <= cir/ |0kl
else
cp+—1

return (¢, )%,

bounded, with the upper-bound depending solely on the Lipschitz constant of the loss
function 7, the maximum parameter norm C', and/or the parameter norm |[|6y||2 -

Theorem 5.2.2. Given a feed-forward model fy composed of Lipschitz constrained
operators and a Lipschitz loss £, LiP-DP-SGD s differentially private.

Indeed, the scaled gradient’s sensitivity is determined without any privacy costs, as
it depends only on the current parameter values (which are privatized in the previous
step, and post-processing privatized values does not take additional privacy budget)
and not on the data. If the selected norm is the 2, 2-norm, the Gaussian mechanism
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can be applied to ensure privacy by utilizing the sensitivity of the scaled gradient.
Otherwise, the exponential mechanism can be employed to achieve differential privacy
[McSherry and Talwar, 2007] using a custom score function.

Privacy accounting. Lip-DP-SGD adopts the same privacy accounting as DP-

SGD. Specifically, the accountant draws upon the privacy amplification [Kasiviswanathan et al., 2011]
brought about by Poisson sampling and the Gaussian moment accountant [Abadi et al., 2016].

It’s worth noting that while we utilized the Renyi Differential Privacy (RDP) accoun-

tant [Abadi et al., 2016, Mironov et al., 2019] in our experiments, LiP-DP-SGD is

versatile enough to be compatible with alternative accountants. Note that RDP is

primarily designed to operate with the Gaussian mechanism, but [Wang et al., 2019]

demonstrate its applicability with other differential privacy mechanisms, particularly

the exponential mechanism.

Requirements. As detailed in Section 5.2.1, the loss and the model operators need
to be Lipschitz. We have enumerated several losses and operators that meet this
criterion in Table 5.1. While we use CLIPWEIGHTS to characterize Lipschitzness
[Yoshida and Miyato, 2017, Miyato et al., 2018] in our study 5.2.1, other methods
are also available, as discussed in [Arjovsky et al., 2017].

ClipWeights. The CLIPWEIGHTS function is essential to the algorithm, ensuring
Lipschitzness, which facilitates model sensitivity estimation. As opposed to stan-
dard Lipschitz-constrained networks [Yoshida and Miyato, 2017, Miyato et al., 2018]
which increase or decrease the norms of parameters to make them equal to a pre-
definied value, our approach normalizes weights only when their current norm exceeds
a threshold. This results in adding less DP noise for smaller norms. Importantly, as 0
is already made private in the previous iteration, its norm is private too. Note that,
when the norm used is the 2-norm i.e., CLIPWEIGHTS is a spectral normalization,

we perform also a Bjorck orthogonalization for fast and near-orthogonal convolutions
[Li et al., 2019].

Computing norms The /y; and /{3, norms can be computed exactly in linear
time relative to the number of elements. However, calculating the ¢35 norm, which
corresponds to the largest singular value of the matrix, is infeasible using standard
singular value decomposition techniques. To address this efficiently, we use techniques
based on power method [Gouk et al., 2020] that leverage the backward computational
graph of modern deep learning libraries like [Abadi et al., 2015, TensorFlow| and
[Paszke et al., 2019, PyTorch].
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5.2.4 Avoiding the bias of gradient clipping

We show that Lip-DP-SGD converges to a local minimum in ©<¢ while DP-SGD
suffers from bias and may converge to a point which is not a local minimum of ©.

We use the word 'converge’ here somewhat informally, as in each iteration independent
noise is added the objective function slightly varies between iterations and hence none
of the mentioned algorithms converges to an exact point. We here informally mean
approximate convergence to a small region, assuming a sufficiently large data set Z
and/or larger e such that privacy noise does not significantly alter the shape of the
objective function. Our argument below hence makes abstraction of the noise for
simplicity, but in the presence of small amounts of noise a similar argument holds
approximately, i.e., after sufficient iterations Lir-DP-SGD will produce 6 values
close to a locally optimal 8* while DP-SGD may produce # values in a region not
containing the relevant local minimum.

First, let us consider convergence.

Theorem 5.2.3. Let F' be an objective function as defined in equation x, and Z, fy,
L, 06=0<,T,0=0,s,n and C be input parameters of L1IP-DP-SGD satisfying
the requirements specified in Section 5.2.5. Assume that for these inputs Lip-DP-
SGD converges to a point 0* (in the sense that limy 7o O = 0*). Then, 0* is a local
optimum of F(0,Z) in O<c.

Proof sketch. We consider the problem of finding a local optimum in O<¢:

minimize F(0, Z)
subject to [|f]|s < C

We introduce a slack variable (:

minimize F(0, Z)
subject to |02+ ¢* =C

Using Lagrange multipliers, we should minimize
F0,Z) = M|le]l2 +¢* = C)

An optimum in #, A and ( satisfies

VoF(0,2) =M = 0 (5.2.15)
10]2 +¢*—C = 0 (5.2.16)
2X( = 0 (5.2.17)

From Eq 5.2.17, either A\ =0 or ¢ =0 If ¢ > 0, 0 is in the interior of ©<¢ and there
follows A = 0 and from Eq 5.2.15 that V4F(6,7Z) = 0. For such 0, Lip-DP-SGD
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does not perform weight clipping. If the learning rate is sufficiently small, and if it
converges to a # with norm ||| < C' it is a local optimum. On the other hand, if
¢ = 0, there follows from Eq 5.2.16 that ||f||2 = C, i.e.,  is on the boundary of ©<¢.
If 6 is a local optimum in ©<¢, then VyF (6, Z) is perpendicular on the ball of vectors
¢ with norm C, and for such 6 Lip-DP-SGD will add the multiple 7(t).VoF (0, Z)
to # and will next scale 8 back to norm C leaving ¢ unchanged. For a 6 which is not
a local optimum in O<¢, VyF (0, Z) will not be perpendicular to the ball of C-norm
parameter vectors, and adding the gradient and bringing the norm back to C' will
move ¢ closer to a local optimum on this boundary of ©<¢. This is consistent with
Eq 5.2.15 which shows the gradient with respect to # for the constrained problem to
be of the form V,F(0,Z) — \6. O

Theorem 5.2.3 shows that in a noiseless setting, if LiP-DP-SGD converges to a stable
point that point will be a local optimum in O<c. In the presence of noise and/or
stochastic batch selection, algorithms of course do not converge to a specific point
but move around close to the optimal point due to the noise in each iteration, and
advanced methods exist to examine such kind of convergence. The conclusion remains
the same: LiP-DP-SGDwill converge to a neighborhood of the real local optimum,
while as we argue DP-SGD will often converge to a neighborhood of a different point.

Second, we argue that DP-SGD introduces bias. This was already pointed out in
[Chen et al., 2020]’s examples 1 and 2. In Section 5.3.4 we also showed experiments
demonstrating this phenomenon. Below, we provide a simple example which we can
handle (almost) analytically.

A simple situation where bias occurs and DP-SGD does not converge to an optimum
of F' is when errors aren’t symmetrically distributed, e.g., positive errors are less
frequent but larger than negative errors.

Consider the scenario of simple linear regression. A common assumption of linear
regression is that instances are of the form (z;,y;) where z; is drawn from some dis-
tribution P, and y; = ax; + b+ e; where ¢e; is drawn from some zero-mean distribution
P.. When no other evidence is available, one often assume P, to be Gaussian, but
this is not necessarily the case. Suppose for our example that P, is the uniform dis-
tribution over [0,1] and P, only has two possible values, in particular P.(9) = 0.1,
P.(—1) = 0.9 and P.(e) = 0 for e ¢ {9,—1}. So with high probability there is a
small negative error e; while with small probability there is a large positive error,
while the average e; is still 0. Consider a dataset Z = {(z;,v;)}7,. Let us consider
a model f(z) = 6120, and let us use the square loss £(6,Z) = """ | l(z;,y;)/n with
00, x,y) = (61 + 05 — y)?. Then, the gradient is

Vol(0,2,y) = (2612 + 02 — y)z,2(017 4 02 — y))
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For an instance (z;,y;) with y; = ax; + b + ¢;, this implies
Vol (0, i, y;) = (2((01 — a)z; + (02 — b) — €;)x;, 2((01 — a)x; + (62 — ) — €;))

For sufficiently large datasets Z where empirical loss approximates population loss,
the gradient considered by Lir-DP-SGD will approximate

1
VoL(0,Z) =~ Z Pe(e)/ Vol(0,x,ax + b+ e)dz

ec{10,} 0

= Z Pe(e)/o (2((6h —a)r+ (62 —b) —e)x,2((0; — a)x + (B — b) — €)) dx

e€{10,}
_ /0 (2((6; — a)a® + (B — b)x — 2E[€]), 2((6: — a) + (6, — b) — E[e])) da
= (2((61 —a)/3+ (02 — 1)/2),2((01 — a)/2 + (62 — D)))

This gradient becomes zero if §; = a and 6, = b as intended.

However, if we use gradient clipping with threshold C' =1 as in DP-SGD, we get:

1
g =~ Z Pe(e)/ Clipl (v9€<97$7a:p+b+6)) d,I
0

e€{10,}

= Z Pe(e)/o clipy (2((6y —a)x + (62 — b) — e)x,2((01 — a)x + (03 — b) —¢)))dx

e€{10,}

While for a given e for part of the population (6; — a)z + 03 — b may be small, for a
fraction of the instances the gradients are clipped. For the instances with e = 9 this
effect is stronger. The result is that for #; = a and 0y = b the average clipped gradient
g does not become zero anymore, in particular ||g|| = 0.7791. In fact, § becomes zero
for 8; = a+0.01765 and 6, = b40.94221. Figure section 5.2.4 illustrates this situation.

Furthermore, [Chen et al., 2020] shows an example showing that gradient clipping can
introduce bias. Hence, DP-SGD does not necessarily converge to a local optimum
of F(0,Z), even when sufficient data is available to estimate §. While Lip-DP-SGD
can only find models in ©<¢ and this may introduce another suboptimality, as our
experiments will show this is only a minor drawback in practice, while also others
observed that Lipschitz networks have good properties [Béthune et al., 2023]. More-
over, it is easy to check whether LiP-DP-SGD outputs parameters on the boundary
of ©<¢ and hence the model could potentially improve by relaxing the weight norm
constraint. In contrast, it may not be feasible to detect that DP-SGD is outputting
potentially suboptimal parameters. Indeed, consider a federated learning setting (e.g.,
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Figure 5.2.1: An example of gradient clipping causing bias, here the average gradient
becomes zero at (0,0) while the average clipped gradient is 0 at another point, causing
convergence of DP-SGD to that point rather than the correct one.

[Bonawitz et al., 2017]) where data owners collaborate to compute a model without
revealing their data. Each data owner locally computes a gradient and clips it, and
then the data owners securely aggregate their gradients and send the average gradient
to a central party updating the model. In such setting, for privacy reasons no party
would be able to evaluate that gradient clipping introduces a strong bias in some
direction. Still, our experiments show that in practice at the time of convergence
for the best hyperparameter values clipping is still active for a significant fraction of
gradients (See Figure 5.3.3(a))

5.3 Experimental results

In this section, we conduct an empirical evaluation of our approach.

5.3.1 Experimental setup

We consider the following experimental questions:

Q1 How does Lir-DP-SGD, our proposed technique, compare against the conven-
tional DP-SGD as introduced by [Abadi et al., 2016]?

Q2 What is the effect of allowing |0y || < C rather than normalizing || || to C7 This
question seems relevant given that some authors (e.g., [Béthune et al., 2023])
also suggest to consider networks which constant gradient norm rather than
maximal gradient norm, i.e., roughly with 6 in ©_¢ rather than Oc.
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Norms. In this section, we focus on the ¢35 norm. All subsequent results are based
on this norm. Although computing this norm is more computationally intensive, it
allows for the use of the Gaussian mechanism, which is standard in this field.

Hyperparameters. We selected a number of hyperparameters to tune for our ex-
periments, aiming at making a fair comparison between the studied techniques while
minimizing the distractions of potential orthogonal improvements. To optimize these
hyperparameters, we used Bayesian optimization [Balandat et al., 2020].

In the literature, there are a wide range of improvements possible over a direct appli-
cation of SGD to supervised learning, including general strategies such as pre-training,
data augmentation and feature engineering, and DP-SGD specific optimizations such
as adaptive maximum gradient norm thresholds. All of these can be applied in a
similar way to both LiP-DP-SGD and DP-SGD and to keep our comparison suffi-
ciently simple, fair and understandable we didn’t consider the optimization of these
choices.

We did tune hyperparameters inherent to specific model categories, in particular the
initial learning rate 1n(0) (to start the adaptive learning rate strategy 7(t)) and (for
image datasets) the number of groups, and hyperparameters related to the learning
algorithm, in particular the (expected) batch size s, the Lipschitz upper bound of the
normalization layer o and the threshold C' on the gradient norm respectively weight
norm.

The initial learning rate 7(0) is tuned while the following 7(t) are set adaptively.
Specifically, we use the strategy of the Adam algorithm [Kingma and Ba, 2014], which
update each parameter using the ratio between the moving average of the gradient
(first moment) and the square root of the moving average of its squared value (second
moment), ensuring fast convergence.

We also investigated varying the hyperparameter 7 of the cross entropy objective
function, but the effect of this hyperparameter turned out to be insignificant.

Both the clipping threshold C for gradients in DP-SGD and the clipping threshold
C for weights in LiP-DP-SGD can be tuned for each layer separately. While this
offers improved performance, it does come with the cost of consuming more of the
privacy budget, and substantially increasing the dimensionality of the hyperparameter
search space. In a few experiments we didn’t see significant improvements in allowing
per-layer varying of C, so we didn’t further pursue this avenue.

Table 5.2 summarizes the search space of hyperparameters. It’s important to note
that we did not account for potential (small) privacy losses caused by hyperparameter
search, a limitation also acknowledged in other recent works such as

[Papernot and Steinke, 2022].
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Table 5.2: Summary of hyperparameter space.

Hyperparameter Range

Noise multiplier o (0.4, 5]

Weight clipping threshold C' 1, 15]
Gradient clipping threshold C' 1, 15]
Batch size s (32, 512]

1(0) [0.0001, 0.01]
Number of groups (group normalization) 8, 32]
« (group normalization) 0.1/(|25)), 1/(|=F9)

Datasets and models. We carried out experiments on both tabular datasets and
datasets with image data. First, we consider a collection of 7 real-world tabular
datasets (names and citations in Table 5.4). For these, we trained multi-layer per-
ceptrons (MLP). A comprehensive list of model-dataset combinations is available in
Table 5.3. To answer question Q2, we also implemented Fix-Lip-DP-SGD, a version of
Lip-DP-SGD limited to networks whose weight norms are fixed, i.e., Vk : ||0x]| = C,

obtained by setting u,(f) + (' in Line 20 in Algorithm 8.

Second, the image datasets used include MNIST [Deng, 2012], Fashion-MNIST [Xiao et al., 2017],
and CIFAR-10 [Krizhevsky et al., 2009]. We trained convolutional neural networks

(CNNs) for the first two datasets and a Wide-ResNet [Zagoruyko and Komodakis, 2016]

for the latter (see details in Table 5.3). We implemented all regularization techniques

as described in [De et al., 2022], including group normalization [Wu and He, 2018],

large batch size, weight standardization [Qiao et al., 2020], augmentation multiplic-

ity [De et al., 2022, and parameter averaging [Polyak and Juditsky, 1992]. These
techniques are compatible with Lipschitz-constrained networks, except for group nor-
malization, for which we proposed an adapted version in Equation (5.2.1).

We opted for the accuracy to facilitate easy comparisons with prior research.

Table 5.3 shows details of the models we used to train on tabular and image datasets.

We consider 7 tabular datasets: adult income [Becker et al., 1996], android permis-

sions [Mathur et al., 2022], breast cancer [Wolberg et al., 1995], default credit [Yeh, 2016],
dropout [Realinho et al., 2021], German credit [Hofmann, 1994] and nursery [Rajkovic, 1997].
See Table 5.4 for the number of instances and features for each tabular dataset.

Infrastructure. All experiments were orchestrated across dual Tesla P100 GPU
platforms (12GB capacity), operating under CUDA version 10, with a 62GB RAM
provision for Fashion-MNIST and CIFAR-10. Remaining experiments were performed
on an E5-2696V2 Processor setup, equipped with 8 vCPUs and a 52GB RAM cache.
The total runtime of the experiments was approximately 50 hours, which corresponds
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Table 5.3: Summary table of datasets with respective models architectures details.

Dataset Image size Model Loss No. of Parameters
Tabular Datasets - MLP CE 140 to 2,120
MNIST 28x28x1 ConvNet CE 1,625,866
FashionMNIST 28x28x1 ConvNet CE 1,625,866
CIFAR-10 32x32x3  WideResnet CE 8,944,266

to an estimated carbon emission of 1.96 kg [Lacoste et al., 2019].

Table 5.4: Accuracy and € per dataset and method at § = 1/n, in bold the best result
and underlined when the difference with the best result is not statistically significant
at a level of confidence of 5%.

Methods DP-SGD Lip-DP-SGD Fix-Lip-DP-SGD
Datasets (#instances n x #features p) €

Adult Income (48842x14) [Becker et al., 1996] 0.414 0.824 0.831 0.804
Android (29333x87) [Mathur et al., 2022] 1.273 0.951 0.959 0.945
Breast Cancer (569x32) [Wolberg et al., 1995] 1.672 0.773 0.798 0.7
Default Credit (30000x24) [Yeh, 2016] 1.442 0.809 0.816 0.792
Dropout (4424x36) [Realinho et al., 2021] 1.326 0.763 0.819 0.736
German Credit (1000x20) [Hofmann, 1994] 3.852 0.735 0.746 0.768
Nursery (12960x8) [Rajkovic, 1997] 1.432 0.919 0.931 0.89

5.3.2 Results

Image datasets. In Figure 5.3.1, LiP-DP-SGD surpasses all state-of-the-art re-
sults on all three image datasets. Previous performances were based on DP-SGD
as introduced by [Abadi et al., 2016], either combined with regularization techniques
[De et al., 2022] or with bespoke activation functions [Papernot et al., 2021]. Note
that while we present results using the same set of hyperparameters for MNIST and
Fashion-MNIST, the results for CIFAR-10 come from a Pareto front of two sets of
hyperparameters. For epsilon values below 4.2, the results come from a Wide-ResNet-
16-4, and for epsilon values above 4.2, they come from a Wide-ResNet-40-4. See the
complete list of hyperparameters in Table 5.2.

We also include the results reported by [Bethune et al., 2023], although their method
does not achieve competitive accuracy when compared to state-of-the-art DP-SGD
approaches. Notably, the performance gap between [Bethune et al., 2023] and Lip-
DP-SGD widens as task complexity increases, for instance, in the CIFAR-10 bench-
mark. As discussed in Section 5.2, the upper bound on the gradient norm employed
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Figure 5.3.1: Accuracy results, with a fixed 6 = 107>, for the MNIST (5.3.1(a)),
Fashion-MNIST (5.3.1(b)), and CIFAR-10 (5.3.1(c)) test datasets. The plots show
the median accuracy over 5 runs, with vertical lines indicating the standard error of
the mean. See Table 5.2 for details on model specifications and hyperparameters.

in [Bethune et al., 2023] imposes limitations on model depth, restricting them to rela-
tively shallow architectures. For example, their MLP-Mixer model used for CIFAR-10
consists of only 93,184 parameters, whereas our method supports deeper models such
as Wide-ResNet-16-4, which contains 8,944,266 parameters.

Tabular datasets. In Table 5.4, we perform a Wilcoxon Signed-rank test, at a
confidence level of 5%, on 10 measures of accuracy for each dataset between the DP-
SGD based on the gradient clipping and the Lipr-DP-SGD based on our method.
Lip-DP-SGD consistently outperforms DP-SGD in terms of accuracy. This trend
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holds across datasets with varying numbers of instances and features, including tasks
with imbalanced datasets like Dropout or Default Credit datasets. While highly
impactful for convolutional layers, group normalization does not yield improvements
for either DP-SGD or Lip-DP-SGD in the case of tabular datasets.

Additionally, Table 5.4 presents the performance achieved by constraining networks
to Lipschitz networks, where the norm of weights is set to a constant, denoted as
Fix-Lip-DP-SGD. The results from this approach are inferior, even when compared
to DP-SGD.

Conclusion. In summary, our experimental results demonstrate that Lip-DP-
SGD sets new state-of-the-art benchmarks on the three most popular vision datasets,
outperforming DP-SGD. Additionally, Lir-DP-SGD also outperforms DP-SGD on
tabular datasets using MLPs, where it is advantageous to allow the norm of the weight
vector 6 to vary rather than normalizing it to a fixed value, leveraging situations where
it can be smaller.

5.3.3 Runtime

Our experiments didn’t show significant deviations from the normal runtime behavior
one can expect for neural network training. As an illustration, we compared on the
MNIST dataset and on the CIFAR-10 dataset the median epoch runtime of DP-SGD
with LiP-DP-SGD. Both implementations utilize Opacus [Yousefpour et al., 2021]
and PyTorch [Paszke et al., 2019], employing the same set of hyperparameters, such
as augmentation multiplicity, to ensure a fair comparison. We measure runtime
against the logical batch size, limiting the physical batch size to prevent memory
errors as recommended by the PyTorch documentation [Paszke et al., 2019]. Fig-
ure 5.3.2 shows how LiP-DP-SGD is more efficient in terms of runtime compared to
DP-SGD, especially for big batch sizes. This is mainly due to the fact that DP-SGD
requires to clip the gradient at the sample level, slowering down the process.

5.3.4 Gradient clipping behavior

In Section 5.2.4 we argued that DP-SGD introduces bias. There are several ways to
demonstrate this. For illustration we show here the error between the true average
gradient

V|

1
Lip-DP-SGD __ - -
gL — _|V’ ;:1 Vekf(fg(l"i))
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Figure 5.3.2: Median runtime in seconds per batch size on one epoch over the MNIST
dataset 5.3.2(a) and the CIFAR-10 dataset 5.3.2(b) comparing DP-SGD (in orange)
and L1p-DP-SGD (in blue).

i.e., the model update of Algorithm 8 without noise, and the average clipped gradient

14
1 .
g;?P_SGD _ m E clipe (Vg%(fg(%))) )
=1

i.e., the model update of Algorithm 7 without noise.

Figure 5.3.3 shows the error ||gp™-PP-S6D — gDP-SGD|| together with the norm of the

DP-SGD model update ||gP"S¢P||.

One can observe for both considered datasets that while the model converges and
the average clipped gradient decreases, the error between DP-SGD’s average clipped
gradient and the true average gradient increases. At the end, the error in the gradient
caused by clipping is significant, and hence the model converges to a different point
than the real optimum.
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Figure 5.3.3: Norm of the average error g — clip(g) (in blue) and norm of the average
of clip(g) (in red) across training iterations on the Dropout dataset 5.3.3(a) (aver-
aged over 500 instances) and the Adult Income dataset 5.3.3(b) (averaged over 500
instances).

5.4 Related Work

DP-SGD. DP-SGD algorithms have been developped to guarantee privacy on the
final output [Chaudhuri et al., 2011}, on the loss function [Kifer et al., 2012] or on the
publishing of each gradient used in the descent [Bassily et al., 2014, Abadi et al., 2016].

To keep track of the privacy budget consumption, [Bassily et al., 2014] relies on the
strong composition theorem [Dwork et al., 2010b] while [Abadi et al., 2016] is based
on the moment accountant and gives much tighter bounds on the privacy loss than
[Bassily et al., 2014].

This has opened an active field of research that builds upon [Abadi et al., 2016] in

order to provide better estimation of the hyperparameters e.g., the clipping norm
[McMahan et al., 2017, Andrew et al., 2022], the learning rate [Koskela and Honkela, 2020],
or the step size of the privacy budget consumption [Lee and Kifer, 2018, Chen and Lee, 2020,
Yu et al., 2019]; or to enhance performance with regularization techniques [De et al., 2022].
Gradient clipping remains the standard approach, and most of these ideas can be
combined with our improvements.

Lipschitz continuity. Lipschitz continuity is an essential requirement for differential
privacy in some private SGD algorithms [Bassily et al., 2014]. However, since deep
neural networks (DNNs) have an unbounded Lipschitz value [Scaman and Virmaux, 2019],
it is not possible to use it to scale the added noise. Several techniques have been
proposed to enforce Lipschitz continuity to DNNs, especially in the context of gen-
erative adversarial networks (GANs) [Miyato et al., 2018, Gouk et al., 2020]. These
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techniques, which mainly rely on weight clipping, can be applied to build DP-SGD
instead of the gradient clipping method, as described in Section 5.2 discusses how
[Bethune et al., 2023] proposes several concepts related to our Fix-Lip-DP-SGD vari-
ant. However, their use of an upper bound on the input norm limits their ability to
achieve competitive results and extend beyond the 2-norm. In contrast, we demon-
strate that Lip-DP-SGD outperforms Fix-Lip-DP-SGD (Table 5.4), showcases the
strong synergy between weight normalization and regularization techniques (see Fig-
ure 5.3.1), enables the theoretical use of the ¢5; and the /5 -norms, and illustrates
how the scaled gradient (Equation (5.2.14)) we employ unlocks high-accuracy for
differentially private machine learning.

5.5 Conclusion

In this chapter we proposed a new differentially private stochastic gradient descent
algorithm without gradient clipping. We derived a methodology to scale the gra-
dient and estimate the scaled gradient sensitivity, which is a key component of our
algorithm. An important advantage of weight clipping over gradient clipping is that
it avoids the bias introduced by gradient clipping and the algorithm converges to a
local optimum of the objective function. We showed empirically that this yields a
significant improvement in practice and we argued that this approach circumvent the
bias induced by classical gradient clipping.
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Differentially Private empirical
cumulative distribution function

The need to balance learning and protecting sensitive training data has led to increas-
ing interest in privacy-preserving machine learning techniques. In this chapter, we
focus on the federated setting, where multiple parties, each holding their own training
instances, aim to collaborate on learning a model without exposing their individual
data.

We introduce strategies for computing differentially private empirical distribution
functions. Although revealing full functions may require a higher privacy budget, it
offers richer and more valuable insights for the learner. We establish formal privacy
guarantees and analyze the computational costs for both a general-purpose strat-
egy compatible with any security model and a specialized approach based on secret
sharing. Additionally, we explore a variety of applications and validate our methods
through experimental results.

The code corresponding to this chapter is available at https://gitlab.inria.fr/
abarczew/ab_technical/-/tree/master/medical-statistics-and-privacy/dp-cum/
code/2024.

6.1 Introduction

We have seen in Chapter 3 how Differential Privacy (DP) has become the gold stan-
dard to measure the privacy of an algorithm. For a wide range of machine learning
strategies, versions have been proposed which output models with an appropriate
amount of noise to satisfy differential privacy. A setting of particular interest is the
federated learning setting where there is a large number of parties which each own
one or more training instances and which want to jointly compute a statistic or model
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without revealing their own data.

In this chapter we are interested in empirical cumulative distribution functions (ECDFs).
Consider a setting where every party in a group has one (or more) values. Then, the
empirical distribution function returns for every threshold the number of values which
are smaller than that threshold. Cumulative distribution functions play an impor-
tant role in statistics and machine learning, e.g., in tail bounds and in statistics
based on rankings. An ECDF which is often used for machine learning validation is
the receiver-operator characteristic (ROC) curve. Often an ECDF is an intermediate
result from which a single number is computed, e.g., the area under the ROC curve is
an important metric capturing the behavior of a classifier in a single number. Never-
theless, knowledge of the complete ECDF is in many cases an asset of its own value,
e.g., for a ROC curve depending on the cost structure of the problem at hand the
beginning or end of the curve may be the most interesting.

We propose differentially private ECDFs. For a fixed privacy level, publishing a
complete ECDF requires more noise than publishing a single aggregated value, but
is also much more informative. Moreover, it turns out that the amount of noise to
be added only needs to be logarithmic in the required precision, which is better than
pointwise adding independent noise to ECDF evaluations. Our work here is inspired
by but also improves on earlier work on continual observation of statistics in data
streams, which was initiated using e-differential privacy by [Dwork et al., 2010a] and
later extended towards among others indefinite time periods and other privacy notions
such as Renyi differential privacy [Cardoso and Rogers, 2022]. Our work is to some
extent orthogonal to these extensions: for simplicity of explanation we will adopt the
classic e-differential privacy, but our work can be combined with several of these other
ideas.

We will also investigate federated algorithms to compute differentially private ECDF's.
In particular, we are interested in both evaluating ECDFs and evaluating inverse
ECDFs. We explore two avenues. First, we investigate an approach starting from
a secure aggregation protocol as a building block. The advantage of such approach
is that it inherits the security guarantees of the aggregation protocol. One can plug
in an aggregator which is cheaper but assumes parties are honest-but-curious, or one
can plug in an aggregator which is more expensive but robust against malicious be-
havior. The result then is a federated algorithm to compute an ECDF having the
same security guarantees. We hope to contribute in this way to an evolution to a
more modular organization of building blocks where there is no need for a different
algorithm for every different problem and security setting. Second, we will investi-
gate strategies to compute ECDF evaluations more efficiently compared to pointwise
federated evaluations, at the cost of making some assumptions on the aggregation
protocol used.
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In summary, our contributions are:

e We propose a strategy for generating differentially privately a complete ECDF.
We prove that the resulting curve is e-differentially private.

e In the process of doing so, we make an improvement of a factor 2 over differential
privacy guarantees for continually observed statistics as shown in
[Cardoso and Rogers, 2022].

e As a differentially private version of a non-decreasing function is not necessarily
non-decreasing itself, we propose a strategy to smooth differentially private
functions. This makes the function non-decreasing again, and in some cases
may even reduce the error induced by the differential privacy noise.

e We discuss strategies for efficient implementations. In particular, we propose
both a generic algorithm which can start from any secure aggregation operator
and inherit its security/privacy model and a specific strategy strategy based on
secret sharing which has asymptotically better complexity.

e We present in more detail two applications. First, we discuss how to make
e-differentially private ROC curves using our technique. Second, we present a
differentially private Hosmer-Lemeshow statistic.

e We illustrate our techniques with a number of experiments.

The remainder of this chapter is organized as follows. In Section 6.2 we introduce
basic concepts and notations. Next, in Section 6.3 we present differentially private
ECDFs and prove the corresponding privacy guarantees and in Section 6.4 we discuss
federated algorithms to compute differentially private ECDFs. In Section 6.6 we
present experiments illustrating our approach. Finally, in Section 6.7 we conclude
and outline future work.

6.2 Preliminaries

6.2.1 Notation

We denote by [m,n] = {z € Z | m < z < n} the set of integers between and including
m and n, and by [n] = [1,n] the set of the first n positive integers. For a boolean
expresseion b, we denote by L[b] its truth value, i.e., I[true] = 1 and I[false] = 0.
For a set X, we denote its indicator function by 1y, i.e., 1x(z) =1[z € X].

We consider datasets X = {z;}I"; € X" where X is a space of instances and n € N
is a positive integer. We assume there are n parties P; with ¢ € [n], each owning
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one instance x;. Our results will generalize easily to the case where every party may
own multiple instances. We assume the instances z; include sensitive data and the
parties do not want to reveal them. Still, the parties want to collaborate to compute
statistics of common interest.

Definition 6.2.1 (U-statistic). Let m > 1 be a positive integer and let ¢ : X™ — R be
a symmetric function. The U-statistic with kernel ¢ is the function mapping samples
{z;}, € X" on

U¢(X):(n)1 S b ). (6.2.1)

m . .
1<i1 < <ir<n

We say Uy is a U-statistic of order m.

Of particular interest are U-statistics of order 1, which are averages of the form
Us(X) = (1/n) 321, o).

Let n = (n;)iez be a vector of random variables for some set Z of indices. Then, to
compute differentially private statistics it will be convenient to define

0ol(X.1) = Us(X) + 3o

Many strategies have been proposed to compute such averages with higher or lower
security and privacy guarantees. The simplest but least secure is the classical trusted
curator setting where all input is sent to a trusted party which makes the aver-
age and sends it back. Strategies such as [Shi et al., 2011, Bonawitz et al., 2017,
Chan et al., 2012] focus on securely computing an average without disclosing the
data to any party, assuming a honest-but-curious setting, i.e., parties are assumed to
follow the protocol honestly even if they are curious and may try to infer information
from what they observe. The strategy proposed in [Dwork et al., 2006a] aim at better
verifiability, but induces a cost quadratic in the number of parties. The algorithms
in [Jayaraman et al., 2018, Sabater and Ramon, 2021] integrate more strongly noise
addition in the secure aggregation step, but relies on the additional assumption that
two servers do not collude. Recently, the shuffle model of privacy [Cheu et al., 2019,
Erlingsson et al., 2019, Hartmann and West, 2019, Balle et al., 2020, Ghazi et al., 2020]
has been studied, where inputs are passed via a trusted/secure shuffler that obfus-
cates the source of the messages, leading to an alternative trust model. It is also
possible to distribute trust over the participating parties rather than relying on a
limited number of servers for secret keeping [Sabater et al., 2022].

We will here simply assume the existence of an operation U Stat(¢p, X,n : I) that
computes and publishes U, (X, I) in an appropriate way compliant with the considered
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attack model. Accordingly, the cost of UStat will depend on the strategy used, e.g.,
if the parties are assumed to be honest-but-curious the cost may be lower than if
the method needs to be robust against certain malicious behavior. We assume the
operation UStat has the necessary facilities to draw, store and keep secret value of
the random variables in 7. As our generic algorithm will only use U-statistics and
will perform subsequent calculations in the open, our approach will inherit its attack
model directly from UStat.

Definition 6.2.2 (Empirical cumulative distribution function). Let ¢ : X — R.
Given a sample X, the empirical cumulative distribution function (ECDF) of ¢, de-
noted by Fy, is the function Fy(X;-) : R — [0, 1] with

Fo(X,0) = - I{i € [n] | () < 1}

6.2.2 Related work

Several works have addressed the problem of estimating histograms and quantiles
under differential privacy. Notably, [Lei, 2011] and [Alabi et al., 2023] propose ef-
ficient methods for differentially private estimation of histograms and quantiles on
large datasets. While effective in their settings, these methods are not designed for
scenarios involving repeated queries or the release of full functional outputs, which
limits their applicability in such contexts.

In contrast, our approach estimates quantiles by applying an inverse functional to
a DP-ECDF. A related approach is introduced in [Drechsler et al., 2022, where a
private ECDF is used to construct confidence intervals for the median. However, their
method relies on a tree-based mechanism ([Dwork et al., 2010a]), which introduces a
larger noise budget by requiring twice as many noise terms compared to our technique.

Furthermore, our work incorporates a novel compliance analysis with respect to at-
tack models that inherits its attack model directly from an operation of U-statistics.
Although [Chaudhuri et al., 2024] present a general framework for the private esti-
mation of U-statistics—including both degenerate and non-degenerate cases—they
do not address the challenge posed by repeated querying.

6.3 Method

6.3.1 Private ECDF

Let ¢ : X — R. Let ¢min = Minepy) ¢(2;) and ¢™** = max;ep) ¢(z;). Let N € N
and let 7 € RN be an ordered set of points on which one may want to evaluate Fy,
e.g., one may take 7 = {t € YZ | g™ < ¢t < ¢™@*} for some precision parameter
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t, or if the relative error is more important than the absolute error one may take
T={e¥? |z € ZA MM < e¥? < pMAXY We assume that 7 = g™ and 7y = ¢g™EX,

Let L = [logy(N)1]. Let Z[L] = {(5,1) [ 1 € [0, L] Aj € [[2"7T]}. Let = (mj0) ez
be a set of random variables with n;; ~ Lap((L + 1)/e) for (j;1) € Z[L]. Then, we
define the function ﬁ’¢ by

~

L
1
F¢<X, Ti) = F¢<X, Ti) + m Z’I]ﬁ/gl‘u (631)
=0

While it is possible to reduce the errors obtained later by up to 15% by using a
base different from 2 following [Cardoso and Rogers, 2022], using base 2 simplifies
our explanation and the later algorithms.

Theorem 6.3.1. Publishing F,(X,7;) for all i € [N] is e-DP. The expected squared
error is E[(Fy(x) — Fy(x))?] = 2(L + 1)* /€.

The proof follows to a large extent the ideas from [Dwork et al., 2010a, Cardoso and Rogers, 2022],
but achieves a better result by explaining the difference between outputs for adjacent

datasets by not only positive but also negative changes in the noise terms. Our ideas

also allow for improving Theorem 1 in [Cardoso and Rogers, 2022 on differentially

private continual observation of statistics in data streams, we provide more details in

the following proof.

Before proving Theorem 6.3.1, we first introduce some additional definitions and
lemmas. For L € N\ {0}, let

ZL,d - (ﬂ-[d+(j—l)21+1,d+j2l}) (G.D)ETIL]

be a vector of functions indexed by Z[L] where 1x : N — {0,1} is a function with
Ve e X :1y(z) =1and Vo € N\ X : 1x(z) = 0. Note that [d,d — 1] = () and hence
Liga-1 = 0.

Lemma 6.3.1. Let L € N\ {0}, d € N and b — d € [2*], then there exist vectors
x* € {—1,0,1}*H s € {4, =}, with the number of non-zero elements ||x*||o at most
I—(L + 1)/2_| such that ]l[d-i-l,b} = Xf.ZL’d and ﬂ[b,d+2L] = XJF‘ZL,d-

Proof. We need to prove that we can write the functions ljgy15 and Iy gy0r) as
weighted sums (with coefficients —1 or +1) of elements of Z;,. We proceed by
induction.

Base cases. Consider first L = 0 and L = 1. In both cases it is easy to verify that
Ligy1) and 1 44001 are both elements of Z 4 and hence x* and y~ can be set to
suitable base vectors, i.e., |[xT|lo = [[x " |lo = 1.
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Induction step. Suppose that L > 2 and assume that the lemma has been proven for
L' < L — 2. There are four cases, depending on &/ = [(b — d)/272] € [4].

e Consider first ¥’ =0, i.e., b —d < 2172
(x~) Applying the lemma for L' = L —2 we can write 1jg;1) as a weighted sum
of [(L'+1)/2] < [(L+1)/2] elements of Z1, 4 C Zp 4.

(X") As Lparor) = Ljgp1,a408) — Ljgg1—1), We can write Ly, 44011 as a weighted
sum of at most [(L + 1)/2] elements of Zp 4: 1441 442r) € Z1,4 and either
Lgi1p-1] = 0 or b —1 € [2572] implying that Lz14-1) as in case (x7)
above.

e Consider next b’ =1, ie, 22 4+1<b—d <201,

X~ As Ligr1y = Lggraror—2+ Lapor—2y41,0) Lparor) € Zr.a it suffices to apply
the induction hypothesis and note that we can write 14 or-2y41 5 as a sum
of [(L+1)/2] — 1 elements of Z; 5 4912 C Zp 4.

X+ ]l[b’dJrQL} = ]l[b7d+2L—1]+]1[d+2L—1+17d+2L] and 1[b7d+2L—1] € ZL,d hence it suffices
to apply the induction hypothesis to 1 oc-141 44011

e Cases ) =2 and I/ = 3 are analoguous to cases b’ = 1 and b/ = 0 respectively.
This completes the proof. O

Theorem 6.3.1 Publishing Fj,(X,7;) for all i € [N] is e-DP. The expected squared
error is B[(Fy(z) — Fy(x))?] = 2(L 4 1)3 /€.

Proof. Consider two adjacent datasets X and X®). As the datasets are adjacent,
they differ in only one instance, i.e., there exists a dataset X’ and instances x(Al) and

xf) such that X(®) = X' U {x(As)} for s € {1,2}.

The inner product of Z[L]-indexed vectors nZ; ¢ is a function mapping any i € [27]
to

L
Z{Uj,z | (j—D2"+1<i<j2'} = Zmi/w,z-
(.0 1=0

Then, defining Fy(X,7) = (Fyp(X, Ti»ie[QL]
we set Vi € [N + 1,25 : 7, = ¢™3X we can rewrite Eq (6.3.1) as

and Fy(X,7) = <F¢(X, Tl)> , where
i€[2L]

~ A
Fy(X,7) = Fy(X,7) + T8

(6.3.2)
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For s € 1,2, there holds

nFy (X 1) — (n — D) Fs(X9,7) = 1y, 1101 (6.3.3)

where t, = max{z' € [N]| IS) > Ti}. Without loss of generality we assume that

X(AZ) < I(Al). Combining Eq (6.3.2) and twice Eq (6.3.3) we get
nEy (X 1) = nFy(XV 1) + Ty 100 + 1710 (6.3.4)

Consider the largest [, € [0, L] for which there exists a j,, € N such that ¢; <
Jm2im < ty. Notice that j, is odd, as else we would have (j,,/2)2m*! = j,2/m and
I, would not be maximal. Also, there holds (j, — 1)2m < ¢; as else we would have
t; < (jm — 1)2m with j,, — 1 even and again [, would not be maximal. Similarly
we can infer t, < (ju + 1)2m. As ty < 2F there follows I, < L — 1. Let d; =
(jm — 1)2m and dy = j,2"™. Applying twice Lemma 6.3.1 we can conclude there
exist vectors x7,x; € {—1,0,+1}ml with ||x{lo < [L/2] and [|x5 llo < [L/2]
such that X7 .Zi 4, = L1, a0d X3 - Zimas = Ligat14,]- As the elements of the
vectors Zy,, 4, and Z;,, 4, also occur in Zp, o, we can conclude that there exists a vector
x € {—1,0, +1}2E with |x|lo < L + 1 such that

X-Zro0 = Liy+1,t5)- (6.3.5)

We now express the probability of observing Fj,(X®) given X® and compare it the
probability of making the same observation given X (1), Using Eqgs (6.3.4) and (6.3.5)
and setting ['(y, XW) =y — n.Fy(XW, 1),
P <n.F¢(X(2), T) = y)
P (’I’LF¢(X(1),T) + ]]-[t1+1,t2} —+ 7’]ZL70 = y)
= P(XZro+nZ10=T(y, X))

Pin=uw)l|xZro+nZro=T(y,X")]

Pn=u+x)1[nZro =T(y, X')]

I
—

Also,
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The probability ratio for a given 7 is

log (P(n =u+><))‘

P(n=u)
- Zlog (P(”j,l = U + Xj,l))
G Pl = us)
< Z log P(nji = uji+ x51)
- P(nj; = ujy)
(]’l):Xj,l#O ’ ’
€
< (L+1
< T+
= ¢
We can conclude R
P (n.F¢(X(2),T) = y)
log <e

P (H.F¢(X(2),T) = y)

as both probabilities are integrals over functions who only differ by a factor e®. This
proves the privacy guarantee.

The expected squared error made by adding the noise is

—
- E (lzf: ﬂ(i/zlw)
_ ivar (TZ[i/QZ],l)

— (L+1)2 (L+1)2

= 2(L+1)%/¢

[]

The above result has some implications for the more commonly studied problem of
releasing statistics under continual observation [Cardoso and Rogers, 2022]. In this
problem, one considers data streams (z;)Y, and wants to report at any time step
t the partial sum s; = 25:1 x;. Two data streams are considered adjacent if they
differ at most in one time step. A change at a time step t* changes all partial sums
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between t* and N, i.e., the sums in a half-open interval. In our setting, we also
considered datasets adjacent if an instance changes its value, which means the partial
sums change between its old value and its new value, i.e., the sums in a closed interval.
Applying our technique above to this problem, we get the following results:

Theorem 6.3.2. Let datasets X, X® € XN be adjacent if there exists at most
one i such that Xi(l) # XZ-(Q). Let L = [logy(N)]. Then, publishing 5, = > ._, x; +
ZlL:o Nrijan, where n;; ~ Lap([(L+1)/2] /e is e-differentially private. Similarly, with
nji ~ N0, [(L+1)/2]2?) the publishing is 1/22*-2CDP (as defined in

[Cardoso and Rogers, 2022]).

Proof. The proof is a direct application of Lemma 6.3.1 using similar ideas as in the
proof of Theorem 6.3.1. O

The proof of Theorem 1 in [Cardoso and Rogers, 2022] concludes that at most L
terms in the partial sums they disclose will change between adjacent datasets, and
hence need to compose L differential private mechanisms. Even though they focus on
Renyi differential privacy rather than e-differential privacy, our idea allows in their
setting too to reduce the number of changed terms with about a factor 2 (when using
base 2) and hence to improve the privacy guarantee.

6.3.2 Smooth DP ECDF

While we know that Fy is a non-decreasing function, due to the noise addition this
does not hold anymore for F¢. We can correct this problem by finding the non-
decreasing function F’¢ which minimizes E(F¢, F¢) for an appropriate loss function L.
As N may be large, in practice we may only be interested in finding an appropriate
F, for a limited set of points (7;);cp with B C [N].

In particular, we define F¢ the following optimization problem:

minimize ), o717 Vi

s.t. Vie B : F’d,(X, ;) = 13’4,()(, ) + ZIL:() Vit
Fy(X,min(B)) >0 (6.3.6)
Fy(X,max(B)) < 1
Vi,j € B:i<j= Fy(X,7) < Fylr))

Both p =1 and p = 2 are plausible here. As the loglikelihood of a vector of Laplace
noise variables is proportional to its 1-norm, p = 1 may be appealing. Still, we also
will see a number of applications where the 2-norm (i.e., p = 2) is more appropriate.

Computing Ffrom Fis a post-processing step after achieving differential privacy, so it
does not reduce the privacy guarantee. On the other hand, it makes later processing
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requiring a non-decreasing function possible and may reduce the error induced by the
DP noise (see Section 6.6.3).

6.4 Algorithms

In this section we will investigate algorithms to compute ECDF's and their inverse.
First, observe that we can write an ECDF evaluation as a U-statistic evaluation:

Fy(X,t) = Up,(X)

where ¢<;(x) = I[p(x) < t]. In other words, if we want to evaluate Fy,(X,t), we ask
for each instance x € X whether ¢(x) is smaller than ¢, and then count the positive
answers. Similarly, for the differential private version we can write

Fy(X,75) = Us, (X, Z[L,4)) (6.4.1)

where Z[L,i] = {([i/2'],1) | L € [0, L]}.

6.4.1 Pointwise evaluation

Starting from any secure aggregation protocol implementing U(, 1), Eq (6.4.1) allows
for evaluating F¢ on a number 7; with ¢ € [IN] with the same security and privacy
guarantees as that basic secure aggregation protocol. If one wants to evaluate F¢
on a set of values {7;};ep with B C [N], then we can just repeat the secure ag-
gregation protocol. In each iteration all parties must participate, which implies the
communication cost is O(n|B|).

6.4.2 Function secret sharing

While this scheme is generic as it allows for any secure aggregation protocol, it is
possible under particular attack models to improve on its complexity. In particular,
while protocols based on homomorphic encryption, multi-party computing or secret
sharing may allow to aggregate values without revealing them, in their basic form
they need a contribution of (and hence communication with) the parties storing the
data in cleartext for each new query which must be answered, in our case for each x
on which we want to evaluate F¢(x) using a secure aggregation. Recently, function
secret sharing (FSS) (Section 4.2.1) techniques were proposed which allow to secretly
share complete functions. Here, we will use F'SS for comparison functions, which was
proposed in [Boyle et al., 2016].

Function secret sharing protocols consist of two operations: gen and eval. Given a
function f from the appropriate class, gen(f) returns a set of m > 2 keys (k1) ... k(™).
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These keys are indistinguishable (for algorithms running in polynomial time) from
randomly drawn keys and can therefore be distributed over servers which are trusted
to not collude. To evaluate the function on some input z, the server who received
kYW (j € [m]) can apply y¥) = eval(kY), z). These outputs y¥) are still indistinguish-
able from numbers drawn from some random distribution, but have the property that
fla) =327, yv.
In our case, we exploit the class of comparison functions, i.e., the class of functions
5 = {¢>r | i € [N]} where ¢>¢(z) = I[p(z) > t]. The work [Boyle et al., 2016]
proposes functions gen and eval for this class. The gen function returns a pair of keys,
but can be extended to returning a larger number m > 2 of keys. Every party P; with
private data x; applies the gen function to ¢>(x;), i.e., sets (k:zgl), k‘z@)) = gen(d>(x;)).

For j € [m], server j receives all j-th keys, i.e., the set K() = {kfj) | i € [n]}.
Whenever one wants to evaluate the ECDF at some point, all servers j € [m] compute
YW = Yoy eval(kgj)), and then jointly sum Zje[m] Y@ and add the appropriate DP
noise. The length of the generated keys is O(L(A + log(n))) where A is a security
parameter typically larger than log(n).

The cost of this algorithm can be divided in two phases. First, the preprocessing
phase where keys are generated is dominated by the sending of a key from each data
owner party to each server. Second, the evaluation phase is relatively cheap, for every
evaluation the user sends to all servers the number 7; on which to evaluate the ECDF,
the servers communicate among themselves for the addition and then send the answer
back to the user. The communication cost is hence linear in m. The computation cost
involves all servers going over the key with the input 7;, and hence the computation
cost is linear in the key length for every server.

The size of the keys k; is constant but considerable (typically a few kilobits) so
this approach is not recommended for small n or N, but the communication cost is
constant for the parties owning the data and only linearly in the number of evaluations
| B| for the m servers, giving a total communication cost of O(n + m|B|) which is for
a constant m asymptotically better than the generic approach with the additional
advantage that after the initial distribution of the keys only the m servers need to
stay online to answer queries during the computation.

6.4.3 Inverse ECDF evaluation

Next to evaluating an ECDF, one also often needs to evaluate the inverse ECDF
F¢_1, i.e., one would like to know what is the value corresponding to a particular
quantile. A natural strategy is to apply binary search, as illustrated by Algorithm 9.
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Algorithm 9

function INv-EcDF-DP(p)
a+0;b+1

while b —a > vy do > 1) = precision
m < (a+0)/2 > Consider middle
if F,(X,m) < p then > Split interval
am
else
b+« m

> Until interval small enough
return (a + b)/2

6.5 Applications

6.5.1 The ROC curve and the area under it

The ROC curve [Fawcett, 2006] is a popular way to visualize the characteristics of a
classifier. It gives a more complete view than a single performance measure such as
accuracy or the area under the ROC curve.

As before, let X be a space of instances. Let ¢* : X — {0, 1} be a function assigning
to each instance x its true class label. Let ¢y : X — R be a function assigning to each
instance an estimated score, where instances with a lower score are more likely to be
positive (have class 1) and instance with a higher score are more likely to be negative
(have class 0). Let ¢é(t,x) = Leo(x) < t].

Let X € X™ be a dataset and let ¢ be a threshold, the true positive rate is

{reX|c(x)=1N¢tx) =1}
{r e X |c(x) =1}

TPR(X,t) =

and the false positive rate is

{reX|c(x)=0N¢(tx) =1}

FPR(X,t) = TEX[o@=0]

The ROC curve plots TPR against FPR, so (rg,rr) € ROC iff there is a threshold
t such that rr = TPR(X,t) and rp = FPR(X,t). Let Cpow = max,ex co(z). Let
orp(x) = 1[c*(z) = 1At z) =1] and ¢pp(x) = Ic*(x) =0 A E(t,z) = 1]. Then,
TPR<X t) F¢TP<X t)/F¢TP<X Cmax) and FPR(X t) F¢FP<X t)/F¢FP<X Cmax)
So publishing F,, and Fj,, is sufficient to transmit an approximate ROC curve.
Moreover, if we add sufficient noise to make both functions €/2-differentially private,
their combined disclosure is 2e-differentially private.
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Figure 6.5.1 illustrates this process on a relatively small dataset (see Section 6.6.2)
where the effect of DP noise is clearly visible. As both coordinates of a point in
the ROC curve are ECDFs to which noise is added, one can see that Fd) has both
horizontal and vertical deviations from the true ROC curve. In this figure, one can
also see to some extent the organization of the noise as binary tree: the first half of
the DP curve seems to be above the true ROC curve, while the latter half is lower,
suggesting the noise variable that was added to the first half got a clearly higher
value. The smoothed curves resolve this problem and stay in this case much closer to
the true ROC curve.

= [DP ROC
12 9 —— 2norm smooth ROC
= lnorm smooth ROC
10 44— True ROC
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Figure 6.5.1: ROC curve for logistic regression on the Heart disease dataset, and e-DP
curves with e = 0.5.

As the size of the dataset increases, the impact of the noise decreases and even for
smaller values of € the differentially private curve gives a good picture of the true one,
e.g., see Figures 6.5.2 and 6.5.3.
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Figure 6.5.2: ROC curve for logistic regression on the Bank dataset, and e-DP curves
with e = 0.2.

6.5.2 Calibration and the Hosmer-Lemeshow statistic

The Hosmer-Lemeshow test is a statistical test which is popular in health science
[Hosmer et al., 2013] and other domains. While it has some limitations, there is no
universal agreement on what is the best alternative, and the Hosmer-Lemeshow statis-
tic is still quite commonly used. It is often used as calibration test for logistic regres-
sion, but may also be applied to other machine learning models [Meyfroidt et al., 2011].

While applying a non-decreasing function to the output of a classifier will not change
its ROC curve, it will impact its callibration. For models outputting a probability
that an instance is positive, it is desirable that the estimated probability of being
positive is close to the true probability. The Hosmer-Lemeshow statistic can evaluate
such goodness-of-fit. To compute it, a first step is to rank all instances in increasing
order of predicted probability of being positive. Then, this ranked list is partitioned
into @) equally sized quantile groups, where typically ) = 10, so group 1 contains the
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Figure 6.5.3: ROC curve for logistic regression on the Diabetic dataset, and e-DP
curves with € = 0.05.

instances which are predicted to be most likely negative and group () contains the
instances which are predicted to be most likely positive. Then, the Hosmer-Lemeshow
statistic is defined by

(Oli - Eli)2 (OOZ - EOi>2)
H = 6.5.1
2 ( Bw | B (6:5.1)

Where Oy; is the observed number of positive instances, Fy; is the predicted number
of positive instances, Oy, is the observed number of negative instances and Ey; is
the predicted number of negative instances in group ¢. So a group is a collection
of instances where the expected probability lies in a specific interval, and the test
checks how far the observed class distribution deviates from this. Once the Hosmer-
Lemeshow statistic is computed, one can compare it to a chi-squared distribution
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with @) — 2 degrees of freedom to test the hypothesis that the observed classes in each
group are distributed according to the predictions.

Assume we have a model M : X — [0,1] mapping each instance on the pre-
dicted probability it is positive and a function ) : X — {0,1} mapping every in-
stance on its true class label, either 0 (negative) or 1 (positive). Let Ml u](z) =
M(z)I[l < M(z) <u] and Y[l ,u](z) = V(x)I[l < M(x) <wu]. Then, H can be
computed using only U-statistics following Algorithm 10.

Algorithm 10

1: function HL-STAT-DP (X : dataset, ) : number of groups, € : privacy level; L
: precision parameter)

2: to < 0; tg  1; n « | X|
3: € «—¢€/(L+9)
4: for all ¢ € [Q — 1]: do
5: ty — Fl(q/Q) > (L +1)¢-DP
6:  for all g €[Q)], s€{0,1} do
7 Eqi = nUpmip,_, (X, {(=q,5)}) > ¢-DP
8: Osi < n.Uyp,_, 10(X, {(=q,5)}) > €-DP
Q 2 . )2
9:  return ) ((O“Ef“) + (OOEOEOZ) )
i=1 ! ’

Theorem 6.5.1. Running Algorithm 10 and disclosing any results of U-statistics it
invokes is e-DP.

Proof. The algorithm queries data at lines 5 and at lines 7-8.

First, from Theorem 6.3.1 we know that by using Lap(1/€’) noise variables for evalu-
ating F'}, the resulting F(+) is (L +1)€-DP independently of the number of needed
evaluations of it during calls to Algorithm 9.

Next, for the evaluation of the statistics in lines 7-8 independent Laplacian random
variables are used. However, when we compare two adjacent datasets where only one
instance differs, only 2 of the ) groups and the corresponding 8 statistics are affected.
Hence, if all 4@Q) statistics in lines 7-8 are ¢’-DP, together they are 8¢'-DP.

In summary, applying the classic composition rule for differential privacy we get that
the algorithm is (L + 1)€’ 4+ 8¢’ = e -differentially private. O

In particular, Algorithm 10 may publish both the ECDF of predicted probabilities
F) and the statistics O,; and Ej;, we only assume the aggregation primitives used
for computing the U-statistics are secure.
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6.6 Experiments

6.6.1 Setup

Our experiments aim at providing illustrations to our approach and at providing
more insight in the practical behavior of our proposal. Unless stated otherwise, our
experiments average over 100 runs. Experiments were performed on Intel Core i7-
4600U CPUs at 2.10GHz with 16Gb of RAM. Code (using Python 3.9) to reproduce
all experiments will be downloadable from the website of the authors. For experiments
involving ROC curves and the Hosmer-Lemeshow statistic, we first trained a logistic
regression model using the Scikit-Learn package. Our goal was not to obtain the most
performant classifier, but to illustrate how our methods can assess properties of an
arbitrary classifier.

6.6.2 Datasets
6.6.2 (a) Synthetic data

We will use a dataset X,,s(x) constructed as follows. Let N = 215 For all values
i € [N], the number of instances in Xp,;sx) such that ¢(z;) = ¢ follows a Poisson
distribution Pois(\). At a high level this dataset has a steadily increasing ECDF,
however locally there is quite some variance in how quickly it increases.

6.6.2 (b) Real-world data

We use the following datasets:

e Heart disease prediction : This data set aims to pinpoint the most relevant /risk
factors of heart disease as well as predict the 10-year risk of coronary heart dis-
ease using information about the individuals (e.g. age, gender, smoking habits
and blood pressure). (https://www.kaggle.com/dileep070/heart-disease-prediction-usir

e Bank full : This data set is related to a marketing campaign of a Portuguese
banking institution. It intends to know if the client would subscribe or not to
the product (bank term deposit), using features about the clients (e.g. age,
job, education level, marital status, owning a house, having loans). (https:
//www.kaggle.com/krantiswalke/bankfullcsv)

e Diabetes data set: It studies the effects of diabetes to the readmission of patients
to the hospital (https://archive.ics.uci.edu/ml/datasets/Diabetes+130-US+
hospitals+for+years+1999-2008#)

Table 6.1 summarizes some relevant characteristics.


https://www.kaggle.com/dileep070/heart-disease-prediction-using-logistic-regression
https://www.kaggle.com/krantiswalke/bankfullcsv
https://www.kaggle.com/krantiswalke/bankfullcsv
https://archive.ics.uci.edu/ml/datasets/Diabetes+130-US+hospitals+for+years+1999-2008#
https://archive.ics.uci.edu/ml/datasets/Diabetes+130-US+hospitals+for+years+1999-2008#
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Table 6.1: Dataset summary giving the number of instances, the fraction of positive
instances and the number of features.

DATA SET #INST POS.FRAC F#FEATURE
HEART DISEASE 4328 0.152 15
BANK-FULL 45211 0.117 16
DIABETES 101766 0.460 49

6.6.3 Smoothing

To investigate the effect of smoothing on the error induced by the DP noise, we start
from the Xp,s(n) dataset. Figure 6.6.1 shows for p = 1,2 curves plotting as a function

of € the effect of smoothing 13¢ on the error made by the DP noise as

, 2
HF¢(Xpois(/\)7 T) - F¢<Xpois()\)7 T) )

~ 2
HF¢<Xpois(/\)7 T) - F¢<Xpois()\)7 T) )

One can see that, as expected for a 2-norm evaluation, the 2-norm smoothing out-
performs the 1-norm smoothing, especially for small € values. For roughly € > 0.2 its
curve is below 1, meaning 2-norm smoothing in this range reduces the 2-norm error
induced by the DP noise. The higher € becomes, the less likely it is the small amount
of DP noise will make the ECDF non-increasing, hence the effect of smoothing on the
DP error goes to zero. Figure 6.6.2 shows the same information for fixed € and varying
A. For large A\, the ECDF is strongly increasing and the relevance of smoothing is
limited as adding DP noise rarely makes it non-decreasing. For moderate values of
A, smoothing improves the DP noise induced error.

6.6.4 Evaluating an ECDF or its inverse

Starting from the Xp,;\) dataset, Figure 6.6.3 plots as a function of € the mean square
errors (Fy(x) — Fy(x))?, Fy ™ (x) — Fgl(x) and Fy '(x) — Fd)_l(x) when evaluating
on points x uniformly distributed over the relevant domains. The inverse ECDF
evaluations are performed using Algorithm 9.

The fact that F is not guaranteed to be non-decreasing and this could confuse the
binary search algorithm does not seem to have a strong impact on the accuracy of
the evaluation. In fact, both the mean squared errors of F¢ and the inverses of its
smoothed and non-smoothed versions are of the same order of magnitude.
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Figure 6.6.1: Effect of smoothing on DP error - fixed A = 3

6.6.5 ROC curve estimation

Figure 6.6.4 plots, as a function of €, the 1-norm difference between the true ROC
curve and the smoothed differentially private ROC curve for the Bank dataset. This
corresponds to the area of the symmetric difference of the area under the true ROC
curve and the area under the differentially private ROC curve. Even when the area
under both curves would be the same, this value can be non-zero as the curves them-
selves differ. As expected, error decreases with increasing €. We see that the 1-norm
and 2-norm smoothing perform about equally well. As the unsmoothed differentially
private ROC curves cross themselves, it is hard to compare their area with the area
of the true ROC curve.
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Figure 6.6.2: Effect of smoothing on DP error - fixed € = 1

6.6.6 Hosmer-Lemeshow

As for ROC curves, to understand calibration one can both look at the complete
picture of the predicted and observed counts of positive / negative instances in each
of the () groups, and one can look at the HL-statistic which summarizes it as a x>
statistic. Here, we show results for the latter approach.

Figure 6.6.5 shows for a logistic regression model on the Bank dataset the mean square
error of the Hosmer-Lemeshow test when computed privately for different values of
€. Especially for the Bank dataset we observe a quite large variance over the several
runs. This can be explained by the fact that the Bank dataset has less balanced
classes (see Table 6.1). This causes both predicted and observed counts of positive
examples in especially the lowest of the ) = 10 groups to be rather small. Even
a small error in the small number E;; (the predicted number of positives in the
first group) appearing in the denominator of a term in the H statistic (see Eq 6.5.1)
may cause a large error in the final statistic. We can conclude that especially if € is
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Figure 6.6.3: Inverse ECDF

small, if there is no need to know the individual statistics E.. and O.. and multi-party
computation is available for other operations than U-statistics, a direct approach may
be preferable where one first computes securely the correct statistic and then adds
noise at the end proportional to the sensitivity of (only) the HL statistic.

6.6.7 Communication Cost

The cost of a distributed algorithm is often dominated by its communication cost. We
compare two DP-ECDF implementations: one using Function Secret Sharing (FSS)
and the other based on Secure Aggregation. We compute the total communication
cost for each method on computing DP-ECDF applied to display complete ROC
curves for the Bank dataset, varying the number of data owners n, the number of
servers m, and the number of evaluated thresholds |B|. By total communication cost,
we mean the total number of bits sent by all parties during the protocol execution
which includes the initial key distribution (operation gen) and the evaluation phase
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Figure 6.6.4: ROC curve estimation error

(operation eval), see Section 6.4.2 for more details.

Based on the analysis detailed in Section 6.4, the theoretical communication complex-
ities of the two protocols are FSS: O(n + m|B|) while secure aggregation is O(n|B]).
This indicates FSS is preferable when m|B| < n|B]|, i.e., for smaller m or larger |B].

Our experimental evaluation confirms the theoretical expectations and reveals trade-
offs across different parameter regimes. We show the results in Figures 6.6.6(a) and
6.6.6(b). The x-axis represents the number of evaluated thresholds | B| or the number
of servers m, while the y-axis shows the total communication cost in bits. The curves
represent the total communication cost for each method, with the red line indicating
F'SS and the blue line indicating secure aggregation.

These results highlight that FSS offers lower communication costs in scenarios with
fewer servers and/or higher evaluation resolution. Conversely, secure aggregation
becomes more communication-efficient as the number of servers grows or the number
of evaluation points shrinks. Given that modern federated systems may operate
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Figure 6.6.5: Hosmer-Lemeshow statistic relative MSE for a logistic regression model
on the Bank dataset

under tight bandwidth constraints or in large-scale deployments, understanding these
trade-offs is essential.

6.6.8 Runtime

Here, we complement the analysis on communication cost with an experiment on the
most expensive local computation: the smoothing of the private ECDF. For solving
the optimization problem in Eq 6.3.6, we use the CVXOPT package, in particular a
linear program solver for the 1-norm smoothing and a quadratic program solver for
the 2-norm smoothing. Figure 6.6.7 shows the runtime as a function of N, which is a
good problem size parameter as the number of variables in the optimization problem
grows as O(N log(N)). One can observe that the quadratic program is solved more
quickly.
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6.7 Discussion

In this chapter we studied differentially private empirical cumulative distribution
functions. We proved privacy guarantees and proposed algorithms to securely com-
pute such private ECDFs. We elaborated in more depth two applications of ECDFs:
ROC curves and the Hosmer-Lemeshow statistic. Our experimental results suggest
the approach can convey the full information of an ECDF at a reasonable precision
and privacy level.

Cumulative distribution functions are important in various other areas of machine
learning and statistics. One application we didn’t elaborate in-depth concerns his-
tograms of (discretized) continuous variables, e.g., a histogram of the yearly income of

a set of persons grouped in bins of $5000. A common strategy [Cardoso and Rogers, 2022]
is to add DP noise to the count in each bin independently. An alternative strategy
would be to consider the cumulative distribution, which can be made private by noise
only logarithmic in the number of bins. The interpretation then is that noise can not
only consist of a change in the count in a bin, but also in a shift from one bin to an
adjacent one, as depicted in [Alabi et al., 2023].

There are several potentially interesting lines of future work. Among others it would
be interesting to elaborate more applications of ECDF, to develop more efficient
algorithms to securely compute private ECDF, get a better understanding of the
various statistical processes affecting the error DP noise induces and to leverage
[Chaudhuri et al., 2024] to broaden the algorithm to all classes of U-statistics.



Chapter 7

Conclusion and Perspectives

7.1 Conclusion

This thesis has addressed critical challenges in privacy-preserving machine learning,
with a specific focus on optimizing and analyzing machine learning models in scenarios
that involve repeated querying. Repeated queries, such as iterative gradient compu-
tations in optimization or multiple evaluations in empirical cumulative distribution
function (ECDF) estimation, give significant challenges to maintaining strong privacy
guarantees while preserving utility. By designing specific privacy-preserving strate-
gies to the structural properties of these applications, this thesis demonstrates that
it is possible to achieve better privacy-utility trade-offs than with generic methods.

In the context of optimization (Chapter 5), we demonstrated that constraining mod-
els to a subclass of Lipschitz constrained functions allows for improved privacy-utility
trade-offs. By leveraging gradient sensitivity properties, we showed that the bias in-
troduced by selecting models from this subclass is less harmful to utility compared
to the bias induced by gradient clipping in popular differentially private optimization
methods. This insight led to the development of LiP-DP-SGD, a novel optimization
algorithm that reduces the privacy budget and improves both accuracy and runtime
performance compared to state-of-the-art, as demonstrated experimentally on a di-
verse range of datasets.

For ECDF computation (Chapter 6), we explored its unique structural properties to
design a novel algorithm that provides strong privacy guarantees while preserving
utility. Unlike traditional methods, our approach is compatible with a wide range of
security protocols, including function secret sharing, enabling its use in more complex
scenarios such as multi-party computation. This contribution highlights how struc-
tural insights into ECDFs can be leveraged to achieve enhanced privacy and enable
practical deployment in collaborative environments.

102
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Through these two contributions, this thesis has shown that tailoring privacy-preserving
techniques to specific applications can uncover new opportunities for improving privacy-
utility trade-offs while enabling broader practical setups. By addressing optimization
and ECDF estimation in particular, this work lays a foundation for the development
of more efficient, accurate, and scalable privacy-preserving techniques in machine
learning and data analysis.

7.2 Perspectives

Looking forward, the findings and methods presented in this thesis suggest promising
directions for future research.

Extending these insights to other applications, exploring tighter privacy bounds for
specific tasks, and enhancing the scalability of privacy-preserving protocols in dis-
tributed and collaborative settings are just a few avenues for continued exploration.
Ultimately, this work contributes to the broader effort to balance the competing de-
mands of privacy and utility in modern machine learning systems, paving the way for
more secure and practical data-driven solutions.

We list bellow a few of these future research topics.

Theoretical analysis of Lip-DP-SGD. In Chapter 5 we prove empirically the
the benefit one can take from Lip-DP-SGD. However, further theoretical analysis
of Lir-DP-SGD, especially the interaction between sensitivity, learning rate and
number of iterations, remains an interesting area of research, similar to the work of
[Song et al., 2020] on DP-SGD. An analysis on the interactions between hyperpa-
rameters would provide valuable insights into the optimal use of our method and its
potential combination with other regularization techniques.

Deep Learning architectures. In Chapter 5, we demonstrated that Lip-DP-
SGD is applicable to various feed-forward neural networks. Specifically, we achieved
state-of-the-art results with MLPs, CNNs, and ResNets. While this work primarily
focused on these architectures, there is significant potential to extend our approach
to other classes of models, as well as to additional instances of feed-forward neural
networks, such as transformers. Recent studies, such as [Qi et al., 2023], have pro-
posed methods to efficiently enforce Lipschitz constraints on transformers. However,
we have not yet explored whether LiP-DP-SGD can be directly applied to these
models without encountering issues like DP noise amplification due to the large num-
ber of parameters inherent to transformers. This raises the possibility that specific
refinements may be required to adapt our method effectively in such cases.
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Exponential Mechanism. The exponential mechanism is particularly well-suited
for optimization scenarios; however, there is limited literature on leveraging this mech-
anism for differentially private model optimization. While the Gaussian mechanism
has become a de facto choice due to its favorable composition properties, it also
presents significant drawbacks in our context, such as the reliance on the ¢, norm
for estimating the Lipschitz value. Incorporating the exponential mechanism into
Lip-DP-SGD could overcome these limitations, enabling the use of ¢ or /., norms
to provide faster and more reliable estimates of Lipschitz values.

Display continuous metrics with DP. The DP ECDF allows for the publication
of the complete ROC curve while ensuring privacy guarantees. It is based on a discrete
count function, which we leveraged to design a binary mechanism. However, sharing
continuous metrics—such as those in healthcare, finance (e.g., stock prices), or loca-
tion tracking—introduces distinct challenges and promising research directions. One
key difficulty stems from temporal correlations in continuous data. When data points
are interdependent over time, a single modification can influence multiple points,
potentially heightening the risk of privacy breaches. This phenomenon, known as
”temporal privacy leakage,” can weaken the expected privacy protection of DP mech-
anisms [Cao et al., 2017]. Some approaches attempt to exploit the autocorrelation
inherent in certain metrics [Katsomallos et al., 2019], but they struggle to achieve a
satisfactory balance between privacy and utility.
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