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Résumeé

(French)

La convergence des technologies avancées — intelligence artificielle (IA),
Internet des objets (IoT), cloud computing et analyse en périphérie a accéléré
la transformation de I'industrie manufacturiére vers le paradigme numérique
del'Industrie 4.0. Au-dela del’automatisation, la vision émergente de 'Industrie
5.0 met l'accent sur la durabilité, la conception centrée sur '’humain et la
résilience des systemes. Cette these contribue a cette évolution en dévelop-
pant des cadres robustes et explicables pour la surveillance, la détection des
anomalies et la classification, adaptés aux deux domaines de la fabrication
intelligente et de la santé.

S’appuyant sur plus de dix ans d’expérience pratique en IA et alignée sur
les objectifs stratégiques de la Chaire internationale en science des données
et intelligence artificielle explicable (DS & XAlI), cette recherche s’articule au-
tour de trois piliers interconnectés. Premierement, elle introduit des cadres
adaptatifs et respectueux de la confidentialité pour la détection et la classi-
fication des anomalies, destinés aux applications de santé intelligentes, util-
isant des techniques d’apprentissage fédéré et d'IA explicable. Ces modéles
permettent une analyse décentralisée et en temps réel des données de santé
sensibles, favorisant ainsi une prestation de soins prédictive et personnalisée.

Dans un second temps, ces travaux favorisent 'intégration de I'IA dans
les pratiques industrielles durables en améliorant la détection et le pronostic
des anomalies dans la fabrication intelligente. En combinant 1’apprentissage
fédéré, la blockchain et les algorithmes d’apprentissage automatique, les sys-

temes proposés privilégient la sécurité, 1'équité et la transparence — principes
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fondamentaux de I'Industrie 5.0 — tout en optimisant ’efficacité des proces-
sus et la résilience opérationnelle.

Troisiemement, la thése exploite le calcul statistique et les statistiques in-
dustrielles — notamment les cartes de controle et I’analyse de fiabilité pour
améliorer la surveillance des processus, le controle qualité et la prise de dé-
cision dans les environnements industriels. Ces méthodologies contribuent
a l'objectif plus large de relier la recherche théorique en IA a des mises en
ceuvre pratiques et efficaces.

Ces recherches sont étroitement liées au projet REVALOTEX (2023-2026)
et bénéficient de collaborations internationales entre 1'Université Dong A
(Vietnam) et 'ENSAIT-Université de Lille (France), sous I'égide de la Chaire
internationale ‘International Research Institute for Artificial Intelligence and
Data Science” hébergée a 1'Université de Dong A au Vietnam. Elles renforcent
la mission de la Chaire: promouvoir une IA fiable, transparente, éthique et
centrée sur I’humain, tout en contribuant a la formation des futurs leaders en
systemes d'IA durables. En formalisant ce travail par la Validation des Ac-
quis de I'Expérience (VAE) et la recherche doctorale, cette these établit une
base pour diriger une innovation transdisciplinaire et pertinente a 1’échelle
mondiale a I’ére de I'Industrie 5.0.

Mots clés: Sécurité, protection des données, soins de santé, détection d’anomalies,
intelligence artificielle explicable, intelligence artificielle, systemes embar-
qués, attaques par empoisonnement, empoisonnement de données, empoi-

sonnement de modeles, attaques byzantines.
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Abstract

The convergence of advanced technologies- artificial intelligence (Al), the
Internet of Things (IoT), cloud computing, and edge analytics innovations
catalyzed the transformation of manufacturing into the digital paradigm of
Industry 4.0. Moving beyond automation, the emergent Industry 5.0 vi-
sion emphasizes sustainability, human-centered design, and resilient sys-
tems. This thesis contributes to this evolving landscape by developing robust
and explainable frameworks for monitoring, anomaly detection, and classifi-
cation, tailored to the dual domains of smart manufacturing and healthcare.

Grounded in over a decade of practical experience in Al and aligned
with the strategic objectives of the International Chair in Data Science and
Explainable Artificial Intelligence (DS & XAI), the research unfolds across
three interconnected pillars. First, it introduces adaptive, privacy-preserving
anomaly detection and classification frameworks for smart healthcare appli-
cations using federated learning and explainable Al techniques. These mod-
els enable real-time, decentralized analysis of sensitive health data, support-
ing predictive and personalized healthcare delivery.

Second, the work advances Al integration into sustainable industrial prac-
tices by enhancing anomaly detection and prognostics in smart manufac-
turing. By combining federated learning, blockchain, and machine learn-
ing algorithms, the proposed systems prioritize security, fairness, and trans-
parency—core principles of Industry 5.0—while also optimizing process ef-
ticiency and operational resilience.

Third, the thesis leverages statistical computing and industrial statistics,
including control charts and reliability analysis, to improve process monitor-

ing, quality control, and decision-making in industrial environments. These



viil

methodologies contribute to the broader goal of bridging theoretical Al re-
search with practical, impactful implementations.

This research is closely connected to the REVALOTEX (2023-2026) project
and benefits from international collaborations between Dong A University
(Vietham) and ENSAIT-University of Lille (France), under the auspices of
the International Chair’s International Research Institute for Artificial Intel-
ligence and Data Science, hosted in Dong A University, Vietham. It rein-
forces the Chair’s mission of fostering Trustworthy, Transparent, Ethical, and
Human-Centered Al while contributing to the training of future leaders in
sustainable Al systems. By formalizing this work through the Validation of
Acquired Experience (VAE) and doctoral research, this thesis establishes a
foundation for leading transdisciplinary and globally relevant innovation in
the Industry 5.0 era.

Keywords: Federated Learning, Healthcare, privacy, security, explainable
Al, anomaly detection, poisoning attacks, data poisoning, model poisoning,

Byzantine attacks.
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e T.T.V. Nguyen, C. Heuchenne, K.D. Tran, K.P. Tran (2023) “Wearable

Technology for Workplace Safety in Smart Manufacturing” International
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Introduction

1.1 Activity Report

1.1.1 Individual notice

Name: TRAN KiM DUC
Date and place of birth: 01 January 1988 a Hoi An, Vietham
Current situation: Al Research Engineer at GEMTEX, ENSAIT

Permanent Researcher, Permanent Lecturer ( Two-year sabbatical from June

25,2024 )
Professional address: 33 Xo Viet Nghe Tinh, 50000 DA NANG

Research Unit: International Research Institute for Artificial Intelligence

and Data Science (IAD)
Establishment : Dong A University
Discipline : Computer science, Automation
Phone: +84914792268
Email: ductk@donga.edu.vn

Web page: https://sites.google.com/view/kimductran
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1.1.2 Education Background
* Master of Business Administration (BAC +6).

— University: Duy Tan University, Da Nang, Vietnam. The univer-
sity is ranked 495th worldwide in the QS World University Rank-
ings 2025

— Year: August 2019 - January 2022
e Bachelor of Business Administration (BAC+4)

— University: Duy Tan University, Da Nang, Vietnam. The univer-
sity is ranked 495th worldwide in the QS World University Rank-
ings 2025

— Year: September 2013 - December 2015
* Engineer (BAC + 5) Civil Engineering Hydroelectricity Irrigation

— University: University of Science and Technology - The University

of Da Nang, Vietnam

— Year: September 2006 - December 2011

1.1.3 Research and work experiences

* 11/2025- present: Postdoctoral Researcher in GEMTEX, specializing in
Data Sciences for the SYMPHONIES Project

e 07/2024-11/2025: Research Engineer in GEMTEX, specializing in Data
Sciences for the REVALOTEX Project (01-07-2024). REVALOTEX runs
from April’2023 to September 2026

¢ 2024- present: Permanent Lecturer at the Department of Fundamentals

— Dong A University, Da Nang, Vietnam
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* 2022- present: Permanent Vice Director at International Research Insti-
tute for Artificial Intelligence and Data Science (IAD), Dong A Univer-

sity, Da Nang, Vietnam

* 2018-present: Local Chair at International Chair in Data Science and Ex-

plainable Artificial Intelligence, Dong A University, Da Nang, Vietnam

¢ 2018-present: Permanent Researcher of Artificial Intelligence and Data
Science at the International Research Institute for Artificial Intelligence

and Data Science (IAD), Dong A University, Da Nang, Vietham

e 2010 -2018: Co-founder and R&D Director at Kien Phuc Co., Ltd., Au-
tomation, Electrical & Mechanical - Technical Supplying technical solu-

tions and executing and upgrading automatic production systems

1.2 Summary of educational activities and student

supervision

1.2.1 Teaching Responsibilities

e 2022-2025: Machine Learning with Python (in English), in the interna-

tional semester at Dong A University

1.2.2 Qualifications and Certificates

* (08/2022: Certificate of Pedagogical Professional Training for University

and College Lecturers

1.2.3 Awards

¢ 2024: Award for Scientific Excellence given by Da Nang City, Vietnam
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* 2005: Award for Third prize in Quang Nam Province excellent student

contest

* 2004: Award for Third prize in Quang Nam Province excellent student

contest

1.2.4 Expertise

¢ 2018-: Expert and Evaluator for the Research and Innovation program

at XAI &DS chair of Dong A University, Viethnam

* 2018-: Expert and Evaluator for the scholarship program of excellent

lecturers-researchers at XAI &DS chair of Dong A University, Vietham

1.2.5 Supervised Master (Engineer) students and co-authored

research publications within doctoral theses

* Supervised Master (Engineer) students in the International semester at
Dong A University, Vietnam
1. Bondoni Jeanne, ENSAIT - University of Lille- France
2. Pendolino Emma Chiara, ENSAIT - University of Lille- France
3. Viale Lukas TiTouan, ENSAIT - University of Lille- France
4. DOMINICI TIRANTI Thelma, ENSAIT - University of Lille- France
5. TRONEL Emma, Elisabeth, ENSAIT - University of Lille- France
6. CHANTELOT BARCHEMIN Victoire, ENSAIT - University of Lille-
France
7. CHEA Apsara, Tess, ENSAIT - University of Lille- France
8. DUFFAUT Eugénie, Marie, ENSAIT - University of Lille- France
9. Elisa CASALS, ENSAIT — University of Lille — France
10. Lilla SORREL, ENSAIT - University of Lille — France
11. Alix EMPISSE, ENSAIT — University of Lille — France
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12. Clémentine CHANTRY, ENSAIT - University of Lille — France
13.Emma LESCIEUX, ENSAIT — University of Lille — France
14.Jeanne, Anny, Annie FONTIER, ENSAIT — University of Lille — France
15.Louise OGIEZ, ENSAIT — University of Lille — France
16.Capucine, Sylvie COSTES, ENSAIT — University of Lille — France
17.Daphné MANIOULOUX, ENSAIT — University of Lille — France
18.Louis DEBRET, ENSAIT — University of Lille — France
19.Ludmilla BAUVIN, ENSAIT — University of Lille — France
20.0livia GONZALEZ, ENSAIT - University of Lille — France
21.Bindme JOANA, ENSAIT — University of Lille — France

22 Kim Anh LEMEILLE, ENSAIT — University of Lille — France

¢ Contribute to doctoral theses through co-authorship of research publi-

cations

2022-: Ms.Thi Thuy Van NGUYEN

— Thesis Directors: Kim Phuc TRAN Univ. Lille, ENSAIT, ULR 2461
- GEMTEX - Génie et Matériaux Textiles, F-59000 Lille, France. and
Cédric HEUCHENNE, University of liege Belgium.

— Co-supervisor: Guillaume TARTARE (ENSAIT/GEMTEX)

Title: Anomaly Detection in Multivariate IoT Time Series Data

with Statistical and Machine Learning Techniques

Publications have resulted from the research conducted in this

Ph.D. thesis, in which I was a co-author:

- T.T.V. Nguyen, C. Heuchenne , K.D. Tran, G. Tartare, K.P. Tran.
(2024). “Svdd Control Charts Based on Mewma Technique for
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Monitoring Compositional Data,” Computers & Industrial Engi-

neering, Elsevier,https://doi.org/10.1016/j.cie.2025.110865

- T.T.V.Nguyen, C. Heuchenne, K.D. Tran, G. Tartare, K.P. Tran (2024),
“Explainable Transformer-based Approach for ECG Anomaly De-
tection,” in International Conference on Responsible Artificial Intelli-

gence and Data Science, DaNang, Vietnam.

- T.T.V. Nguyen, C. Heuchenne , K.D. Tran, G. Tartare, K.P. Tran.

(2024). “Svdd Control Charts Based on Mewma Technique for
Monitoring Compositional Data,” Computers & Industrial Engi-

neering, Elsevier, Revise, http://dx.doi.org/10.2139/ssrn.4828113

— T.T.V. Nguyen, T.H. Nguyen, K.D. Tran, C. Heuchenne, K.P. Tran.

(2023). “Monitoring the Ratio of Two Normal Variables and Com-
positional Data: A Literature Review and Perspective,” In Ad-
vances of Computational Techniques for Smart Manufacturing in
the Industry 5.0: Methods and Applications, CRC Press, accepted,
https://hal.science/hal-04331557/

https://doi.org/10.1016/j.ifacol.2022.09.608

- T.T.V.Nguyen, C.Heuchenne, K.D. Tran, , K.P.Tran.(2024). “A Novel

Transformer-Based Anomaly Detection Approach for ECG Moni-
toring Healthcare System,” Book: International Conference on Safety
and Security in IoT, Springer Nature Switzerland Publishing, pp

111-129 http://dx.doi.org/10.1007/978-3-031-53028-9_7

2024-: Mr. Le Hoang NGUYEN

— Thesis Director: Kim Phuc TRAN (ENSAIT/GEMTEX,)

— Co-Director: Sébastien THOMASSEY (ENSAIT/GEMTEX)


https://doi.org/10.1016/j.cie.2025.110865
http://dx.doi.org/10.2139/ssrn.4828113
https://hal.science/hal-04331557/
https://doi.org/10.1016/j.ifacol.2022.09.608
http://dx.doi.org/10.1007/978-3-031-53028-9_7
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- Financement: Dong A University International Research Institute
for Artificial Intelligence and Data Science a scholarship program

for excellent lecturersresearchers at XAl &DS chair

Title: Embedded Artificial Intelligence for Smart Factory Appli-

cations in Industry 5.0

Publications have resulted from the research conducted in this

Ph.D. thesis, in which I was a co-author:

- L.HNguyen, K.D. Tran*, X. Zeng, K.P. Tran (2024). “Human-Centered
Edge Artificial Intelligence for Smart Factory Applications in In-
dustry 5.0: A Review and Perspective” Book: Artificial Intelligence
for Safety and Reliability Engineering: Methods, Applications, and Chal-

lenges, Springer Nature Switzerland AG, accepted (book chapter).

- L.H. Nguyen, Q.T. Nguyen, K.D. Tran, X. Zeng, K.P. Tran (2024),

“Explainable for Remaining Useful Life Prediction”, in “Interna-
tional Conference on Responsible Artificial Intelligence and Data

Science,” DaNang, Vietnam (presentation).

2020-2023: Mr. Ali RAZA (PhD thesis in co-supervision with the

University of Kent)

— The thesis was defended on 28/08 /2023 (Thesis started on 01/10/2020).

— Thesis Directors: Ludovic KOEHL (ENSAIT/GEMTEX), Shujun Li
(University of Kent, UK).

- Co-supervisor: Kim-Phuc TRAN (ENSAIT/GEMTEX).
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— Funding: I-SITE ULNE

Title: Secure and Privacy-preserving Federated Learning with

Explainable Artificial Intelligence for Smart Healthcare System

Publications have resulted from the research conducted in this

Ph.D. thesis, in which I was a co-author::

- A.Raza, S. Li, K.P. Tran, L. Koehl, K.D. Tran* (2024). “Using Anomaly
Detection to Detect Poisoning Attacks in Federated Learning Ap-

plications” Knowledge-Based Systems. Elsevier. Revise.

- A.Raza, K.P. Tran, L. Koehl, X. Zeng, K. Benzaidi, S. Li, S. Hotham,
K.D. Tran*(2024). “Lightweight Transformer in Federated Setting
for Human Activity Recognition in Home Care” Pattern Recogni-

tion. Elsevier. Submitted.

2023-: Ms.Timea BANFALVI

— Thesis Directors: Pascal BRUNIAUX (ENSAIT/GEMTEX ) & Kim
Phuc TRAN (ENSAIT/GEMTEX)

— Co-supervisor: Guillaume TARTARE (ENSAIT/GEMTEX)

— Funding: Project Symphonies - National PSPC Program

Title: Unsupervised classification of 3D morphologies of human
legs for the implementation of adaptive leg morphotypes and

Medical Compression Stockings
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Publications have resulted from the research conducted in this

Ph.D. thesis, in which I was a co-author:

- T. Banfalvi, D.H. Nguyen, K.D. Tran, G. Tartare, P. Bruniaux, L.H.
Le, X. Zeng, K.P. Tran (2024), “Deep Convolutional K-Means of 3D
morphologies of human legs for the implementation of adaptive
leg morphotypes and Medical Compression Stockings,” in Inter-
national Conference on Responsible Artificial Intelligence and Data Sci-

ence, DaNang, Vietnam (Accepted).

— T. Banfalvi, K.D. Tran, G. Tartare, P. Bruniaux, K.P. Tran (2024),

“Unsupervised classification of 3D morphologies of human legs
for the implementation of adaptive leg morphotypes and Medi-
cal Compression Stockings: A survey and perspective,” in Inter-
national Conference on Responsible Artificial Intelligence and Data Sci-

ence, DaNang, Vietnam (Accepted).

2024-: Ms.Minh Anh LUONG

— Thesis Director: Kim Phuc TRAN (ENSAIT/GEMTEX)
— Co-Director: Sébastien THOMASSEY (ENSAIT/GEMTEX)

- Financement: Dong A University International Research Institute
for Artificial Intelligence and Data Science a scholarship program
for excellent lecturersresearchers at XAI &DS chair
Title: Intelligent Decision Support Systems for Supply Chain

Management: Store Replenishment in Fashion Retailing

Publication has resulted from the research conducted in this Ph.D.

thesis, in which I was a co-author:
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- D.H. Nguyen, K.D. Tran*, N.A. Luong, M.A. Luong, K.P. Tran,

(2024), “ Artificial Intelligence for Human Resource Management:
A Review, Perspective, and Case Study,” in International Conference
on Responsible Artificial Intelligence and Data Science, DaNang, Viet-

nam (Accepted).

2024-: Mr.Viet Hieu TRAN

— Thesis Director: Kim Phuc TRAN (ENSAIT/GEMTEX)
— Co-Director: Sébastien THOMASSEY (ENSAIT/GEMTEX)

— Financement: Dong A University International Research Institute
for Artificial Intelligence and Data Science a scholarship program
for excellent lecturersresearchers at XAI &DS chair
Title: Explainable Anomaly Detection in Smart Manufacturing
through Deep Reinforcement Learning and Lightweight Feder-

ated Learning

Publication has resulted from the research conducted in this Ph.D.

thesis, in which I was a co-author:

- H.C Vu K.D. Tran*, V.H Tran, K.P. Tran (2024). “Predictive Main-
tenance Optimization based on Genetic Algorithms for Future In-
dustrial Systems” Book: Artificial Intelligence for Safety and Reliabil-
ity Engineering: Methods, Applications, and Challenges, Springer Na-
ture Switzerland AG, https://doi.org/10.1007/978-3-031-71495-5_

3

¢ External examiner for master’s project defense
1.2023: Pendolino Emma Chiara, Bondoni Jeanne , Viale Lukas TiTouan

“How ChatGPT can be used for fashion”,2023


https://doi.org/10.1007/978-3-031-71495-5_3
https://doi.org/10.1007/978-3-031-71495-5_3
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1.3

1.3.1

Diffusion and influence

Member of Selection Committees (COS) for lecturer func-

tions

1. Member of Selection Committees for the Electrical and Electronic En-
gineering faculty lecturer position - Dong A University in 2024 (selected

candidate,Du Dat Lam, MSc.)

2. Member of Selection Committees for the Electrical and Electronic En-
gineering faculty lecturer position - Dong A University in 2023 (selected

candidate,Viet Vu Do, MSc.)

3. Member of Selection Committees for the Electrical and Electronic En-
gineering faculty lecturer position - Dong A University in 2023 (selected

candidate,Hoang Gia Ngo, Ph.D.)

1.3.2 Participation in networks, learned societies, scientific

programming communities

Prof. Philippe CASTAGLIOLA, Université de Nantes and LS2N UMR
CNRS 6004, France.

Prof. Bruno AGARDA, Ecole Polytechnique de Montreal, Canada.
Prof. Fadel MEGAHED, Miami University (OH), USA.
Prof. Giovanni CELANO, Universita di Catania, Catania, Italy.

Prof. Wei Lin TEOH, School of Mathematical and Computer Sciences,

Heriot-Watt University, Malaysia.

Prof. Athanasios RAKITZIS, University of Aegean, Karlovasi, Samos,

Greece.
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Prof. Cédric Heuchenne, HEC Management School, University of Liege,

Liege 4000, Belgium.

Prof. Xianyi ZENG, Univ. Lille, ENSAIT, ULR 2461 - GEMTEX - Génie

et Matériaux Textiles, F-59000 Lille, France.

Prof. Ludovic KOEHL, Univ. Lille, ENSAIT, ULR 2461 - GEMTEX -

Génie et Matériaux Textiles, F-59000 Lille, France.

Prof. Kim Phuc TRAN, Univ. Lille, ENSAIT, ULR 2461 - GEMTEX -

Génie et Matériaux Textiles, F-59000 Lille, France.

Dr. Huu Du NGUYEN, Hanoi University of Science and Technology,

Vietnam.

Dr. Ali RAZA, Research scientist at Honda Research Institute Europe,

Germany.

Prof. Pascal BRUNIAUX, Univ. Lille, ENSAIT, ULR 2461 - GEMTEX -

Génie et Matériaux Textiles, F-59000 Lille, France.

Prof. Xianyi ZENG, Univ. Lille, ENSAIT, ULR 2461 - GEMTEX - Génie

et Matériaux Textiles, F-59000 Lille, France.

Prof. Hongmei HE, University of Salford, United Kingdom.
Prof. Abdessamad KOBI, University of Anger, France.

Prof. Arne JOHANNSSEN, University of Hamburg, Germany.

Prof. Ramla SADDEM, EiSINE School of Industrial and Digital Sci-
ences Engineering, University of Reims Champagne-Ardenne (URCA)

in France.

Prof. Guillaume TARTARE, Univ. Lille, ENSAIT, ULR 2461 - GEMTEX

- Génie et Matériaux Textiles, F-59000 Lille, France.
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e Prof. Khanh NGUYEN, Tarbes (ENIT), INP Toulouse, France.

¢ Prof. Rehmat Ullah KHAN, School of Technologies, Cardiff Metropoli-

tan University, UK.
¢ Prof. Robab AFSHARI, University of Zanjan, Iran.
¢ Prof. Asma AMDOUNI, Tunis University, Tunisia.

¢ Prof. Zhenglei HE, South China University of Technology, China.

1.3.3 Invited Seminar

e T. T.V. Nguyen, C. Heuchenne, K.D. Tran, K.P. Tran, (2023), “Wear-
able Technology for Workplace Safety in Smart Manufacturing”, In-
ternational Workshop on Responsible Artificial Intelligence and Appli-
cations in Integrated Circuit Industry, Manufacturing, and Healthcare,
December 21,2023, Danang, Vietnam. https:/ /iad.donga.edu.vn/International-
Conference-2023

e K.D. Tran, T. Nguyen, A. Raza, Q.T. Nguyen, H.M. Bui and, K.P. Tran
(2023), “From Blackbox to Explainable Artificial Intelligence for Health-
care 5.0”, International Workshop on Responsible Artificial Intelligence
and Applications in Integrated Circuit Industry, Manufacturing, and
Healthcare, December 21, 2023, Danang, Vietnam.

https:/ /iad.donga.edu.vn/International-Conference-2023

e K.D. Tran, T. Nguyen, A.Raza, Q.T. Nguyen, H.M. Bui and, K.P. Tran
(2022), “A novel Transformer-based Anomaly Detection approach for
ECG Monitoring Healthcare System: a perspective”, International work-
shop “E-textiles, Internet of Things, and Artificial Intelligence with ap-
plications in Healthcare”, December 21, 2022, Ho Chi Minh, Vietnam.

https:/ /www.gemtex.fr/2023/06/06/ premiere-rencontre-prometteuse /
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1.3.4 Speaker at international conferences

e T.T.V. Nguyen, C. Heuchenne, K.D. Tran, K.P. Tran.(2024). “A Novel
Transformer-Based Anomaly Detection Approach for ECG Monitoring
Healthcare System,” proceeding of the International Conference on Safety
and Security in IoT, Springer Nature Switzerland Publishing, pp 111-
129,
http://dx.doi.org/10.1007 /978-3-031-53028-9_7

* A. Saghir, H. Beniwal, K.D. Tran, A. Raza, L. KOEHL, X. Zeng, K.P.
Tran.(2023). “Explainable Transformer-Based Anomaly Detection for
Internet of Things Security,” proceedings of the International Confer-
ence on Safety and Security in IoT, Springer Nature Switzerland Pub-
lishing, pp83-109,
http:/ /dx.doi.org/10.1007 /978-3-031-53028-9_6

* T. Nguyen, K.D.Tran, A.Raza, Q.T. Nguyen, H.M.Bui, K.P.Tran.(2023).
“Wearable Technology for Smart Manufacturing in Industry 5.0 Appli-
cations, Challenges, and Case Studies ” proceeding of the Conference:
ISSAT International Conference on Data Science in Business, Finance
and Industry (DSBFI 2023)At: Danang, Vietnam,

https:/ /www.researchgate.net/publication/368283956_Wearable_Technology_for_Sm:

e T.H.Nguyen, H.D.Nguyen, K.D.Tran, D.D.K.Nguyen, P.H.Tran,
K.PTran.(2023). “Smart Supply Chain Management with Artificial
Intelligence: a survey and Perspective” proceeding of the Conference:
ISSAT International Conference on Data Science in Business, Finance,
and Industry (DSBFI 2023)At: Danang, Vietnam,

https:/ /www.researchgate.net/publication/368283704_Smart_Supply_Chain_Manage
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e TH. Nguyen, H.D.Nguyen, K.D.Tran, T.H.Truong,

K.H.Phung,

L.H.Nguyen, T.T.N. Le, K.P.Tran.(2019). “One-Sided Synthetic-RZ con-

trol charts: a new method for anomaly detection ”, Proceedings of

the 6th NAFOSTED Conference on Information and Computer Science

(NICS).IEEE, pp. 262-267.

http:/ /dx.doi.org/10.1109 /NICS48868.2019.9023851

1.3.5 Peer-reviewed articles

Journal 2023 2024 2025 Total
Chemometrics and Intelligent 0 1 0 1
Laboratory Systems
Engineering Applications of
Artificial Intelligence ? 17 1 37
European Journal of Opera- 0 1 0 1
tional Research
Information Processing and
0 1 0 1
Management
Information Sciences 1 0 0 1
IEEE Transactlo.ns on Intelli- 5 13 6 o
gent Transportation Systems
International Journal of Pro- 0 1 0 1
duction Research
Journal of Mathematics in In- 0 0 1 1
dustry
Measurement 0 1 0 1
Next Sustainability 0 0 1 1
Quality Technology & Quanti-
. 0 1 0 1
tative Management
Reliability Engineering & Sys-
0 1 1
tems Safety
Results in Engineering 0 3 2 5
Sustainable Futures 0 1 0 1
Total 77
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Conference 2019 2023 2024 2025 Total
EAI RAIDS 14 14
EAI SaSeloT 5 5 10
International Society of Sci-
ence and Applied Technolo-
gies (ISSAT)- The Data Sci- | 4 5 5 14
ence in Business, Finance
and Industry (DSBFI)

Total 38

1.4 Scientific responsibilities

1.4.1 Member of the scientific committee of international/na-

tional conferences

* Local Chair of the International Workshop on Responsible Artificial In-

telligence and Applications in Integrated Circuit Industry, Manufactur-

ing, and Healthcare, December 21, 2023, Da Nang, Vietnam (https:

//iad.donga.edu.vn/International-Workshop-2023)

* Technical program of the EAI SaSeloT 2023 - 7th EAI International Con-

ference on Safety and Security in the Internet of Things, October 24-26,

2023, Bratislava, Slovakia (https://securityiot.eai-conferences.org/

2023/technical-program-committee/)

* Local Arrangement Chair of the Explainable Artificial Intelligence for

Industry 5.0, September 5-6, 2023, Da Nang, Vietnam (https://iad.

donga.edu.vn/International-Conference-2023)

* Member of the Organizing Committee of the ISSAT International Con-

ference on Data Science in Business, Finance, and Industry (DSBFI 2023)

(https://www.issatconferences.org/dsbfi2023.html)

* Member of the Organizing Committee of the EAI SaSeloT 2023 - 7th

EAI International Conference on Safety and Security in the Internet of



https://iad.donga.edu.vn/International-Workshop-2023
https://iad.donga.edu.vn/International-Workshop-2023
https://securityiot.eai-conferences.org/2023/technical-program-committee/
https://securityiot.eai-conferences.org/2023/technical-program-committee/
https://iad.donga.edu.vn/International-Conference-2023
https://iad.donga.edu.vn/International-Conference-2023
https://www.issatconferences.org/dsbfi2023.html
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Things, October 24-26, 2023, Bratislava, Slovakia (https://securityiot.

eai-conferences.org/2023/full-program/)

* Sponsorship Chair of the EAI Smart Life Summit 2024: The Al Era, Oc-
tober 22-24, 2024, Da Nang, Vietnam (https://smartlife.eai-summits.

org/2024/summit_organizing_ committees/)

* Member of the Organizing Committee of the ISSAT International Con-
ference on Data Science in Business, Finance, and Industry (DSBFI 2025)

(https://www.issatconferences.org/dsbfi2025.html)

¢ Technical program of the International Congress on Advanced Tech-
nologies ICAT’2025, November 19-21, 2025, Marrakech, Morocco (https:

//www.icat2025.net/#committee)

* Sponsorship Chair of the 2nd EAI International Conference on Respon-
sible Artificial Intelligence and Data Science, 10 - 12 March 2026, Da

Nang, Vietnam (https://raids.eai-conferences.org/2026/organizing-committee/)

1.4.2 Academic responsabilities

e 2018-: Local chair of the International Chair in Data Science and Ex-
plainable Artificial Intelligence at Dong A University & International
Research Institute for Artificial Intelligence and Data Science (IAD),

Vietnam, https://iad.donga.edu.vn/International-Chair-in-DS-and-XAI

¢ 2018-: Coordinator for projects of the International semester at Dong A

University, Vietnam

® 2020-: Judge for the final round of the student scientific research com-

petition, Dong A University, Da Nang, Vietham

¢ 2021-: Deputy Head for the Engineering program in Al for the Faculty

of Electrical and Electronics Engineering, Dong A University, Vietnam


https://securityiot.eai-conferences.org/2023/full-program/
https://securityiot.eai-conferences.org/2023/full-program/
https://smartlife.eai-summits.org/2024/summit_organizing_committees/
https://smartlife.eai-summits.org/2024/summit_organizing_committees/
https://www.issatconferences.org/dsbfi2025.html
https://www.icat2025.net/#committee
https://www.icat2025.net/#committee
https://raids.eai-conferences.org/2026/organizing-committee/
https://iad.donga.edu.vn/International-Chair-in-DS-and-XAI
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¢ 2022-: Deputy Head for the program of improving advanced mathe-

1.5

matics, probability, statistics, applied mathematics, Python program-

ming, and algorithms, Dong A University, Viethnam

Expertise activities

Below is the list of selected ongoing projects that I am a Principal In-
vestigator (PI) or co-PI

1. XAIDS_IChair(2018-2028): International Chair in Data Science and
Explainable Artificial Intelligence, funding for the development of the
International Research Institute for Artificial Intelligence and Data Sci-
ence (IAD) at Dong A University, Vietham (co-PI, TOTAL COST: 300 K
EUR).

2. IAD-4(2022-2024): " A new framework for prognostics in decentral-
ized industries: Enhancing fairness, security, and transparency through
Blockchain and Federated Learning," funded by International Research
Institute for Artificial Intelligence and Data Science (IAD) at Dong A
University, Vietham (PI, TOTAL COST: 5 K EUR).

3. IAD-3(2023-2024): "Predictive Maintenance Optimization based on
Genetic Algorithms for Future Industrial Systems," funded by the Inter-
national Research Institute for Artificial Intelligence and Data Science

(IAD) at Dong A University, Vietnam (PI, TOTAL COST: 5 K EUR).

Below is the ongoing project that I am a member of

1. REVALOTEX (2023-2026): "Focuses on transforming the textile in-
dustry according to circular economy principles, emphasizing creating
multiple values and extending the lifespan of textile products."

PI: Ludovic KOEHL

Members: Pr. Maud HERBERT, Dr. Isabelle ROBERT, Dr. Romain
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BENKIRANE, Noémie PICHON, and Kim Duc TRAN.

Pr. Ludovic KOEHL coordinates this project from the GEMTEX labora-

tory (Univ. Lille, ENSAIT, ULR 2461 - GEMTEX - Génie et Matériaux

Textiles, F-59000 Lille, France). (TOTAL COST: €342,384.42).

1.6 List of scientific production

Review of Scientific Production

ceedings at an international or national conference

Accept Submit

Chapters in scientific volumes 19 5
Articles in Peer-reviewed Journals (Indexed in the

. 7 3
Web of Science)
Peer-reviewed communications with proceedings at 5 6
an international conference
Oral communications with peer review without pro- 9

(*JCR refers to the Journal Citation Reports)

*Source (last accessed on 24/11/2025): https:/ /mijl.clarivate.com/home

Note regarding the list of publications:

The co-authors of the publications are:

Co-authored in the research projects of PhD students (L.H. Nguyen, T.T.V.

Nguyen, A. Raza, T. Banfalvi, M.A. Luong, L.H. Le, V.H. Tran, N.A. Luong).

Permanent members of the International Chair in Data Science and Ex-

plainable Artificial Intelligence - Da Nang, Vietnam (Prof K.P Tran, Prof. X.

Zeng, Prof. L. Koehl, and Dr. G. Tartare) or from external laboratories (Prof.

P. Castagliola, Prof. C. Heuchenne, Prof. G. Celano, ...).

Young researchers or engineers from Vietnamese universities where I have

conducted research: (T.H. Do, T.H. Nguyen, P.H. Tran, T.Q.D. Pham, P.B. Ta

).

My name is underlined.
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*: corresponding author

Peer-reviewed Journals (Indexed in the Web of Science)

e T. Banfalvi, D.H. Nguyen, K.D. Tran*, G. Tartare, P. Bruniaux, K.P. Tran
(2025). “Mesh Deep Support Vector Data Description: Unsupervised
Anomaly Detection in 3D Human Leg Morphologies for Adaptive Com-
pression Stocking Design,” Intelligent Systems with Applications. Else-

vier. Under Review.

e T.T.V. Nguyen, C. Heuchenne , K.D. Tran, G. Tartare, K.P. Tran. (2024).
“SVDD Control Charts Based on Mewma Technique for Monitoring
Compositional Data,” Computers & Industrial Engineering, Elsevier,https:

//doi.org/10.1016/j.cie.2025.110865

* A.Raza,S. Li, K.P. Tran, L. KOEHL, K.D. Tran* (2024). “Using Anomaly
Detection to Detect Poisoning Attacks in Federated Learning Applica-

tions” Knowledge-Based Systems. Elsevier. Under Review.

* A. Raza, K.P. Tran, L. Koehl, X. Zeng, K. Benzaidi, S. Li, S. Hotham,
K.D. Tran*(2024). “Lightweight Transformer in Federated Setting for
Human Activity Recognition in Home Care” Pattern Recognition. Else-

vier. Under Review http://dx.doi.org/10.2139/ssrn.5021631

e H.D. Nguyen, A.A. Nadi, K.D. Tran*, P. Castagliola, G. Celano, K.P.
Tran (2023). “The Shewhart-type RZ control chart for monitoring the
ratio of autocorrelated variables” International Journal of Production Re-
search. Taylor & Francis, pp. 6746-6771. http://dx.doi.org/10.1080/

00207543.2022.2137594


https://doi.org/10.1016/j.cie.2025.110865
https://doi.org/10.1016/j.cie.2025.110865
http://dx.doi.org/10.2139/ssrn.5021631
http://dx.doi.org/10.1080/00207543.2022.2137594
http://dx.doi.org/10.1080/00207543.2022.2137594
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* A.A.Nadi, B.S. Gildeh, J. Kazempoor, K.D. Tran, K.P. Tran (2023). “Cost-
effective optimization strategies and sampling plan for Weibull quan-
tiles under type-II censoring” Applied Mathematical Modelling. Elsevier,

pp. 16-31. http://dx.doi.org/10.1016/j.apm.2022.11.004

e K.D. Tran, A.A. Nadi, TH. Nguyen, K.P. Tran (2021). “One-sided She-
whart control charts for monitoring the ratio of two normal variables in
short production runs” Journal of Manufacturing Processes. Elsevier, vol.

69, pp. 273-289. http://dx.doi.org/10.1016/j. jmapro.2021.07.031

e H.D. Nguyen, K.P. Tran, K.D. Tran(2021). "The effect of measurement
errors on the performance of the Exponentially Weighted Moving Aver-
age control charts for the Ratio of Two Normally Distributed Variables"
European Journal of Operational Research. https://doi.org/10.1016/j.

ejor.2020.11.042

* Q.T.Nguyen, V. Giner-Bosch, K.D. Tran, C. Heuchenne, K.P. Tran (2021).

“One-sided variable sampling interval EWMA control charts for mon-
itoring the multivariate coefficient of variation in the presence of mea-
surement errors” The International Journal of Advanced Manufacturing Tech-
nology. Springer London, vol. 115, pp. 1821-1851. https://link.

springer.com/article/10.1007/s00170-021-07138-8

e K.D. Tran, H.D. Nguyen, T.H. Nguyen, K.P. Tran (2021). “Design of
a variable sampling interval exponentially weighted moving average
median control chart in the presence of measurement errors” Quality
and Reliability Engineering International, vol. 37, pp. 374-390. http://

dx.doi.org/10.1002/qre.2726


http://dx.doi.org/10.1016/j.apm.2022.11.004
http://dx.doi.org/10.1016/j.jmapro.2021.07.031
https://doi.org/10.1016/j.ejor.2020.11.042
https://doi.org/10.1016/j.ejor.2020.11.042
https://link.springer.com/article/10.1007/s00170-021-07138-8
https://link.springer.com/article/10.1007/s00170-021-07138-8
http://dx.doi.org/10.1002/qre.2726
http://dx.doi.org/10.1002/qre.2726
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Chapters in Books

e T.Nguyen, Q.T. Nguyen, K.D. Tran*, L. Koehl, K.P. Tran (2025).” Transformer-

Based Models for Predicting High-Risk Diabetes in Women using Tabu-
lar Data.” Book: Responsible Artificial Intelligence and Data Science, Springer

Nature Switzerland AG. https://link.springer.com/book/9783032140548.

e L.H.Nguyen, Q.T. Nguyen, K.D. Tran*, H.D. Nguyen, S. Thomassey, X.

Zeng, K.P. Tran (2025). “Deep CNN for Remaining Useful Life Predic-
tion: An XAI Approach Using SHAP for Model Interpretation” Book:
Responsible Artificial Intelligence and Data Science, Springer Nature Switzer-

land AG. https://link.springer.com/book/9783032140548.

* D.H. Nguyen, K.D. Tran*, N.A. Luong, M.A. Luong, K.P. Tran (2024).
“Artificial Intelligence for Human Resource Management: A Review,
Perspective, and Case Study” Book: Responsible Artificial Intelligence and
Data Science, Springer Nature Switzerland AG. https://link.springer.

com/book/9783032140548.

e T.T.V. Nguyen, C. Heuchenne, K.D. Tran, G. Tartare, K.P. Tran (2024).
“Explainable Transformer-based Approach for ECG Anomaly Detec-
tion” Book: Responsible Artificial Intelligence and Data Science, Springer

Nature Switzerland AG. https://link.springer.com/book/9783032140548.

e T. Banfalvi, D.H. Nguyen, K.D. Tran*, G. Tartare, P. Bruniaux, L.H. Le,

X. Zeng, K.P. Tran (2024). “Deep Convolutional K-Means of 3D Mor-
phologies of Human Legs for the Implementation of Adaptive Leg Mor-
photypes and Medical Compression Stockings” Book: Responsible Ar-
tificial Intelligence and Data Science, Springer Nature Switzerland AG.

https://link.springer.com/book/9783032140548.

e T. Banfalvi, K.D. Tran*, G. Tartare, P. Bruniaux, K.P. Tran (2024). “Un-

supervised Classification of 3D Morphologies of Human Legs for the


https://link.springer.com/book/9783032140548
https://link.springer.com/book/9783032140548
https://link.springer.com/book/9783032140548
https://link.springer.com/book/9783032140548
https://link.springer.com/book/9783032140548
https://link.springer.com/book/9783032140548
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Implementation of Adaptive Leg Morphotypes and Medical Compres-
sion Stockings: A Survey and Perspective” Book: Responsible Artificial
Intelligence and Data Science, Springer Nature Switzerland AG. https:

//1link.springer.com/book/9783032140548.

¢ D.H. Nguyen, D.P.T. Nguyen, Q.C. Ta, S. Thomassey, K.D. Tran* (2025).
“Natural Language Processing Applications in Smart Manufacturing:
A Survey and Perspective” Book: Human-Centered Explainable Anomaly

Detection for Smart Manufacturing in Industry 5.0, Springer Nature Switzer-

land AG. Submitted.

e T.H. Nguyen, ]. M. Masereel, D.H. Nguyen, K.D. Tran*, K.P. Tran (2025).
“Explainable Anomaly Detection with Al and Statistical Methods for
Predictive Maintenance in Smart Manufacturing Systems: A Survey
and Perspective” Book: Human-Centered Explainable Anomaly Detection
for Smart Manufacturing in Industry 5.0, Springer Nature Switzerland
AG. Submitted.

¢ D.H. Nguyen, D.PT. Nguyen, Q.C. Ta, S. Thomassey, K.D. Tran*, K.P.
Tran (2025). “Human-Centered Explainable Anomaly Detection in Smart
Manufacturing: Bridging Al and Human Decision-Making” Book: Human-
Centered Explainable Anomaly Detection for Smart Manufacturing in Indus-

try 5.0, Springer Nature Switzerland AG. Submitted.

e VH. Tran, D.H. Nguyen, K.D. Tran*, S. Thomassey, K.P. Tran (2025).
“Anomaly and Novelty Detection in Non-Stationary Time Series: Deep,
Hybrid, and Federated Perspectives” Book: Human-Centered Explainable
Anomaly Detection for Smart Manufacturing in Industry 5.0, Springer Na-

ture Switzerland AG. Submitted.


https://link.springer.com/book/9783032140548
https://link.springer.com/book/9783032140548
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e T.Q.D. Pham, K.D. Tran*, K.T.P. Nguyen, X.V. Tran,L. KOEHL, and K.P.
Tran (2024). “A new framework for prognostics in decentralized indus-
tries: Enhancing fairness, security, and transparency through Blockchain
and Federated Learning” Book: Human-Centered Explainable Anomaly

Detection for Smart Manufacturing in Industry 5.0, Springer Nature Switzer-

land AG. Submitted.

e T.H.Nguyen, A. Saghir, K.D. Tran*,D.H. Nguyen,N.A. Luong, K.P. Tran
(2024). “Safety and Reliability of Artificial Intelligence systems” Book:
Artificial Intelligence for Safety and Reliability Engineering: Methods, Appli-
cations, and Challenges, Springer Nature Switzerland AG, https://doi.

org/10.1007/978-3-031-71495-5_9

e T. Nguyen, D.H. Nguyen, Q.T. Nguyen, K.D. Tran*, K.P. Tran (2024).
“Human-Centered Edge Al and Wearable Technology for Workplace
Health and Safety in Industry 5.0” Book: Artificial Intelligence for Safety
and Reliability Engineering: Methods, Applications, and Challenges, Springer
Nature Switzerland AG, https://doi.org/10.1007/978-3-031-71495-5_

8

e H.C Vu,K.D. Tran*, V.H Tran, K.P. Tran (2024). “Predictive Maintenance
Optimization based on Genetic Algorithms for Future Industrial Sys-
tems” Book: Artificial Intelligence for Safety and Reliability Engineering:
Methods, Applications, and Challenges, Springer Nature Switzerland AG,

https://doi.org/10.1007/978-3-031-71495-5_3

e D.HNguyen, T.H. Nguyen K.D. Tran*, K.P. Tran (2024). “Physics-informed
Machine Learning for Industrial Reliability and Safety Engineering: A
Review and Perspective” Book: Artificial Intelligence for Safety and Relia-
bility Engineering: Methods, Applications, and Challenges, Springer Nature

Switzerland AG, https://doi.org/10.1007/978-3-031-71495-5_2


https://doi.org/10.1007/978-3-031-71495-5_9
https://doi.org/10.1007/978-3-031-71495-5_9
https://doi.org/10.1007/978-3-031-71495-5_8
https://doi.org/10.1007/978-3-031-71495-5_8
https://doi.org/10.1007/978-3-031-71495-5_3
https://doi.org/10.1007/978-3-031-71495-5_2
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¢ L.H Nguyen, K.D. Tran*, X. Zeng, K.P. Tran (2024). “Human-Centered
Edge Artificial Intelligence for Smart Factory Applications in Industry
5.0: A Review and Perspective” Book: Artificial Intelligence for Safety and
Reliability Engineering: Methods, Applications, and Challenges, Springer
Nature Switzerland AG, https://doi.org/10.1007/978-3-031-71495-5_

5

e T.T.V. Nguyen, C. Heuchenne, K.D. Tran, K.P. Tran (2024). “A Novel
Transformer-Based Anomaly Detection Approach for ECG Monitoring
Healthcare System” Book: International Conference on Safety and Security
in IoT, Springer Nature Switzerland Publishing, pp. 111-129. http:

//dx.doi.org/10.1007/978-3-031-53028-9_7

¢ A. Saghir, H. Beniwal, K.D. Tran, A. Raza, L. KOEHL, X. Zeng, K.P.

Tran (2023). “Explainable Transformer-Based Anomaly Detection for
Internet of Things Security” Book: International Conference on Safety and
Security in IoT, Springer Nature Switzerland Publishing, pp. 83-109.

http://dx.doi.org/10.1007/978-3-031-53028-9_6

¢ T.Nguyen, K.D. Tran*, A. Raza, Q.T. Nguyen, H.M. Bui, K.P. Tran (2023).

“Wearable Technology for Smart Manufacturing in Industry 5.0” Book:
Artificial Intelligence for Smart Manufacturing: Methods, Applications, and
Challenges. Springer International Publishing, pp. 225-254. http://dx.

doi.org/10.1007/978-3-031-30510-8_11

e T.P. Bac, D.T. Ha, K.D. Tran*, K.P. Tran (2023). “Explainable Artificial
Intelligence for Cybersecurity in Smart Manufacturing” Book: Artifi-
cial Intelligence for Smart Manufacturing: Methods, Applications, and Chal-
lenges. Springer International Publishing, pp. 199-223. http://dx.doi.

org/10.1007/978-3-031-30510-8_10


https://doi.org/10.1007/978-3-031-71495-5_5
https://doi.org/10.1007/978-3-031-71495-5_5
http://dx.doi.org/10.1007/978-3-031-53028-9_7
http://dx.doi.org/10.1007/978-3-031-53028-9_7
http://dx.doi.org/10.1007/978-3-031-53028-9_6
http://dx.doi.org/10.1007/978-3-031-30510-8_11
http://dx.doi.org/10.1007/978-3-031-30510-8_11
http://dx.doi.org/10.1007/978-3-031-30510-8_10
http://dx.doi.org/10.1007/978-3-031-30510-8_10
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e D.T. Ha, T.P. Bac,K.D. Tran*, K.P. Tran (2023). “Efficient and Trustwor-
thy Federated Learning-Based Explainable Anomaly Detection: Chal-
lenges, Methods, and Future Directions” Book: Artificial Intelligence for
Smart Manufacturing: Methods, Applications, and Challenges. Springer
International Publishing, pp. 145-166. http://dx.doi.org/10.1007/

978-3-031-30510-8_8

e T.H.Nguyen, H.D. Nguyen, K.D. Tran, D.D.K. Nguyen, K.P. Tran (2022).
“Enabling smart supply chain management with artificial intelligence”
Book: Machine Learning and Probabilistic Graphical Models for Decision
Support Systems. CRC Press, pp. 294-310. http://dx.doi.org/10.

1201/9781003189886-12

e PH. Tran, A.A. Nadi, TH. Nguyen, K.D. Tran, K.P. Tran (2022). “Ap-
plication of machine learning in statistical process control charts: A
survey and perspective” Book: Control Charts and Machine Learning for
Anomaly Detection in Manufacturing. Springer Cham, pp. 7—42. https:

//link.springer.com/chapter/10.1007/978-3-030-83819-5_2

e T.T.V. Nguyen, TH. Nguyen K.D. Tran, C. Heuchenne, K.P. Tran (2023).
“Monitoring the Ratio of Two Normal Variables and Compositional
Data: A Literature Review and Perspective.” In Advances of Computa-
tional Techniques for Smart Manufacturing in the Industry 5.0: Methods and

Applications, CRC Press. Accepted. https://hal.science/hal-04331557/

Presenting at the Conferences and Refereed Proceedings

e T.Nguyen, Q.T. Nguyen, K.D. Tran*, L. KOEHL, K.P. Tran, (2024), “Transformer-

Based Models for Predicting High-Risk Diabetes in Women using Tab-
ular Data,” in International Conference on Responsible Artificial Intelligence

and Data Science, DaNang, Vietnam


http://dx.doi.org/10.1007/978-3-031-30510-8_8
http://dx.doi.org/10.1007/978-3-031-30510-8_8
http://dx.doi.org/10.1201/9781003189886-12
http://dx.doi.org/10.1201/9781003189886-12
https://link.springer.com/chapter/10.1007/978-3-030-83819-5_2
https://link.springer.com/chapter/10.1007/978-3-030-83819-5_2
https://hal.science/hal-04331557/

1.6. List of scientitic production 27

e L.H. Nguyen, Q.T. Nguyen, K.D. Tran*, H.D. Nguyen, S. Thomassey,

X.Zeng, K.P. Tran, (2024), “Deep CNN for Remaining Useful Life Pre-
diction: An XAI Approach Using SHAP for Model Interpretation,” in
International Conference on Responsible Artificial Intelligence and Data Sci-

ence, DaNang, Vietnam

e D.H. Nguyen, K.D. Tran*, N.A. Luong, M.A. Luong, K.P. Tran, (2024),

“Artificial Intelligence for Human Resource Management: A Review,
Perspective, and Case Study,” in International Conference on Responsible

Artificial Intelligence and Data Science, DaNang, Vietnam .

e T.T.V. Nguyen, C. Heuchenne, K.D. Tran, G. Tartare, K.P. Tran (2024),

“Explainable Transformer-based Approach for ECG Anomaly Detec-
tion,” in International Conference on Responsible Artificial Intelligence and

Data Science, DaNang, Vietnam .

¢ T. Banfalvi, D.H. Nguyen, K.D. Tran, G. Tartare, P. Bruniaux, L.H. Le, X.
Zeng, K.P. Tran (2024), “Deep Convolutional K-Means of 3D morpholo-
gies of human legs for the implementation of adaptive leg morphotypes
and Medical Compression Stockings,” in International Conference on Re-

sponsible Artificial Intelligence and Data Science, DaNang, Vietnam.

e T. Banfalvi, K.D. Tran, G. Tartare, P. Bruniaux, K.P. Tran (2024), “Unsu-
pervised classification of 3D morphologies of human legs for the im-
plementation of adaptive leg morphotypes and Medical Compression
Stockings: A survey and perspective,” in International Conference on Re-

sponsible Artificial Intelligence and Data Science, DaNang, Vietnam.

e T.T.V. Nguyen, C. Heuchenne, K.D. Tran, K.P. Tran (2024). “A Novel
Transformer-Based Anomaly Detection Approach for ECG Monitoring

Healthcare System”, Proceedings of the International Conference on Safety



28

Chapter 1. Introduction

and Security in IoT, Springer Nature Switzerland Publishing, pp. 111-

129. http://dx.doi.org/10.1007/978-3-031-53028-9_7

A. Saghir, H. Beniwal K.D. Tran, A. Raza, L. KOEHL, X. Zeng, K.P. Tran
(2023). “Explainable Transformer-Based Anomaly Detection for Inter-
net of Things Security”, Proceedings of the International Conference on
Safety and Security in IoT, Springer Nature Switzerland Publishing, pp.

83-109. http://dx.doi.org/10.1007/978-3-031-53028-9_6

T.Nguyen, K.D. Tran*, A. Raza, Q.T. Nguyen, H.M. Bui, K.P. Tran (2023).
“Wearable Technology for Smart Manufacturing in Industry 5.0: Ap-
plications, Challenges, and Case Studies” proceeding of the ISSAT In-
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1.7 Research subject

My research focuses on developing an integrated framework combining
advanced statistical computing with modern machine learning techniques to
enhance monitoring, anomaly detection, and classification in smart manu-
facturing and smart healthcare. The aim is to address the limitations of tra-
ditional methods and overcome the challenges of scalability, real-time pro-

cessing, privacy, and interpretability that currently hinder the effectiveness
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of anomaly detection systems. We explore new approaches in smart manu-
facturing that leverage machine learning to process high-dimensional, non-
linear data for real-time fault detection and predictive maintenance. In health-
care, we investigate the application of federated learning to protect privacy
while enabling effective anomaly detection across distributed data sources
alongside the development of explainable Al techniques to ensure trans-
parency and trust in clinical decision-making. By bridging the gap between
statistical models and machine learning, this research will create a unified
framework that optimizes performance in monitoring systems, improves early
fault detection, and enables timely interventions in both complex industrial

and healthcare environments.
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Chapter 2

Background and Literature Review

In this chapter, we provide background and a literature review. In partic-
ular, we provide preliminary reviews of current work to identify its limita-

tions.

2.1 Introduction

Monitoring, detecting anomalies, and classifying data in critical domains,
such as smart manufacturing and healthcare, are essential for ensuring sys-
tem reliability, efficiency, and accurate decision-making. Artificial Intelli-
gence and Statistical Methods for Monitoring, Anomaly Detection, Classi-
fication, and their Applications in Smart Manufacturing and Healthcare, as
well as Industrial Al for Health and Wellbeing and Smart Healthcare, play
a crucial role in these areas. Statistical Computing and Industrial Statistics
provide fundamental methodologies for these tasks, enhancing process mon-
itoring, anomaly detection, and classification through rigorous data analysis
and control techniques. Monitoring involves continuously observing pro-
cesses to identify deviations from expected behavior, while anomaly detec-
tion plays a crucial role in recognizing unexpected patterns that may indicate
potential failures or risks. Classification further enhances these processes
by organizing data into meaningful categories, enabling predictive analytics

and optimized interventions. Integrating machine learning (ML), a branch
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of Artificial Intelligence (Al), and statistical techniques has significantly im-
proved the effectiveness of these tasks, enhancing both accuracy and effi-
ciency in complex, data-driven environments. In smart manufacturing, ML
algorithms facilitate predictive maintenance by analyzing sensor data to fore-
cast equipment failures, thereby reducing downtime and maintenance costs
[36, 88]. Traditional maintenance approaches, such as reactive and sched-
uled maintenance, often lead to inefficiencies, whereas predictive mainte-
nance powered by ML leverages real-time data to anticipate malfunctions be-
fore they occur, optimizing production processes and increasing operational
longevity [110]. Additionally, defect detection has been transformed through
Al-driven computer vision systems, particularly convolutional neural net-
works (CNNSs), which enable real-time identification of product defects, en-
suring high-quality manufacturing standards while minimizing waste. The
combination of ML with statistical process control (SPC), such as Shewhart
and EWMA control charts, provides a robust framework for detecting varia-
tions in production quality and maintaining process stability [141, 237].

ML has demonstrated exceptional capabilities in disease diagnosis and
patient monitoring in healthcare, revolutionizing medical decision-making.
Deep learning models, especially CNNs, have surpassed traditional diagnos-
tic methods in analyzing medical images, enabling precise detection of condi-
tions such as cancer, pneumonia, and diabetic retinopathy [176, 265]. Beyond
imaging, ML-based anomaly detection plays a critical role in real-time pa-
tient monitoring through wearable medical devices, identifying irregularities
in physiological data such as heart rate, blood pressure, and glucose levels
[251]. These Al-driven monitoring systems empower clinicians with timely
insights, facilitating early intervention and personalized treatment plans. In-
tegrating federated learning (FL) further enhances healthcare analytics by

enabling collaborative model training across multiple institutions without
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compromising patient privacy, addressing key challenges in medical data se-
curity and regulatory compliance [138]. Despite the advancements brought
by ML, the need for model interpretability remains a significant challenge,
particularly in high-stakes domains such as manufacturing automation and
clinical decision-making. Explainable AI (XAI) techniques, including SHAP
values and LIME, provide transparency into ML-driven decisions, ensur-
ing that stakeholders understand the reasoning behind predictive outcomes
[77]. In smart manufacturing, XAl facilitates root-cause analysis in predic-
tive maintenance and defect detection, enabling engineers to make informed
corrective actions. Similarly, in healthcare, interpretable AI models enhance
trust and reliability, ensuring that Al-generated diagnoses align with clini-
cal knowledge and best practices. Statistical methodologies complement ML
by providing robust frameworks for uncertainty quantification, hypothesis
testing, and reliability analysis, further strengthening decision confidence in
industrial and medical applications [141].

In vital sectors such as smart manufacturing and healthcare, the combi-
nation of statistical methods and machine learning (ML) has led to revolu-
tionary breakthroughs in monitoring, anomaly detection, and classification.
Organizations can maximize operational efficiency, ensure superior quality
control, and enhance system resilience by leveraging Al-driven tools such
as predictive maintenance, defect detection, disease diagnosis, and patient
monitoring. Due to these advancements, intelligent, self-governing systems
can be developed that quickly detect and resolve problems before they es-
calate, thereby improving overall system performance and minimizing oper-
ational disruptions. Explainable Al (XAI) and robust statistical approaches
are becoming increasingly important as the need for transparency and con-
fidence in Al technologies grows. By ensuring that Al systems remain de-
pendable, interpretable, and used ethically, these tools will promote broader

adoption and enhance their efficacy in the real world. Al is a key driving
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force behind technological advancements that benefit society by enhancing
economic productivity and improving the quality of life. As it continues to
develop in these domains, it promises to improve healthcare outcomes, in
addition to optimizing industrial processes [88]. With an emphasis on their
applications in monitoring, anomaly detection, and classification, this the-
sis examines the intersection between machine learning and statistical meth-
ods. It aims to help create intelligent systems that will shape the future of
these crucial fields by enhancing operational effectiveness and system re-
silience, while also ensuring the ethical application and transparency of Al-
driven technologies. A review of blockchain technology and its applications
in predicting the Remaining Useful Life (RUL), an examination of indus-
trial artificial intelligence, statistical computing, and industrial statistics in
advanced SPM (Statistical Process Monitoring), and a discussion of monitor-
ing, anomaly detection, and classification techniques and their uses in smart

manufacturing and healthcare are all covered in the sections that follow.

2.2 Statistical Computing and Industrial Statistics
in advanced SPM

Statistical Computing and Industrial Statistics are essential in advanced
Statistical Process Monitoring (SPM), enabling real-time anomaly detection,
process optimization, and predictive maintenance in smart manufacturing
[212]. Statistical computing leverages optimization algorithms to analyze
high-dimensional industrial data efficiently and enhance predictive capa-
bilities. Industrial statistics, through Multivariate Statistical Process Con-
trol (MSPC), time-series analysis, and hypothesis testing, ensure robust pro-
cess control and early fault detection. By combining these approaches with
Bayesian inference and uncertainty quantification, advanced SPM enhances

decision-making, reduces downtime, and improves manufacturing efficiency.



2.2. Statistical Computing and Industrial Statistics in advanced SPM 35

Additionally, several statistical distributions play a crucial role in the mod-
eling process, such as the Normal distribution for Gaussian processes, the
Weibull distribution for failure time analysis, the Gamma distribution for
reliability modeling, and the Poisson distribution for detecting rare events.
Control charts, including Shewhart charts, CUSUM (Cumulative Sum) charts,
and EWMA (Exponentially Weighted Moving Average) charts, are widely
used to monitor process stability, detect shifts, and minimize defects in man-
ufacturing operations [170]. However, their applications to compositional
data (CoDa), which represent strictly positive vectors of relative proportions
of components (e.g., mineral compositions in a rock or product ingredients),
have been relatively limited in the literature. As a special case, in many in-
dustrial manufacturing processes, the quality of products can depend on the
relative amount between two quality characteristics X and Y. Often, this re-
quires the online monitoring of the ratio X/Y as a quality characteristic itself
using a control chart. It has been demonstrated in the SPC literature that
the ratio of two normal variables is a major concern in several studies. The
motivation for these studies stems from the fact that this ratio is a crucial
characteristic for ensuring the quality of products in many processes. For
example, in the food industry, keeping the relative weights of two main in-
gredients could be a requirement to ensure the quality of a food recipe. In the
pharmaceutical industry, the safety and effectiveness of drugs could be guar-
anteed by stabilizing the proportion of two active ingredients. An overview
of typical situations that require monitoring the ratio of two quantities has
been discussed in [33]. Regarding the methods for monitoring the ratio of
two normal variables, several control charts have been proposed, as detailed

in [34], [33], and [210].

In a general case, although CoDa applications arise in various domains

such as chemical research, econometric and survey data analyses, and the
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food industry ([6]), its special structure makes the traditional control charts,
which are designed for continuous data, cannot adequately address it. To
overcome this, the literature has seen the development of specialized con-
trol charts for monitoring CoDa. An early contribution by [23] proposed
a chi-square control chart for monitoring CoDa based on the Dirichlet dis-
tribution. [75] conducted a study examining the relationship between re-
sponse and predictor variables using a Dirichlet regression and evaluated
the method’s performance by plotting five different T? control charts. Build-
ing on this, [226, 225, 224] investigated TZ control charts for monitoring CoDa
with p = 3, for the individual observations case and an out-of-control signal
interpretation in case p > 3, respectively. In [207], the authors introduced the
MEWMA-CoDa control chart to monitor CoDa with arbitrary components,
showing its effectiveness in identifying small to moderate shifts in processes,
surpassing its competitor’s performance (T?-CoDa chart), and motivating
further enhancements with variable sampling interval and variable sample
size adaptive strategies ([154, 96, 95]). Proposed a CUSUM-CoDa chart that
outperforms T2-CoDa and is comparable to the MEWMA-CoDa chart. In-
fluence of measurement errors on the performances of T?>-CoDa, MEWMA-
CoDa, MCUSUM-CoDa, and VSI T2-CoDa were also investigated by [255,
254, 92, 93], respectively. Addressing the challenge in industrial processes,
[253] proposed an enhanced residuals T? control chart using a time series
autoregressive moving average model for autocorrelated CoDa, while [94]
developed a principal component analysis-based T?-CoDa control chart for
managing large and high-dimensional CoDa datasets. Recent advances have
incorporated machine learning tools, with [252] and [91] utilizing artificial
neural networks to detect abnormal patterns and analyze out-of-control sig-
nals in monitoring CoDa. Most of the control charts in these studies utilized
the isometric log-ratio (ilr) transformation method to map CoDa into a vector

in RP~1 space, thereby removing its constraints before applying traditional
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control charts.

In addition to CoDa control charts, related fields such as profile moni-
toring and functional data analysis provide tools for addressing challenges
like nonlinearity, dimensionality, and autocorrelation. Recent advancements
include spatiotemporal smooth sparse decomposition for real-time anomaly
detection on high-dimensional data by focusing on dimensionality reduc-
tion and spatiotemporal correlations ([247]). Deep-stacked denoising au-
toencoders also enhance anomaly detection in complex profiles ([41]). Sim-
ilarly, [250] employed artificial neural networks to effectively monitor logis-
tic profiles, demonstrating machine learning’s adaptability to complex data.
While not directly applied to CoDa, these techniques offer valuable insights
for advancing CoDa monitoring, particularly in managing high-dimensional

datasets.

Besides CoDa’s structural challenges, traditional control charts often re-
quire extensive preliminary experimental data (Phase I data), which poses
a significant problem in low-volume or custom production, where collect-
ing sufficient Phase I data is impractical. [220] introduced a defects-per-unit
control chart that leverages defect prediction models, thereby overcoming
the need for large preliminary experimental data and suggesting similar ap-
proaches that could be adapted for CoDa applications. Another major chal-
lenge comes from the traditional control charts” assumption that CoDa fol-
lows a multivariate normal distribution on the Simplex space, which is not al-
ways met in practice. To address this, SPC has explored distribution-free ap-
proaches, notably control charts based on one-classification algorithms. [198]
proposed kernel distance-based charts, K-chart, using Support Vector Data

Description (SVDD), originally proposed by [204] based on Support Vector
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Machines. Kernel methods, powerful tools in computational intelligence, en-
hance accuracy by mapping data into a higher-dimensional space, reduce
computational costs, and improve classification by learning data structures
implicitly. Leveraging kernel methods and other one-classification algorithms,
[109] developed a robust K-chart that can handle autocorrelation in data.
[132] proposed an SVDD control chart using the Mahalanobis kernel and
showed its outperformance compared with the one using the Gaussian ker-
nel and T? control chart. Later, [201] examined the impact of the Phase I
dataset size on the efficiency of Phase II monitoring of SVDD-based control
charts. [5] combined SVDD and kernel density estimation (KDE) to address
the challenges of network intrusion detection, demonstrating improved de-
tection of process shifts and outliers within network traffic in both simula-

tions and real-world datasets.

2.2.1 Ratio Distributions

Ratio distributions play a critical role in SPM, particularly in monitoring
process ratios, quality control metrics, and industrial process stability. Many
manufacturing and healthcare applications involve data that are naturally
expressed as ratios, such as signal-to-noise ratios, defect rates, and chemical
concentration ratios. Let W = (X, Y)T be a bivariate normal random vector

with the mean vector uw and the variance-covariance matrix Zw where

2
Kx Ox  PIX0y

Hw = , Lw = , (2.1)
Hy PUX0Y U%

in which p is the correlation coefficient between X and Y. By definition,

the coefficients of variation of the two random variables X and Y, and their

standard-deviation ratio are yx e VY = and w oy respectively.
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The ratio of X to Y is defined as Z = X/Y. In the literature, the dis-
tribution of Z is a major concern in several studies. As discussed in [211],
when the coefficient of variation of X and Y takes small values, for example,
within the range [0,0.2], the distribution of Z can be well approximated by

the following formula, which is proposed by [33]:

A
Fy (2lyx, 1y, @,p) ~ (E) , 22)

where ®(.) is the c.d.f (cumulative distribution function) of the standard nor-

mal distribution, and where A and B are functions of z, vx, 7y, w and p in

which

A= 2 _ Y

Ty X
B = \/w2—2pa)z—|—zz.

The authors ([33]) also showed that the p.d.f (probability density function)

of Z can be approximated by

1 — A A
foleremen) = (5o - EE2 ) w0 (5), @

where ¢(.) is the p.d.f of the standard normal distribution.

Figure 2.1 illustrates the p.d.f of Z for the case p = 0.5, w = yx/7y
and some different values of yx and 7yy. Ratio distributions are particularly
important in multivariate SPM, where monitoring the relationships between
process parameters provides more insights than analyzing individual vari-
ables independently. The Shewhart Ratio Control Chart and Exponentially
Weighted Moving Average (EWMA) Ratio Control Chart have been devel-
oped based on these distributions to detect deviations from expected process

behavior [141].



40 Chapter 2. Background and Literature Review

o |
oV}
— w=0.2,yw=0.2
0 | vx=0.3, 1 =0.1
— x=0.1,v=0.3
>
‘» o
C - pu—
q) ~
o
v |
o
o | ___.--—_ = SN~ Tm--
o

FIGURE 2.1: The probability density function of Z for the case
p = 0.5, w = vx/7vy and different values of yx, yy.

2.2.2 Compositional Data (CoDa) Distributions

Compositional data (CoDa) distributions arise in situations where the
monitored variables represent proportions of a whole, such as chemical com-
positions in material science, mixture proportions in food processing, and
healthcare biomarker analysis. Traditional SPM techniques may fail to cap-
ture the inherent dependencies in such data, making specialized CoDa dis-
tributions essential for accurate monitoring.

Key distributions used in compositional data analysis for SPM include:

* The Dirichlet Distribution: One of the most commonly used models for
multivariate compositional data, particularly when analyzing propor-

tional relationships in quality control [7].

* The Logistic-Normal Distribution: Applied when compositional data
exhibit skewness and dependency structures, making it more flexible

than the Dirichlet model [7].
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* The Multivariate T-Distribution for Compositional Data: Suitable for
robust monitoring applications where outliers or heavy tails are present

in process data [65].

CoDa distributions are particularly relevant in advanced process moni-
toring systems, where the relationships between process components must
be jointly analyzed rather than treated as independent measurements. The
application of Compositional Data Principal Component Analysis (CoDa-
PCA) and Isometric Log-Ratio (ILR) Transformations has significantly im-
proved the effectiveness of SPM techniques in dealing with compositional
datasets [165].

The application of Ratio Distributions and Compositional Data Distri-
butions in Statistical Process Monitoring (SPM) has enabled significant ad-
vancements in anomaly detection, quality control, and predictive analytics.
These distributions provide essential tools for handling ratio-based and com-
positional data structures commonly encountered in manufacturing, health-
care, and industrial automation. The continued development of hybrid mod-
els that combine machine learning with statistical SPM techniques is expected
to enhance the robustness, adaptability, and accuracy of monitoring systems

in critical applications.

2.2.3 Isometriclog-ratio transformation for multivariate CoDa

Consider a dataset X with N normal observations, denoted as X;,i =
1,...,N, each observation is characterized by | CoDa vectors. Without loss
of generality, we assume that the constant constraint on each CoDa vector
x = (x1,x2,...,%p) € SPisequal to 1, ie., Zle x; = 1. Additionally, we
suppose that each of these I CoDa vectors may have a different number of

parts, denoted as p1, p2, ..., p;. Consequently, each X; can be represented as
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follows:

Xi = [xgl),...,x(l)] = [xgl) ) ) x(l)} e Sy (2.4)

i 11 ey ipll..., 11,..., lpl

where Slp Pl denote the multidimensional (py, . . ., p;)- Simplex space with
dimension /, i.e., Slpl""’p’ = {[x(l),x(2), xD] s xU) e Spf} , X; has dimen-
sion ;-:1 p;- The whole dataset can be presented as follows:
(1) (1) (1) (1 (1 (1)
Xi X0 X1 e Xy e xn,xgz),...,xlpl
X=1|:]|= : : : (2.5)

1 1 1 [ [ I
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The procedure for transforming multivariate CoDa using ilr transforma-
tion method can be outlined as follows:
Algorithm 1: IIr transformation method for transforming multivariate CoDa.

Input: A multivariate CoDa set of size N with / compositional features:
X = {X;,Xp,..., Xn; X;i = Y, X e sPrby,

Output: IIr transformed dataset:

!
X* = {X{,X3,...,X3; X; €R?, whered=)Y (pj—1),i=1,...,N}.
j=1
Step 1: Choose orthonormal bases: For each CoDa feature x(j), choose

an orthonormal basis of S¥i and form the contrast matrix B i associated

with this orthonormal basis.

Step 2: Transforming data: For each data point i and each CoDa fea-

ture jt
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— Compute the clr transformation using Equation

. (j) (j) 2D
clr(xl(])) =|In xil(,) ,In xiz( NA ., In lpé ] (2.6)
8m(xi] ) 8m(xi] ) 8m(x,‘] )

. N , .
where g, (xl(])) = (HZ]:l xf?) = exp <pl] 2?21 log(xl(,i))> is the
()

geometric mean of x;

(7)

i

by xj(j) = clr(x(j)) : B].T

- Compute the ilr coordinates of x ;
— Concatenate all ilr coordinates of each feature to form the full ilr
vector for each data point. The transformed dataset X* is now free
from the unit sum constraint and consists of N data points, each of

the dimension d = 25.:1 (pj — 1). The matrix representation of X*

can be presented as follows:

X; cr(x\") BT ar(x?)-BI ... dr(xl")-B]
X" = =
X% Ch‘(Xg\}))-B-{ clr(xg\?))-BE clr(x%?)-BlT
2.7)

2.3 Industrial Artificial Intelligence

Industrial Artificial Intelligence (Industrial Al) plays a pivotal role in rev-
olutionizing the manufacturing and industrial sectors by optimizing pro-
cesses, improving efficiency, and driving automation [113, 166]. This field
leverages advanced Al methodologies, including machine learning and com-
puter vision, to address complex industrial challenges and enhance real-time
decision-making [264]. By integrating with the Industrial Internet of Things
(IoT) and utilizing state-of-the-art technologies such as edge computing,

digital twins, and cybersecurity, Industrial Al enables the creation of smart
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manufacturing systems, predictive maintenance strategies, and overall oper-
ational improvements [202].

In the subsequent sections, we will examine how different machine learn-
ing algorithms contribute to these advancements, starting with an overview

of fundamental algorithms and their industrial applications.

2.3.1 Areview about Machine Learning Algorithms

Machine learning (ML) encompasses a range of algorithms designed to
analyze data and make predictions. This section introduces essential ML

algorithms and their theoretical foundations.

Linear Regression

Linear regression is a supervised learning algorithm used for predicting
continuous values. It models the relationship between an input variable X

and an output variable Y as:
Y=wX+b (2.8)

where w is the coefficient and b is the bias term. The model minimizes the

Mean Squared Error (MSE):

n

A .1 2
MSE = i=1 (y;l yl) (29)

cited from [140].

Logistic Regression

Logistic Regression is a simple yet powerful algorithm for binary classifi-

cation tasks, using a logistic function to model the probability of an instance
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belonging to a particular class [173, 2]. By applying a linear equation to input

features:

Z = W + wix1 + WwaXxy + - - - + WyXy (2.10)

and transforming the output with a sigmoid function:

_ 1
C 14e2

o(2)

(2.11)

Logistic Regression outputs values between 0 and 1, representing class
probabilities. Due to its simplicity, efficiency, and interpretability, Logistic
Regression is a popular choice for tasks with linearly separable data and pro-

vides a solid baseline for classification problems.

eXtreme Gradient Boosting (XGBoost)

XGBoost, or eXtreme Gradient Boosting, is an advanced machine learning
algorithm known for its speed and high performance, particularly on struc-
tured data [76, 2]. It builds an ensemble of decision trees through boosting,
where each tree corrects the errors of previous ones, ultimately creating a
strong predictive model.

The objective function in XGBoost consists of a loss function and a regu-

larization term:

n
£0) = ) 1y 9i) + L kQfi) (212)
i=1
Where is the loss function, and is the regularization term that helps pre-
vent overfitting?
XGBoost incorporates regularization, making it resistant to overfitting,

and optimizations such as parallel processing, tree pruning, and efficient

handling of missing data. These features make XGBoost highly effective for
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classification and regression tasks, particularly in competitive data science

scenarios that require accurate and efficient predictions.

Random Forest

Random Forest is an ensemble learning algorithm that combines multi-
ple decision trees to improve prediction accuracy and robustness [222, 70, 2].
Training each tree on a different, randomly selected subset of data and fea-
tures creates a diverse "forest" of models, thereby reducing overfitting and
improving generalization.

The final prediction is made by:

Averaging predictions for regression:

M
7= 31 1 () 2.13)

Majority voting for classification:

7 = modefi(x), fo(x),..., fm(x) (2.14)

Random Forest is highly effective for both classification and regression
tasks. It is popular due to its accuracy, resistance to overfitting, and ease of

interpretation, as it provides insights into feature importance.

Light Gradient Boosting Machine (LightGBM)

Light Gradient Boosting Machine (LightGBM) is a highly efficient gradi-
ent boosting framework designed for speed and performance, particularly
with large datasets. It builds an ensemble of decision trees [70, 2], like other
boosting algorithms, but differs by using a leaf-wise growth strategy instead
of level-wise, allowing it to capture more complex patterns and achieve higher
accuracy.

The model follows a leaf-wise tree growth strategy:
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n

L0) =Y Ui 9i) +AYj=1"[wil? (2.15)
i=1

Where is the regularization term controlling complexity?

Decision Trees

A decision tree partitions data into subsets using feature-based splits. The

split criterion is chosen based on measures like information gain:
£ S|
IG=H(S —H(S; 2.16
}_:1 5 216)
as described in [62].

Support Vector Machines (SVM)

SVM is a classification algorithm that finds an optimal hyperplane, maxi-

mizing the margin between classes. It solves the optimization problem:
miansz (2.17)
w,b 2 '
subject to:
yi(w-x;+b)>1, Vi (2.18)

as formulated in [37].

K-Nearest Neighbors (KNN)

KNN is a non-parametric algorithm that classifies data points based on
the majority class of their k nearest neighbors, computed using Euclidean

distance:

d(x;, xj) = \/kZ(xik — Xxj)? (2.19)
=1

[141].
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K-Means Clustering

K-Means is an unsupervised learning algorithm that groups data into k

clusters by minimizing intra-cluster variance:

k
J=Y Y llx—mull? (2.20)

i=1 XGCZ'

as discussed in [237].

Naive Bayes Classifier

Naive Bayes is a probabilistic classifier based on Bayes’ theorem:

P(Y|X) = % (2.21)

Assuming feature independence, it simplifies to:
P(Y|X) e P(Y HP X;|Y) (2.22)
as referenced in [185].

Support Vector Data Description (SVDD)

Support Vector Data Description (SVDD) is a one-class classification method
that extends the concept of Support Vector Machines (SVM) to describe the
boundary of a dataset. The goal of SVDD is to find a minimal enclosing hy-
persphere that captures most of the training data while minimizing the effect
of potential outliers [205].

Mathematically, SVDD aims to determine a hypersphere characterized by

center ¢ and radius R that minimizes the objective function:

RZ4+C 2.23
fzncl?, - 1_2161 (2.23)
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subject to the following constraints:

Ixi —c||>?<R*+¢&, &>0, i=1,...,n (2.24)

where ¢; are slack variables allowing for soft-margin tolerance, and C is
a regularization parameter that controls the trade-off between the volume of
the hypersphere and the penalty for outliers [205].

These fundamental ML algorithms form the basis for advanced machine-

learning techniques explored in later sections.

KNN imputation

K-Nearest Neighbors (KNN) imputation is a technique for handling miss-
ing data by using the values of nearby, similar instances [258, 169]. For each
missing value, it finds the "K" nearest neighbors based on feature similarity
and then calculates an average or majority value from those neighbors to re-
place the missing entry. This approach enables more informed estimates than
simply filling in with means or medians by leveraging relationships within

the data.

Independent Component Analysis (ICA)

ICA is a computational technique used to separate a multivariate signal
into additive, independent components [136]. It assumes that the observed
data is a mixture of underlying sources and works to identify statistically
independent signals, often used for tasks like noise reduction, feature extrac-
tion, and dimensionality reduction. ICA is particularly useful when the goal
is to reveal hidden factors or patterns in data, and it has applications in areas

such as image processing, EEG signal analysis, and finance.
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Isolation Forest

Isolation Forest is an effective algorithm for detecting and removing out-
liers in datasets by isolating instances that differ significantly from the ma-
jority [245]. Unlike traditional methods that rely on distance or density, Iso-
lation Forest works by randomly partitioning data points and constructing
isolation trees. Outliers, being more isolated, tend to appear closer to the root
of these trees, whereas normal points require more splits to be isolated. This
makes Isolation Forest particularly suitable for high-dimensional datasets, as
it efficiently identifies and eliminates outliers, improving the overall quality

of the dataset for downstream tasks.

2.3.2 Deep Learning

Deep learning has emerged as one of the most powerful techniques in
machine learning, achieving significant success in various domains, includ-

ing image recognition, natural language processing, and speech recognition.

Convolutional Neural Networks

Convolutional Neural Networks (CNNs) are a class of deep neural net-
works specifically designed to process data with grid-like structures, such as
images and videos. Unlike traditional neural networks, CNNs utilize convo-
lutional layers to automatically learn features from data, thus reducing the re-
liance on manual feature extraction. The structure of CNNs typically consists
of convolutional layers, pooling layers, and fully connected layers, enabling
the network to learn features at various levels of abstraction [108]. CNNs
have achieved remarkable success in various tasks such as image recognition
and classification, particularly after Alex Krizhevsky and colleagues intro-
duced the AlexNet architecture in 2012, which achieved impressive results in

the ImageNet competition [108]. Moreover, CNNs have been widely applied
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in speech recognition, video analysis, and healthcare fields because they can

effectively learn and extract features from complex data [159].

Long Short-Term Memory

Long Short-Term Memory (LSTM) is a type of recurrent neural network
(RNN) designed to address the vanishing gradient problem commonly en-
countered in traditional RNNs. LSTM can retain information over long peri-
ods, enabling the model to learn long-term dependencies in sequential data.
The structure of LSTM includes three main gates: the forget gate, the input
gate, and the output gate, which control the flow of information into and out
of the cell state, thereby regulating the storage and forgetting of information
[83]. LSTM has been widely applied in various fields such as speech recogni-
tion, machine translation, time-series analysis, and human action recognition
due to its capacity to capture and maintain long-term dependencies in data.
For example, Graves et al. (2013) utilized LSTM to develop powerful lan-

guage models for automatic speech recognition [74].

Generative Adversarial Networks

Generative Adversarial Networks (GANSs) are a class of deep learning
models introduced by Ian Goodfellow and colleagues in 2014. GANs consist
of two neural networks: a generator and a discriminator, which operate in an
adversarial manner. The generator creates fake data, while the discrimina-
tor attempts to distinguish between real and fake data. The training process
is adversarial, where both networks improve their capabilities, resulting in
the generation of increasingly realistic fake data [73]. Since their introduc-
tion, GANs have been widely applied across various fields, including image,
video, and audio generation, as well as medical data synthesis. They have
proven capable of generating high-quality fake data, opening up numerous

potential applications in art, entertainment, and scientific research [230].
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Deep Convolutional K-Means

Deep Convolutional K-Means (DCKM) is a novel clustering method pro-
posed by Anurag et al.[71]. DCKM integrates the capabilities of convolu-
tional neural networks (CNNs) with K-means clustering to create a robust
framework for unsupervised learning suited for image data. Traditional CNN-
based clustering approaches often rely on encoder-decoder architectures, which
can lead to overfitting in data-limited situations due to the need for addi-
tional weights in the decoder network. DCKM addresses this limitation by
introducing a Deep Convolutional Transform Learning (DCTL) that elimi-
nates the decoder, thereby learning fewer parameters and reducing the po-
tential for overfitting. The schematic diagram of DCKM is shown in Figure

2.2
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FIGURE 2.2: Schematic diagram of Deep Convolutional K-
Means

Autoencoders and Variational Autoencoders

Autoencoders and Variational Autoencoders (VAEs) are two types of deep
neural networks designed to learn compressed representations of data, com-
monly used in tasks such as dimensionality reduction, data reconstruction,
and generative modeling. Autoencoders comprise two primary components:
an encoder and a decoder. The encoder maps the input data to a lower-
dimensional latent space, while the decoder reconstructs the data from this

latent representation. The training process aims to minimize the difference
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between the input data and the reconstructed output, allowing the network
to learn essential features of the data [267]. Variational Autoencoders (VAEs)
extend the concept of autoencoders by incorporating Bayesian inference into
the learning process. Instead of learning a fixed latent representation, VAEs
learn the probability distribution of the latent space, allowing for the gener-
ation of new data by sampling from this distribution. This is achieved by
minimizing the difference between the latent distribution and a prior distri-
bution and the reconstruction loss between the input and output data [105].
Both models have been widely applied in various domains, including image
processing, time-series analysis, and data generation, due to their ability to

effectively learn and generate complex data [105].

Transformers

Transformers are a deep learning architecture first introduced in the pa-
per "Attention is All You Need" by Vaswani et al. in 2017. Unlike previ-
ous models such as RNNs and LSTMs, Transformers leverage the attention
mechanism to process sequential data without relying on traditional sequen-
tial structures. This enables the model to efficiently learn long-range depen-
dencies in data. Since its introduction, Transformers has achieved remark-
able success in various natural language processing tasks, including ma-
chine translation, classification, and generation. Models like BERT and GPT
have demonstrated exceptional performance in understanding and generat-
ing natural language. Additionally, Transformers have been applied in other
tields, such as computer vision and time-series analysis [219].

Vaswani et al. [219] introduced a novel architecture called Transformer
for sequence-to-sequence learning. One of the key components of transform-
ers is the attention mechanism. The attention mechanism examines an input
sequence and determines at each step which other parts of the sequence are

most important. Similar to LSTMs, a transformer transforms one sequence
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Scaled Dot-Product Attention Multi-Head Attention

FIGURE 2.3: An illustrative diagram of the attention mecha-

nism and its parallelization, regenerated from [219]. Left: the

attention mechanism. Right: parallelization of the attention
mechanism.

into another with the help of two parts: an encoder and a decoder. How-
ever, it differs from existing sequence-to-sequence methods in that it does not
rely on any recurrent networks (GRU, LSTM, etc.). The encoder and decoder
consist of modules that can be stacked on top of each other multiple times.
Each module mainly consists of multi-head attention and feed-forward lay-
ers. The input and output are first embedded into an n-dimensional space
since they cannot be used directly. Another part of the model is the posi-
tional encoding of different words. Since no recurrent networks can remem-
ber how a sequence is fed into the model, a relative position is encoded for
every part of the input sequence. These positions are added to the embedded
n-dimensional vector of each input subsequence.

The attention mechanism used in transformers can be described by the
following equation:

. QKT
Attention(Q, K, V) = Sofmax [ == | V, (2.25)

Vg

where Q is the query matrix (vector representation of input sub-sequence),
K is all the keys (vector representations of all the sequences), and V is the
values (vector representations of all the sequences). For the encoder and the
decoder, the multi-head attention modules, V, consist of the same word se-

quence as Q. However, for the attention module that takes in the encoder and
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decoder sequences, V differs from the sequence represented by Q. In other
words, V is multiplied and summed with the attention weights <y, defined by

the following equation:

v = Sofmax <Q—\/I;_:> . (2.26)

The self-attention mechanism is applied multiple times in parallel, along
with the linear projections of Q, K, and V. It helps the system to learn from
different representations of Q, K, and V. The weight matrices W that are
learned during the training are multiplied by Q, K, and V to learn the lin-
ear representations. Figure 2.3 gives an illustrative diagram of the attention
mechanism and its parallelization.

Moreover, positional encoding is used to track the input and output se-
quences. Finally, transformers employ feed-forward networks. These feed-
forward networks have identical parameters for each position of the input
sequence, which describes each element from a given sequence as a separate
but identical linear transformation.

Transformers have various applications because they utilize attention mech-
anisms, which enable machine learning models to learn from data more ef-
fectively, thereby improving the performance of numerous machine learning
tasks, such as those in natural language processing [174]. For example, a hy-
brid HAR classifier using CNNs and transformers was introduced in [116],
which employs a two-streamed structure to capture both time-over-channel
and channel-over-time features, and utilizes a multi-scale convolution aug-

mented transformer to capture range-based patterns.

TabNet

TabNet is a deep learning model explicitly designed for tabular data,

leveraging attention mechanisms to select relevant features for each instance
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during training [11]. Unlike traditional neural networks, which treat all fea-
tures uniformly, TabNet dynamically focuses on the most informative fea-
tures at each decision point, improving performance and interpretability.

TabNet uses a sequential attention mechanism defined as:

MO = (W £ 4 pit)y (2.27)

Where represents the mask that selects the most important features at this
step.
It combines the strengths of decision trees and deep learning by allowing

for efficient, hierarchical feature selection and reasoning.

2.3.3 Federated Learning and Cybersecurity

Federated Learning (FL) [139] is a concept in distributed machine learning
where edge devices or independent organizations (such as hospitals, compa-
nies, etc.) collaborate to train a shared model, known as the global model.
The training of the global model occurs without requiring participating edge
devices to share their raw data with other nodes or a central server. Instead,
each edge device trains a local model using its private data and only shares
the trained parameters with a central server in centralized FL or with all other
nodes in decentralized FL.

The aggregation of local models is conducted based on a specific aggrega-
tion algorithm to compute the parameters of the global model [256], among
which the Fed Avg algorithm [137] is the most widely used [199]. Mathemat-

ically, the Fed Avg algorithm is expressed as follows:

K
AW = ZE 3wy, (2.28)
MK k=1
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where AW represents the globally aggregated weights, 1y and ng denote the
number of samples in an individual edge device and the total number of
samples from all participating edge devices, respectively. W/ refers to the lo-
cally trained weights of the k-th edge device/client, and K represents the total
number of edge devices/clients participating in the global round. The pro-
cess of updating the global model is iterated until the desired performance
level is achieved or the performance of the global model ceases to improve

significantly.

In Federated Learning (FL), handling non-independent and identically
distributed (non-i.i.d.) data presents a significant challenge, particularly in
the context of poisoning attacks. A typical feature of FL is the collabora-
tion of distributed clients to train a global model without sharing their local
data, which ensures privacy. However, this distributed architecture exposes
the system to various vulnerabilities, especially when malicious clients inject
poisoned data into their local models. These attacks can range from data poi-
soning, where the local data is manipulated, to model poisoning, where the
model parameters are altered after training. Non-i.i.d. data, where the dis-
tribution of data across clients varies significantly, exacerbates the difficulty
in detecting poisoning attacks. Traditional detection methods often assume
independent and identically distributed (i.i.d.) data, where all clients draw
their data from the same distribution. When the data is non-i.i.d, the model
updates from different clients might naturally differ due to these inherent
data variations, making it harder to distinguish between legitimate updates

and malicious ones.

Poipose a significant security threat that can severely compromises se-
curity threat that can severely impair the performance of the global model.

These attacks can be categorized into data poisoning and model poisoning.



58 Chapter 2. Background and Literature Review

In data poisoning attacks, adversaries manipulate the training data on com-
promised devices. In contrast, in model poisoning, attackers manipulate the
model parameters after training them on benign data but before uploading
them to the global server [67]. These attacks can undermine the collective
goal of FL, which is to train a robust global model without sharing sensi-
tive data across clients. The challenge of detecting poisoning attacks arises
from the nature of federated learning, where the detection system does not
have access to the raw local training data of the edge devices. Consequently,
traditional methods that rely on inspecting local data or models are ineffec-
tive. Researchers have proposed several detection mechanisms, but they of-
ten rely on assumptions such as the knowledge of the number of attackers
or the use of independent and identically distributed (i.i.d.) data [67]. Fur-
thermore, the computational complexity of existing methods is high, limit-
ing their scalability and applicability in real-world scenarios. To address the
above-mentioned attacks, many defense methods have been proposed. Hu
et al. [85] surveyed the state-of-the-art defensive methods against Byzantine
attacks in FL. They show that Byzantine attacks by malicious clients can sig-
nificantly reduce the accuracy of the global model. Moreover, their results
show that existing defense solutions cannot fully protect FL against such at-
tacks. In [239], Xia et al. summarized poisoning attacks and defense strate-

gies according to their methods and targets.

2.3.4 Explainable Al

Explainable Artificial Intelligence (XAI) plays a pivotal role in enhanc-
ing the transparency, trust, and interpretability of Al systems, particularly
in critical sectors like healthcare and smart manufacturing. In healthcare,
Al models are increasingly being used to assist in medical decision-making,

diagnostics, and personalized treatment planning. However, the black-box
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nature of many Al algorithms, particularly deep learning models, raises con-
cerns about the reliability and ethical implications of their use in sensitive
areas where human lives are at stake.

In healthcare, the need for XAl is particularly significant. For example, in
[4], the authors explore how XAI techniques can be used to improve the in-
terpretability of AI models used for medical diagnostics. The application of
SHAP and LIME helps provide both global and local explanations for predic-
tions made by these models, allowing healthcare professionals to understand
the rationale behind diagnostic results and treatment recommendations. This
is crucial in building trust and ensuring that Al tools are used effectively in
clinical settings. Furthermore, XAI enables clinicians to identify and correct
potential biases in Al systems, ensuring fairness and reducing the risk of
harm in decision-making processes.

Similarly, in smart manufacturing systems, XAl is essential for improving
the security, efficiency, and reliability of Al-driven processes. Manufacturing
systems are becoming increasingly interconnected, with machines, sensors,
and control systems working in tandem to optimize production. In these
environments, anomaly detection and predictive maintenance powered by
Al models are crucial for ensuring smooth operations. However, the lack of
explainability in these models can hinder their adoption and effectiveness.
In [232], the authors discuss how XAI can be applied to intrusion detection
systems (IDS) in manufacturing environments to explain detected anoma-
lies and attacks. By using SHAP to generate both local and global expla-
nations, the IDS models become more transparent, helping administrators
understand the features influencing model decisions and enabling more ef-
fective mitigation of cyber threats.

XAlI also plays an important role in the context of fault diagnosis in man-
ufacturing systems. In [25], XAl is used to diagnose faults in rotating ma-

chinery, where it helps classify and analyze anomalies in critical components
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like rotors and bearings. This application of XAl ensures that the root causes
of faults are identified, allowing for more precise and timely interventions.
Overall, the integration of XAl into healthcare and smart manufacturing sys-
tems not only enhances the effectiveness of Al models but also addresses
concerns related to transparency, fairness, and accountability.

Explaining the effect of features is crucial in machine learning because it
helps us understand which variables are driving model predictions, making
models more interpretable and transparent. This is especially important in
areas where decisions impact people’s lives, such as healthcare, finance, and
law. When we know which features are most influential, we can verify that a
model is making logical and fair decisions, adjust the model if it exhibits bias,
and communicate its reasoning to stakeholders [4]. One popular method for
feature explanation is SHAP (Shapley Additive exPlanations) values [203].
SHAP values use principles from game theory to allocate each feature’s con-
tribution to a prediction, giving a clear indication of each feature’s positive
or negative impact. SHAP values provide consistent, model-agnostic expla-
nations, making them valuable for interpreting complex models like neural
networks or ensemble methods. This approach helps increase trust in ma-
chine learning models by making their predictions more transparent and un-

derstandable.

2.4 Blockchain Background and related works on

RUL prediction

Blockchain (BC) technology provides a robust solution to the challenges
encountered in Federated Learning (FL). BC ensures trust, transparency, and
security throughout the collaborative model training process by establish-
ing a decentralized and immutable ledger. Its ability to reinforce data pri-

vacy, incentivize participation, and enhance scalability makes BC a crucial
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enabler for secure and efficient FL deployment across various dynamic and
diverse environments. Additionally, integrating Artificial Intelligence (AI)
with blockchain holds great promise. Al brings pattern recognition, ma-
chine learning, and decision-making capabilities, which, when combined
with blockchain’s transparency and security, can create highly efficient and
trustworthy systems for sectors such as supply chain management, health-
care, and finance. The synergy between BC and Al can also address chal-
lenges such as ensuring data integrity in AI models and facilitating decen-
tralized Al marketplaces. This section explores the fundamental aspects of
BC, including its definition, smart contracts (SC), and architecture concern-

ing FL and its integration with AL

2.4.1 Blockchain

BC functions as a decentralized, distributed database [158]. Within this
system, transactional records are linked sequentially into chains of blocks
and stored in chronological order. Each transaction is secured using cryp-
tographic techniques and Proof-of-Work (PoW) mechanisms, ensuring data
integrity and preventing tampering or forgery [123]. Figure 2.4 illustrates
the core BC structure and data flow, where each block contains a header
with metadata and transactional records. These blocks are interconnected
via cryptographic hash pointers, forming a comprehensive and immutable
ledger. The BC architecture comprises multiple layers, including the data
layer, incentive mechanism, consensus layer, network layer, and application
layer. BC can be categorized into three main types: public, consortium, and
private. The selection of a BC type depends on specific business require-
ments; however, only the public chain fully aligns with the original decen-
tralized vision of BC. Moreover, integrating Al with blockchain offers new

possibilities for enhancing blockchain systems. For example, Al can be used
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to optimize blockchain’s scalability and performance, while blockchain en-
sures the integrity of AI model training and data collection processes [243].
Additionally, blockchain provides a secure and decentralized way to share
data and Al models, overcoming the challenges of trust and centralization in
traditional systems. The combination of these two technologies creates de-
centralized Al marketplaces, which can securely exchange data and models
without the need for intermediaries [89]. This convergence of blockchain and
Al technologies is paving the way for more robust, scalable, and transparent

systems across multiple industries.
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FIGURE 2.4: Basic concept of BC and its data flow from raw
data to blocks.

2.4.2 Smart Contracts (SC)

SC is an essential application of Blockchain (BC) technology that enables
automated, transparent, and trustless transactions, eliminating the need for
intermediaries in many cases. A smart contract is a self-executing program
that operates according to the terms defined in its code. It digitally verifies
and automatically enforces the terms of an agreement, ensuring that the con-
tract is executed as specified without human intervention or the involvement

of a central authority [28]. These contracts are stored and processed on the
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blockchain, providing them with immutability and traceability, critical for
secure and reliable execution [45].

In a Federated Learning (FL) context, SCs are crucial in improving the
overall system by ensuring transparent and fair processes. As shown in
Figure 2.4, SCs are used to manage the interactions between different par-
ticipants in the FL ecosystem. They validate model updates, ensuring that
only authorized participants can contribute to the training process and that
their contributions are accurately recorded and compensated [123]. More-
over, SCs facilitate the creation of decentralized applications (dApps), where
participants can interact with each other directly, further enhancing the ef-
ficiency of FL systems. By incorporating SCs, the FL process benefits from
enhanced security, as every transaction and model update is recorded on
the blockchain as transparent and immutable. This creates an auditable trail
crucial for resolving disputes or ensuring compliance with the agreed-upon
terms in FL-based applications [123]. Furthermore, SCs are instrumental in
managing incentives for fair participation. By automating reward distribu-
tion based on contributions, they prevent the need for trust in a central au-
thority and ensure that all participants are incentivized in a transparent and
verifiable manner. This transparency in rewards and punishments is essen-
tial in environments where multiple parties, often with competing interests,

are involved in the learning process.

2.4.3 RUL prediction

In this subsection, we provide an overview of RUL prediction, encom-

passing both traditional methods and the emerging FL approach.
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Traditional RUL prediction approaches at a single site

Traditional RUL prediction approaches typically rely on various aspects,
such as physical characteristics, structural attributes, historical data, sensor
measurements, and the observed behaviors of components or systems to es-
timate the remaining operational lifespan at a single site. These conventional
methodologies have been instrumental in predicting RUL, primarily empha-
sizing localized data analysis and predictive modeling. Specifically, data-
driven approaches are increasingly favored for RUL predictions, eclipsing
model-based methods due to their independence from knowledge of the un-
derlying engineering system [114]. In industries, the inherent complexity
of real-world systems makes it challenging to accurately represent all sys-
tems using solvable mathematical or physics-based approaches [81]. In ad-
dition, the proliferation of sensors has provided abundant data on system
conditions. Concurrently, the maturation and widespread adoption of ma-
chine learning (ML) techniques have popularized ML-based models for RUL
predictions, including approaches such as random forests and various neu-
ral networks. These models capture the intricate relationships between sys-
tem health and RUL without necessitating an in-depth understanding of the
degradation processes.

However, data-driven prognostics in decentralized industries face multi-
ple challenges due to the sparse nature of the data and the specific require-
ments of the predictive tasks [186]. One primary concern is the decentralized
nature of the condition monitoring data, which is typically collected from di-
verse sites across the globe [215]. These data sets often present high variance
due to the differing operational environments, machine usage patterns, and
maintenance practices at each site [58]. As a result, building a generic model

that can accurately predict the RUL across all sites becomes a considerable
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challenge [63, 227]. Addressing these challenges requires a novel method-
ology that can leverage condition monitoring data from multiple sites while
preserving each site’s data privacy and trust. FL offers a promising solution
to these challenges. In the next section, we discuss the FL-based approach

for RUL prediction in detail.

FL-based approaches for RUL predictions across multiple sites

This section discusses how the FL overcomes problems with centralized
methods. As aleader in collaborative machine learning, FL allows us to train
models on many devices without sharing personal data. We will look at the
basics, benefits, and uses of FL in RUL prediction. We will also talk about
how FL can make a big difference in predictive maintenance by solving issues
with old methods.

In an FL algorithm, a specific ML model is trained, distributed among
some edge devices, and then aggregated in a server. Let d be the dimension of
the model parameters; FL algorithm finds a model parameter set as w € R?

in each worker that can be expressed as:

min{f(w)}, (229)

where
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i
is the loss function to be minimized, K is the number of worker, f;(w) is the
worker k’s loss function, and n; is size of worker’s dataset. Various tech-
niques such as learning federated averaging (FedAvg), federated stochastic
gradient descent (FedSGD), and federated proximal (FedPro), can be used
to facilitate collaborative model training across decentralized devices [122].
Particularly, FedAvg is lauded for its simplicity and interpretability but em-

ploys a fixed global learning rate. In contrast, FedSGD offers hyperparameter
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flexibility but may encounter privacy challenges. Finally, FedPro provides
convergence guarantees under specific conditions but involves complex hy-
perparameter fine-tuning. In consideration of the objectives of our study,
the Fed Avg algorithm is chosen due to its simplicity and alignment with our
research goals, focusing on FL's application in real-time RUL prediction, as
detailed in [122].

In the FL-based approach, multiple ML algorithms can be used for RUL
prediction, i.e., minimize loss function f;(w) between prediction and actual
values. Multiple methods, including linear regression [234], radical basic
functions [235], deep neural networks (DNN) [167], and support vector ma-
chine (SVM) [157] algorithms, can serve as ML models in the FL process. The
tigure 2.5 illustrates how ML models for RUL prediction are incorporated
into the FL architecture across various sites. Each site (Factory 1 to Factory
K) trains the RUL prediction models locally to maintain data privacy and
security. These models” parameters are then transmitted to the aggregation
server, which employs the Fed Avg algorithm to integrate the individual con-
tributions into a cohesive global model. Subsequently, this refined global
model is redistributed to each site. Note that this study underscores the ben-
efits of combining Blockchain (BC) technology with FL to enhance security
and trust in the distributed learning process rather than improving the RUL

prediction performance of the ML model utilized.
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FIGURE 2.5: Architecture of the FL process using ML model.

Major problems of FL in RUL prediction

In the FL. domain, the quintessential challenge is to derive a comprehen-
sive statistical model leveraging datasets dispersed across numerous remote
devices, ranging from a few to potentially millions [135, 121]. Such a process
is encapsulated by Eq. (2.30), the local objective function f;(w) represents
the empirical risk calculated from the data on each remote device. Although
FL inherently integrates mechanisms designed to safeguard against unautho-
rized access and data breaches, it is not impervious to adversarial exploits,
which could undermine the system’s integrity and the data’s confidentiality.
As shown in Fig. 2.6, it succinctly enumerates the advantages and disad-
vantages of employing FL in the context of real-time RUL predictions, delin-
eating them into four beneficial attributes juxtaposed against four potential

drawbacks.
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FIGURE 2.6: Pros (left) and cons (right) of FL in RUL prediction.

In the pursuit of enhancing the efficacy of Federated Learning (FL) for in-
dustrial Remaining Useful Life (RUL) predictions, the integration of blockchain
(BC) technology emerges as a promising solution [131]. This amalgamation
amplifies the inherent advantages of both FL and BC and adeptly navigates
through the multifaceted challenges prevalent in this domain. The following
section will delve into the intricacies of the proposed blockchain-enhanced

FL framework, tailored explicitly for RUL prediction in industrial contexts.

2.5 Performance Evaluation

Control charts are evaluated based on their ability to detect process shifts
efficiently (e.g., ARL, false alarm rate, detection probability), while machine
learning models are assessed using predictive accuracy, robustness, and com-

putational efficiency (e.g., precision, recall).

2.5.1 Performance Evaluation for Control Charts

The design of control charts serves two main objectives: i) minimizing

the false alarm rate in an in-control process and ii) ensuring a higher false
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alarm rate in an out-of-control process. Various metrics have been proposed
to assess the effectiveness of control charts. One such metric, introduced by
Aronian and Levene (1950) [12], utilizes the Run Length (RL) distribution to
evaluate the performance of control charts. The RL is defined as the number
of points on a chart until a control chart signals an out-of-control condition.

The Average Run Length (ARL), which is the mean value of RL, is fre-
quently used as a standard measure for control chart performance. When
the process is in control, ARL is referred to as ARL(, and when the process
is out of control, it is denoted as ARL;. To evaluate the performance of a
chart, ARL is set as a fixed value, while ARL; is used to determine the ef-
fectiveness of the chart. A smaller value of ARL; indicates a more effective
chart.

The ARL in an in-control process is defined by the equation:

1
ARLy = —
o
where « represents the Type I error. For an out-of-control process, ARL is
defined as:

ARL; = .

1-p
where S is the Type II error. In instances where process parameters need
to be estimated, the Expected Average Run Length (EARL) is considered to
study control chart performance. Often, the distribution of RL is skewed, and
thus, the Median Run Length (MRL) is preferred as a more accurate measure.
To evaluate the dispersion of the Run Length, we use the Standard Devi-

ation of the Run Length (SDRL), which is calculated as:
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In several cases, when there is no preference for any specific shift size,
one may suggest assigning a distribution for the process shift in a predicted
interval. The expected average run length (EARL) is used to evaluate the

statistical performance of the corresponding chart, where
EARL = / ARL X fo(1)dr, (2.31)
0

fr(T) stands for the ditribution of the shift size T in the interal Q) and ARL
is as defined in (3.11). When there is no information about 7, a uniform dis-

tribution of T could be applied, ie. is the distribution of f;(t) = ;L for

TeQ=]ab].

2.5.2 Performance Evaluation for Machine Learning

To evaluate the classification performance of the proposed transformer-
based classifier, we utilize the following four classification metrics, which

are widely used for assessing machine learning models [64, 107].

1. Accuracy is defined as the correctly predicted observation divided by

total observations, as given below:

Accuracy = TP+ IN
Y = TP+ FP+ EN + TN’

(2.32)

where TP, TN, FP, and FN are true positives, true negatives, false posi-

tives, and false negatives number of samples, respectively.

2. Precision is defined as the number of true positives divided by the total
number of true positives plus the total number of false positives for a

given class, given as follows:

. TP
Precision = TP+ P’ (2.33)
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3. Recall is defined as the total number of true positives divided by total

true positives plus false negatives for a given class, given as follows:

TP

Recall = m—m

(2.34)
4. Fl-score is defined as the weighted average of precision and recall,

given as follows:

2 x Recall x Precision
- = . 2.35
Fl-Score Recall + Precision ( )

All the above four performance metrics used are defined for binary clas-
sifiers only, so for multi-class HAR classifiers, we used the one-versus-rest

strategy to calculate the performance metrics for each class.

2.6 Monitoring, Anomaly Detection, Classification,
and their Applications in Smart Manufactur-

ing and Healthcare: state of the art

The development of Al and statistical techniques has significantly ad-
vanced the fields of monitoring, anomaly detection, and classification, en-
abling intelligent decision-making and improving efficiency across various
domains. Traditional statistical methods have long been the foundation of
anomaly detection, focusing on probabilistic modeling and hypothesis test-
ing to identify deviations in structured datasets. Meanwhile, ML approaches,
especially deep learning models, have expanded these capabilities by en-
abling automated feature extraction and adaptive learning from complex,

high-dimensional data [98, 59].
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Statistical approaches, particularly statistical process control (SPC), have
played a fundamental role in monitoring production processes and maintain-
ing quality control in industries. Control charts, such as Shewhart, exponen-
tially weighted moving average (EWMA), and cumulative sum (CUSUM)
charts, have been widely used to track variations and detect shifts in produc-
tion parameters [141, 237]. In addition, statistical anomaly detection tech-
niques based on probabilistic models, Bayesian inference, and regression
analysis have been successfully applied to detect irregularities in both in-
dustrial and healthcare data. These methods excel in environments where
domain knowledge allows the definition of clear statistical thresholds for
normal and abnormal behavior.

However, the increasing complexity of modern industrial and healthcare
systems necessitates more adaptive and scalable techniques beyond tradi-
tional statistical methods. Machine learning, particularly unsupervised learn-
ing models, has revolutionized anomaly detection by identifying patterns
without predefined labels. Clustering algorithms such as k-means and DB-
SCAN have been applied in cybersecurity, fraud detection, and manufac-
turing defect identification to detect unusual patterns indicative of system
failures or security breaches [36]. Additionally, autoencoders and generative
adversarial networks (GANSs) have demonstrated strong performance in de-
tecting anomalies in complex data streams, particularly in predictive main-
tenance and fault detection scenarios [88].

Classification models, another critical aspect of ML, have facilitated more
effective decision-making in domains such as disease diagnosis, predictive
maintenance, and industrial automation. Traditional classification techniques,
including support vector machines (SVMs), decision trees, and logistic re-
gression, have been successfully applied in structured data analysis for cate-
gorizing faults, diseases, and operational conditions [110]. However, deep

learning-based classifiers, such as convolutional neural networks (CNNs)
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and recurrent neural networks (RNNs), have significantly improved accu-
racy in unstructured data applications, including medical imaging, speech
recognition, and industrial automation[138]. Integrating federated learning
(FL) has further enabled decentralized model training while preserving data
privacy, a crucial requirement in healthcare and distributed manufacturing
systems [176, 265].

Recent advancements in explainable Al (XAI) have sought to bridge the
gap between the high accuracy of ML models and their interpretability. SHAP
values, LIME, and counterfactual explanations are emerging techniques that
provide insights into how ML models arrive at their decisions, increasing
trust in Al-driven monitoring and classification systems [77]. This is par-
ticularly relevant in healthcare applications, where Al-based diagnostic and
anomaly detection systems must align with medical best practices and regu-
latory requirements.

Overall, the synergy between statistical methods and machine learning
has significantly improved monitoring, anomaly detection, and classifica-
tion, addressing critical challenges such as data complexity, scalability, and
interpretability. While statistical approaches remain indispensable for well-
defined problems with structured data, ML techniques have expanded capa-
bilities to unstructured, high-dimensional datasets, enabling automation and
real-time decision-making across industries. Future research will continue to
refine these methodologies, integrating advancements in federated learning,
explainable Al, and hybrid statistical ML models to ensure transparency, se-

curity, and efficiency in critical domains.
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2.6.1 Artificial Intelligence and Statistical Methods for Smart

Manufacturing

Smart Manufacturing is characterized by integrating advanced technolo-
gies such as cyber-physical systems, the Internet of Things (IoT), cloud com-
puting, and artificial intelligence with traditional manufacturing processes|[68].
This approach enables real-time data collection, analysis, and decision-making,
thereby enhancing the flexibility, efficiency, and responsiveness of produc-
tion systems. The core of smart manufacturing lies in its ability to utilize
data-driven models and predictive engineering to optimize operations, en-
sure sustainability, and facilitate resource sharing across manufacturing net-
works. As a key element of the next industrial revolution, smart manufactur-
ing is poised to transform traditional production into highly automated, in-
telligent, and interconnected systems [110].Al and statistical techniques have
significantly transformed the landscape of smart manufacturing, promising
unprecedented efficiency, flexibility, and intelligence in industrial operations.
At the heart of this transformation lies the capability of ML algorithms to an-
alyze vast amounts of data, learn from it, and make informed decisions or
predictions, leading to optimized processes and reduced downtimes. In-
tegrating ML into manufacturing processes marks a pivotal shift towards
more agile, smarter, and sustainable production systems. As highlighted
in the document, machine learning-based anomaly detection plays a critical
role in maintaining the integrity and performance of manufacturing systems.
Anomaly Detection (AD), a process of identifying instances that deviate sig-
nificantly from the norm, is essential for the early detection of potential fail-
ures, quality issues, or cybersecurity threats [36, 88]. Powered by ML, this
early detection capability enables manufacturers to preemptively address is-

sues, enhancing operational reliability and safeguarding against potential
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losses. Moreover, the evolution towards smart manufacturing is deeply in-
tertwined with the concept of federated learning. This technique enables
collaborative learning of a shared prediction model while keeping all train-
ing data on the device, effectively addressing concerns related to privacy,
security, and data locality [138]. This approach not only democratizes the
benefits of ML across various stakeholders in the manufacturing ecosystem
but also opens new vistas for innovation and efficiency enhancement. In the
era of Industry 4.0, where digitalization and interconnectivity define compet-
itive advantage, the role of ML in smart manufacturing becomes even more
pronounced. By harnessing the power of ML, manufacturers are not only
able to optimize their operations but also drive toward a future where ma-
chines and humans collaborate more seamlessly. This collaboration is poised
to unlock new levels of creativity, customization, and service excellence, ulti-
mately realizing Industry 5.0’s vision, where technology serves humanity in

sustainable, resilient, and human-centric ways.

As we face this technological revolution, explainable artificial intelligence
(XAI) becomes important. XAl ensures that the decisions made by ML mod-
els are transparent, understandable, and, most importantly, trustworthy. This
trust is crucial for human operators who oversee and interact with these sys-
tems, ensuring that the integration of ML into manufacturing processes en-
hances efficiency and aligns with ethical standards and societal values [77].
Therefore, as smart manufacturing evolves, the synergy between ML, feder-
ated learning, and XAI will shape future factories and redefine the essence of

industrial production in the digital age.
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2.6.2 Industrial Al for Health and Wellbeing, Smart Health-

care

In the context of increasingly Smart healthcare, applying advanced tech-
nologies such as monitoring, anomaly detection, and classification has be-
come critical in enhancing the quality of medical services and optimizing
patient care processes. The advent of Artificial Intelligence (Al) in the health-
care sector represents a pivotal shift towards smarter, more efficient health-
care delivery systems. This transformation is primarily fueled by the inte-
gration of wearable technology and the Internet of Things (IoT), marking a
significant leap from Industry 4.0 to Industry 5.0. This new era aims at op-
timizing resource efficiency, safety, and economic efficacy. Wearable IoT de-
vices, in parallel with humans, optimize tasks and meet the evolving require-
ments of the new industrial era. The amalgamation of Al algorithms with IoT
in wearable technologies, alongside advancements in sensor technology, has
spearheaded significant innovations across various sectors, including manu-
facturing, healthcare, sports, etc., thereby enhancing the quality and accessi-

bility of services [160, 162, 187, 111].

Many studies have utilized deep learning (DL) algorithms, such as Con-
volutional Neural Networks (CNN), Deep Belief Networks (DBN), Deep Neu-
ral Networks (DNN), and Multi-Layer Perceptrons (MLP), on the Pima In-
dian Diabetes (PID) dataset, which was collected in 1988. This data includes
nine attributes and 768 records describing female patients. For this dataset,
[191] achieved the highest accuracy of 76.30% from Naive Bayes among De-
cision Tree, Support Vector Machine (SVM). [104] used ensemble approach
(90% of accuary) with explainable Al [56] used Deep Neural Network (DNN),
Support Vector Machine (SVM), and Random Forest (RF) for classification

(around 96%). Most previous studies have been conducted on the PIMA
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dataset and have been successful with tabular data [100, 216]. However, a
lack of studies uses a model-based-transformer architecture in predicting di-
abetes with tabular data. Recently, with the ubiquitous success of attention-
based architecture, some studies have employed attention-like modules for

tabular deep learning as well [86, 11, 193].

In the realm of healthcare, smart wearables, including blood pressure
monitors, heart rate trackers, and various sensors, have made significant
contributions to health monitoring and management. These devices support
physicians in remotely monitoring patients’ health conditions and enable in-
dividuals to proactively track their own health, facilitating the early detection
of potential health issues. Moreover, applying Al and Deep Learning (DL) to
analyze data from wearable devices opens new avenues for diagnosis and
treatment, optimizes healthcare processes, and improves the quality of life
for individuals. However, integrating Al into smart healthcare presents its
own challenges. Issues such as data security, accuracy, latency in data pro-
cessing, storage capacity, and battery life of devices pose significant hurdles.
To address these challenges, Federated Learning (FL) has emerged as a prac-
tical solution, especially in enhancing privacy protection and optimizing the
processing capabilities of wearable devices in healthcare applications. This
approach enables collaborative model training across multiple devices while
ensuring that sensitive data remains on the local device, thereby safeguard-
ing patient privacy and enhancing the model’s accuracy and efficiency [176,
265]. Despite the progress, design, security, and data management challenges

remain critical areas for further research and development [251].
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2.7 Motivation and Problem Statement

This section presents the motivation and problem statement for this Ph.D.

thesis.

2.7.1 Motivation

As discussed above, the growing complexity of smart manufacturing and
healthcare systems demands advanced techniques for monitoring, anomaly
detection, and classification to maintain efficiency, reliability, and safety. Tra-
ditional rule-based and threshold-based methods struggle to manage high-
dimensional data, dynamic environments, and real-time decision-making.
Artificial Intelligence (AI) and statistical methods present powerful solutions
by providing adaptive, data-driven insights, enabling early anomaly detec-
tion, and improving classification accuracy. However, challenges such as
model interpretability, data heterogeneity, and real-time processing constraints
limit the widespread application of these methods. In smart manufactur-
ing, integrating machine learning with traditional monitoring approaches
enhances real-time anomaly detection, predictive maintenance, and process
optimization [171, 69]. Despite this, current models face difficulties with
high-dimensional, noisy data and lack adaptability in rapidly changing en-
vironments. In healthcare, AI models aid in anomaly detection and disease
classification but still encounter significant barriers, including data hetero-
geneity, privacy concerns, and the lack of model interpretability [179, 51, 35].
A unified approach that combines machine learning, statistical computing,
and Al could significantly enhance monitoring, anomaly detection, and clas-

sification across both domains. However, scalability, generalizability, and
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real-time processing remain pressing limitations. This research aims to ad-
dress these challenges by developing robust, Al-driven frameworks that in-
tegrate statistical methods, ultimately improving monitoring, early fault de-
tection, and accurate classification in smart manufacturing and healthcare

applications.

2.7.2 Problem Statement

Despite significant advancements in both statistical methodologies and
machine learning, current systems in smart manufacturing and healthcare of-
ten operate in isolation, failing to fully leverage the complementary strengths
of these approaches [59, 20, 228]. In smart manufacturing, traditional con-
trol charts and reliability models are limited in their ability to capture com-
plex, non-linear patterns in data, while machine learning approaches face
scalability and real-time processing challenges, particularly in dynamic en-
vironments where rapid fault detection is critical [59, 20]. In healthcare, cen-
tralized anomaly detection models are constrained by privacy concerns and
the distributed nature of data, while many machine learning models lack in-
terpretability, which undermines clinician trust and decision-making. The
lack of integrated frameworks that combine advanced statistical computing
with machine learning techniques results in suboptimal performance in both
tields, hindering early fault detection, process optimization, and timely clin-
ical interventions [20]. This highlights the urgent need for unified solutions

to enhance anomaly detection in these complex, data-rich environments

2.8 Research objectives and questions

This section presents the research objectives and questions for this Ph.D.

thesis.
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2.8.1 Research objectives

To address these challenges, this research aims to develop and validate

comprehensive frameworks that:

* Enhance industrial monitoring through the integration of statistical com-

puting with control charts and reliability models.

* Leverage machine learning for robust classification and anomaly detec-

tion in smart manufacturing environments.

* Employ federated learning and explainable Al to create adaptive, privacy-

preserving anomaly detection systems in smart healthcare.

By bridging these methodologies, the proposed work aims to make sig-
nificant contributions to both industrial statistics and Al-driven health moni-
toring, thereby paving the way for more resilient, interpretable, and efficient

systems in critical application areas.

2.8.2 Research questions

1. How can advanced statistical computing techniques be integrated with
traditional industrial statistics to develop more robust control charts
and reliability models for real-time process monitoring in manufactur-

ing systems?

2. What machine learning strategies can be effectively employed for clas-
sification and anomaly detection in smart manufacturing environments,
and how do these approaches compare with classical statistical meth-

ods in terms of accuracy, computational efficiency, and scalability?
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3. How can explainable federated learning frameworks provide transpar-
ent, explainable Al solutions to enhance patient monitoring and overall

health outcomes in smart healthcare systems?

2.9 Research Methodologies

This thesis examines the role of artificial intelligence (AI) and statistical
methodologies in improving the reliability, efficiency, and predictive accu-
racy of complex systems. Monitoring techniques integrate statistical meth-
ods, machine learning models, and edge Al to analyze real-time data and
detect deviations. Anomaly detection leverages unsupervised learning, su-
pervised classification, and hybrid approaches to identify irregular patterns,
improving system performance and security. Classification techniques, span-
ning traditional machine learning to deep learning models, facilitate accurate
decision-making and forecasting, with an increasing emphasis on explain-
able Al for transparency and trust. Despite significant advancements, chal-
lenges remain in data quality, scalability, and ethical considerations. This
Ph.D. thesis aims to address these issues by developing novel methodologies
that enhance interpretability, optimize computational efficiency, and promote

responsible Al deployment in real-world applications.

2.10 The organization of the thesis

The next part of this Ph.D. thesis is structured into four chapters. Chap-
ter 3 explores statistical computing and industrial statistics, covering con-

trol charts, reliability analysis, and probabilistic modeling. Chapter 4 focuses
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on classification and anomaly detection using machine learning, with appli-
cations in smart manufacturing, predictive maintenance, and quality assur-
ance. Chapter 5 delves into adaptive anomaly detection and explainability
through federated learning, emphasizing applications in health, well-being,
and smart healthcare. Finally, Chapter 6 summarizes key contributions, dis-
cusses challenges such as data quality and model interpretability, and out-
lines future research directions. This structure provides comprehensive con-
tributions of Al and statistical methodologies for monitoring, anomaly de-

tection, and classification across various domains.

211 Concluding remarks

The integration of artificial intelligence (Al) and statistical methods in
monitoring, anomaly detection, and classification is revolutionizing critical
domains, including smart manufacturing and healthcare. These approaches
enhance system reliability, optimize efficiency, and improve decision-making
accuracy by providing robust data-driven insights. The combination of Sta-
tistical Computing, Industrial Statistics, and Industrial Al ensures precise
process monitoring and early detection of anomalies, mitigating risks and
preventing failures. In healthcare, these methodologies contribute to real-
time patient monitoring, early diagnosis, and personalized treatment, lead-
ing to improved patient outcomes and operational efficiency. In smart man-
ufacturing, they enable predictive maintenance, quality control, and adap-
tive automation, reducing downtime and maximizing productivity. As these
tields continue to evolve, the integration of Al-driven analytics with domain-
specific statistical models will be crucial in advancing the next generation of
intelligent monitoring systems. There are many challenges to be addressed,
as analyzed in the above sections. Thus, as contributions, we focus on en-

hancing the interpretability, scalability, and real-time adaptability of these
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models to address complex and dynamic environments. By leveraging these
advancements, industries can achieve greater resilience, sustainability, and
precision in decision-making. We will present the major contributions in turn

in the following chapters.
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Chapter 3

Statistical Computing and
Industrial Statistics with the
applications in Control Charts and

Reliability

The content of this chapter is based on the following publications, in
which I am a co-author:

e K.D. Tran, H.D. Nguyen, T.H. Nguyen, K.P. Tran (2021). “Design of
a variable sampling interval exponentially weighted moving average
median control chart in the presence of measurement errors” Quality
and Reliability Engineering International, vol. 37, pp. 374-390. http://
dx.doi.org/10.1002/qre.2726

e K.D. Tran, A.A. Nadi, TH. Nguyen, K.P. Tran (2021). “One-sided She-
whart control charts for monitoring the ratio of two normal variables in
short production runs” Journal of Manufacturing Processes. Elsevier, vol.
69, pp. 273-289. http://dx.doi.org/10.1016/j. jmapro.2021.07.031

¢ H.D. Nguyen, A.A. Nadi, K.D. Tran*, P. Castagliola, G. Celano, K.P.
Tran (2023). “The Shewhart-type RZ control chart for monitoring the

ratio of autocorrelated variables” International Journal of Production Re-
search. Taylor & Francis, pp. 6746-6771. http://dx.doi.org/10.1080/
00207543.2022.2137594
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tiles under type-II censoring” Applied Mathematical Modelling. Elsevier,
pp. 16-31. http://dx.doi.org/10.1016/j.apm.2022.11.004

e H.D. Nguyen, K.P. Tran, K.D. Tran(2021). "The effect of measurement
errors on the performance of the Exponentially Weighted Moving Aver-
age control charts for the Ratio of Two Normally Distributed Variables"
European Journal of Operational Research. https://doi.org/10.1016/].
ejor.2020.11.042

* Q.T.Nguyen, V. Giner-Bosch, K.D. Tran, C. Heuchenne, K.P. Tran (2021).
“One-sided variable sampling interval EWMA control charts for mon-
itoring the multivariate coefficient of variation in the presence of mea-
surement errors” The International Journal of Advanced Manufacturing Tech-
nology. Springer London, vol. 115, pp. 1821-1851. https://link.
springer.com/article/10.1007/s00170-021-07138-8

e T.T.V. Nguyen, TH. Nguyen K.D. Tran, C. Heuchenne, K.P. Tran (2023).
“Monitoring the Ratio of Two Normal Variables and Compositional
Data: A Literature Review and Perspective.” In Advances of Computa-
tional Techniques for Smart Manufacturing in the Industry 5.0: Methods and
Applications, CRC Press. Accepted. https://hal.science/hal-04331557/

e T.H. Nguyen, H.D. Nguyen, K.D. Tran, T.H. Truong, K.H. Phung, L.H.
Nguyen, T.T.N. Le, K.P. Tran (2019). “One-Sided Synthetic-RZ con-
trol charts: a new method for anomaly detection”, Proceedings of the
6th NAFOSTED Conference on Information and Computer Science (NICS),
IEEE, pp. 262-267. http://dx.doi.org/10.1109/NICS48868.2019.9023851

3.1 Introduction

Statistical Computing and Industrial Statistics, particularly in Control Charts
and Reliability, are widely utilized in industrial applications to ensure pro-
cess stability and identify deviations in manufacturing workflows [142]. Among
the Statistical Process Control (SPC) tools, control charts are vital for distin-
guishing between common and special causes of variation, enabling practi-
tioners to implement corrective actions when necessary [237, 127, 129, 178].
Traditional control charts, such as the Exponentially Weighted Moving Av-
erage (EWMA) chart, are effective for detecting small to moderate process
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shifts but may show limited sensitivity to larger variations [129]. Enhance-
ments, such as Variable Sampling Intervals (VSI) schemes, have been pro-
posed to improve detection performance [184, 26].

Control charts remain central to modern quality control, with applica-
tions extending to anomaly detection, fault detection, and reliability assess-
ment [36]. The increasing complexity of industrial processes, particularly
with the integration of Industrial Internet of Things (IIoT) technologies, has
introduced challenges such as autocorrelation and cross-correlation in the
data, requiring advanced statistical techniques for effective monitoring [106,
9,102].

This study focuses on the phase II Shewhart-type RZ control chart for
monitoring the ratio of two standard variables modeled using a bivariate
vector autoregressive (VAR) time series. The VAR model captures both au-
tocorrelation and cross-correlation, making it particularly suitable for high-
frequency industrial data [24, 87]. The research aims to assess how the VAR
model parameters influence control chart performance, providing valuable
insights for robust industrial monitoring.

Specifically, the study evaluates the Phase II Shewhart-type RZ control
chart under the assumption of a first-order bivariate VAR model for two
quality characteristics. By analyzing the impact of VAR parameters on statis-
tical performance, the research offers guidelines for selecting optimal control
chart settings. A case study utilizing real-world furnace process data demon-
strates the practical application of the proposed monitoring approach. The
contributions in this chapter are to obtain the objective below:

¢ Objective 1.1: Develop advanced control charts by integrating sophis-
ticated statistical computing methods with traditional industrial statis-
tics to enhance real-time process monitoring in manufacturing environ-
ments.

¢ Objective 1.2: Formulate and validate reliability models that incorpo-
rate these advanced statistical techniques to improve early fault detec-
tion and ensure process stability.

* Objective 1.3: Implement and test the developed methods using real-
world manufacturing data to evaluate improvements in accuracy and
responsiveness over conventional methods.
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3.2 Contributions about ratio control charts in the

presence of autocorrelation

A large number of control charts monitoring the ratio have been inves-
tigated in the literature, assuming independent normal observations of the
two quality characteristics. In practice, due to the high frequency of sensor
data collection, both autocorrelation and cross-correlation between consecu-
tive observations can exist for X and Y. They should be modeled to protect
against inflation in the false alarm rate when implementing a control chart
for monitoring the ratio % In this section, we address this problem by in-
vestigating the performance of the Phase II Shewhart-type RZ control chart,
which monitors the ratio of two normal variables. The relationship between
these variables is captured by a bivariate time series autoregressive model,
VAR(1), that also accounts for the cross-correlation between the two quality
characteristics. With the numerical study, we discuss how the design and the
statistical performance of the Shewhart-type RZ control chart change with
the VAR(1) model’s parameters. We also provide an example to illustrate
the use of the Shewhart-type RZ control chart with a bivariate time series of
observations in a furnace process.

3.2.1 The Vector Autoregressive VAR(1) model for the sam-

ple of the ratio

The vector autoregressive VAR(1) model is one of the commonly used
models to fit multivariate time series observations. Here, we consider the
bivariate case, where two time series (i.e., the autocorrelated quality char-
acteristics) X; and Y; can be modeled by a VAR(1) model. With this model
for bivariate time series, each quality characteristic observation at time ¢ not
only linearly depends on the observation at time ¢ — 1 (autocorrelation), but
it can also be linearly dependent on the observation of the other variable
collected at time ¢ — 1, (cross-correlation). According to the VAR(1) model,
the vector of the observations of the two quality characteristics at time ¢, say
W; = (X;, Y4)T, depends on W;_; through the following equation:

Wi =pyw +@(Wi 1 —pyy) +&, t=0,%1,+2,.. (3.1)
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By these notations, the equation. (3.1) can also be rewritten as the follow-
ing system of two equations

Xi = ux +Pxx X1+ PxyYi1 +e€x,

Y = py + Oyx X1 + Pyy Y1 + €y,

Based on the above equations, ®xy shows the linear dependence of X;
on Y;_j in the presence of X;_;. ®Pyx can also be interpreted in the same
way. Hence, the univariate time series X; and Y; are not cross-correlated if
Oxy = Pyx = 0. From (3.1), [177] showed that the cross-covariance matrix
Lw of W; is the solution to the equation Zw = ®PLwPT 4 X,. Then, it can be
shown that

Vec(Zw) = (I4 — ® ® @) 'Vec(Z,), (3.2)

where I, is the p X p identity matrix, ® is the Kronecker product and Vec is
the operator that transforms a matrix into a one-column vector by stacking
its columns. Using (3.2), the cross-covariance matrix of the VAR(1) model in
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(3.1) can be obtained as

2
Ox 0Oxy
w =
2
A5+ (D1a+D13)oxy +A140%, D310+ (Ds+DA33) 0exy +A3407%,
A A
= 2 ) 2 ' (3.3)
A0+ (Do +003)0exy +00405,  DAy105x+(Dao+A43)0exy +Ass07,
A A

where the quantities A, for s,k = 1,2,3,4 are given in Appendix A of [148].

In practice, the VAR(1) model parameters u, ®, and X, should be esti-
mated from the Phase I observations. Several methods have been presented
in the literature to obtain these estimated parameters, including the least
squares (LS), maximum likelihood (ML), and Bayesian methods. [214] (Chapt.
2) provided a detailed discussion about the theoretical aspects of these es-
timation methods and studied their key properties. They showed that the
Bayesian and LS methods produce close estimates, and under some condi-
tions, the ML estimates are asymptotically equivalent to the LS ones. They
also wrote several R functions included in the MTS package available in R for
multivariate time series analysis. Other statistical software, such as SAS, with
the ARIMA procedure, can also be used to perform estimation of VAR models,
[148].

3.2.2 The implementation of the Shewhart-type RZ control

chart with VAR(1) observations

Let us consider a process where a practitioner wants to monitor the ratio
between two autocorrelated, and possibly cross-correlated, quality charac-
teristics X and Y. At each inspection, n observations (Xi/]-, Yi/]-), fori =1,..,
and j = 1, ..., n are collected. Similar to [208], we suggest to monitor the ratio
Z; statistic defined as follows:

7. - Xi _ Z;?Zl Xi,j (3 4)
Y LYy '
ateachtimei =1,2,.... Letp = ppand z = % = z( denote the coefficient

of correlation between the two normal variables X and Y and the mean ratio
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when the process is in control, respectively. It is well known that the distri-
bution of the ratio of two normal random variables has no moments. Thus,
the control limits of the Shewhart-RZ control chart monitoring Z; should be
defined as probability control limits. Denoting as « the desired false alarm
rate (FAR) for the control chart, the lower control limit (LCL), and the upper
control limit (UCL) of the Shewhart-RZ are obtained as follows [148]:

LCL = F;' (&vz 77, @.0), (3.5)
ucL = rz' (1-5lvz7v.@0), (3.6)

where g, vy, @, and p should be computed from mean vector uy and the
cross-covariance matrix Zy; of the distribution of the bivariate sample mean
vector W; = (X;,Y;). It is proven in Appendix B that pyy = pyw = (px, uy)T

and
1 1 1
Zw = |Ew (Iz + A(®T) — EH(GDT)) + (A(q’) - ;H(q’)> Z%]
0% PoxOy
_ (3.7)
ogoy  op
where

A(®) = (@ —@")(, — @)

(@) = (& ! - 1,)! ((12 ") (L— @) (n— 1)<1>"*1).

Thus, to obtain LCL and UCL in (3.5) and (3.6), one can calculate the
coefficients of variations vy and 7y, the coefficient of correlation p between
X; and Y;, and the standard-deviation ratio @ as

Ux Uy = Uxy - Ux
v = —, v — —, = P w=—, 3.8
Tx Iix Ty Iy P U107 oy (38)

respectively. Here, we assume that the coefficient of variation remains con-
stant for each variable X and Y, i.e., 0¢ , = Yxpx,i and oe, , = Yyypy,; for every
i > 1. This implies that the standard deviation of each sample changes pro-
portionally to its mean. There are several quality characteristics in practice
(such as weights, tensile strengths, and linear dimensions) that have a disper-

sion proportional to the population mean. Thus, if we define z = Z—;( = 2y,
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then the in-control ratio & can also be rewritten as

IX X TR oy, (3.9)
Ty Hy Ty

w =

When the process runs in the out-of-control state, the in-control ratio zg
is shifted to z;1 = T X z3, where T > 0 is the shift size, and the in-control
coefficient of correlation p = py is shifted to p = p;. According to the discus-
sion in [115], we can assume that the units within a sample are collected close
together in time and at the same time, the length & The sampling interval is
large enough to eliminate any dependence between successive values of the
sample ratio statistics Z1, Zy, . ... That is to say, the observations in each sub-
group of size n follow a VAR(1) model, but the ratio statistics Z;,i = 1,2,...
are independent random variables. Under the assumption of known (or per-
fect estimation of) distribution parameters, the run length of the Shewhart-
RZ control chart follows a geometric distribution with probability of success
p =1— B, where

p = Fz (UCL|yg, vy, @,p) — Fz (LCL |vx, vy, @,p), (3.10)

denotes the probability that at any inspection following the occurrence of the
assignable cause, the control chart does not trigger any signal. The out-of-
control parameters vy, vy, @, p in (3.10) are calculated based on equation
(3.8) or equations (3.14)—(3.17) but with p = p; and z = z;. Then, the out-
of-control average run length (ARL;) and the standard deviation of the run
length (SDRL) of the Shewhart-RZ chart are computed as

‘ -

ARL; = (3.11)

—_

B

SDRL = (3.12)

—_
|
=

Consider a case where X and Y are not cross-correlated and the matrix
® is diagonal, i.e. Pxy = Pyx = 0, we aim to provide easier-to-use mathe-
matical formulas for Ew, Xy, Y5, 7y, 0, and @ when n > 1 observations are
collected within each sample. The new results are helpful for practitioners
to avoid time-consuming computations in the absence of cross-correlation.
There are many examples in the SPM literature where the observations of
one variable at a time i,i = 2,3, ... are not dependent on the observations of
the other variable at time i — 1, see, for example, [115]. As proved in [115],



3.2. Contributions about ratio control charts in the presence of
93
autocorrelation

if ®xy = $yx = 0 then, using (3.2), the cross-covariance matrix Zw of W; is

equal to
2
0% O
Tw = X XY
oxy 0'12/
_ (1—D%x) ooy (1 - @xxPyy) 'oexy . (313)
(1 - PxxPyy) 'oexy (1-®%y) oy

Attimei = 1,2,..., the sample mean vector W; = (X;, Y;) is also a bivari-
ate normal random vector with mean vector py,; and cross-covariance matrix

2 5o
s _ oy Poxoy
W = X ’
poxoy 0y

2 o 2'= k
o = ———X_ 14 Z= n—k)® ,

2 oz 2 k
2 = — _ [14+2Y (n—k)dk, |,
Y n(l—o%,) )3

3
11’11

ToTe — P(TeXU'eY 1 + 1 nill(n o k)q) + = Z o (I)
P XYy — 7’[(1 —CI)XXCI)yy) n =1 XX " )

From these quantities, it is straightforward to obtain the coefficients of
. o3 oy > c
variations yg = V—f{ and vy = y—;’ of X;and Y; as

oA/ 14 2 k)dk
vy = U \/ D ( k) x (3.14)

n(1— cbxx)]/‘X

epy/1+ 2 k) Dk
vy = VI+iEEm -k 108 (3.15)
n(l— o, )uy
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Similarly, the coefficient of correlation g between X; and Y; is defined as

=93 )(1 - @%y) (14 L (n - K@k + LT (0 - )@k )
p= /
(1- chchyy)\/ (14 25l (n = )@y ) (142505 (n - k)b )
(3.16)

and the standard-deviation ratio @ = g—’; is

_ P2 _

2 yn—1 ke
Teyy/1— Py 1+ 5 5o (n = k)dyy

Concerning @, it is important to note that if we let z = £X

iy 7 it can also be
rewritten as _ i
I EX TRy (3.17)
Y o Ky Ty

Now, the LCL and UCL in (3.5) and (3.6) can be recalculated based on equa-
tions (14)-(17). Finally, we summarize all the needed steps to estimate the

o =

control limits of the Shewhart-RZ control chart and implement it to perform
online monitoring:

Algorithm 2: Shewhart-RZ Control Chart Algorithm for Estimating Control
Limits and Online Monitoring.

Input:

A Phase I dataset of size m with observations of the quality characteris-
tics X and Y:

Dppaser = {X1/X2/- e Xy X = [X-(l),X(Z)] S IRZ}.

i i

VAR(1) model parameters: gy, ®, L, Ly

Target ARL (Average Run Length) and FAR (False Alarm Rate): ARLy,

_ 1
& = ARLy"

RZ distribution parameters: yx, vy, p, @.

* Sample size n for monitoring in Phase II.

Output:

¢ Control limits (LCL, UCL) for the Shewhart-RZ control chart.

¢ Out-of-control signals when Z; < LCL or Z; > UCL.
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* A control chart reporting in-control or out-of-control status based on
the calculated ratios.

¢ Phasel

Step 1 Selects a Phase I dataset of size m (for example m = 100 obser-
vations of the two quality characteristics X and Y) to carry out a
process stability study.

Step 2 Perform a multivariate time series study on the individual (X}, Y;)
observations for t = 1,...,m to check that the VAR(1) is a suitable
time series model based on the investigation of the sample ACF
(autocorrelation function), PACF (partial autocorrelation function),
and CCF (cross-correlation function).

Step 3 Estimate the VAR(1) parameters with the function VAR in the MTS
package available in the R software.

Step 4 Check the normality of the residuals using a normal probability
plot and an Anderson-Darling test.

Step 5 Investigate the stability of the residuals by using a bivariate control
chart for individual observations.

Step 6 Seta sample size n such that the ratios are uncorrelated, even if the
observations within each sample are VAR(1). The decision about
the sample size is based on the sample ACF and PACF investiga-
tion for the Phase I ratios obtained with different values of n.

Step 7 Calculate the elements g, vy, 0, and @ of F, 1(.) based on eqns.
(3.8) and (3.9) if ®xy and/or $yx are non-zero, and based on eqns.
(3.14), (3.15), (3.16), and (3.17) if ®yxy = Pyx = 0.

Step 8 Set a target in-control average run length ALR (for example ARLy =
200) and calculate its corresponding FAR a = ﬁLo'

Step 9 Compute the control limits (LCL, UCL) from eqns. (3.5) and (3.6).

Step 10 Split the Phase I dataset into s samples of size n such thatm = s*n
and calculate the sample means X; and Y; and then the sample
ratios Z; for each samplei =1,2,..,s.

Step 11 Plot the sample ratios Z; on the control chart.

Step 12 If LCL < Z; < UCL for all i, i.e., the Phase I dataset is stable, fix
the control limits LCL and UCL and go to Phase II. Otherwise, if
there are some out-of-control signals, remove the samples related

to the signal conditions from the Phase I dataset and repeat Steps
2-11.
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e Phasell

Step 1 Let the following parameters be the inputs to the algorithm.

+ A prefixed sample size n (for example n = 5).

+ A target ARLp and its corresponding FAR « such that « =
2 (for example ARLy = 200 and then a = 0.05).
0

+ The estimated VAR(1) model parameters (pyw, ®,Ze, Xy ).
+ The calculated RZ distribution parameters (yx, vy, po, @).

Step 2 Given the inputs in Step 1, solve the following equations to cal-
culate the control limits LCL and UCL such that the average run
length (ARL) of the control chart when the process is in-control is
equal to ALRy, i.e., ARL = ARL,,

where F, ! (:|vx, 7y, w, p) is given in .
Step 3 Collect n observations at each inspection.

Step 4 Calculate the sample means X; and Y; and the sample ratios Z; for
each samplei =1,2,..,s.

Step 5 Declare an out-of-control signal if Z; < LCL or Z; > UCL. Other-
wise, declare an in-control condition.

Without loss of generality, we assume that zyp = 1. We also suppose that
X and Y are not cross-correlated and the matrix ® is diagonal, i.e. ®xy =
®yx = 0. It allows reducing the bivariate stationary conditions to the sim-
pler univariate stationary conditions for each variable, which has already
been stated by [115]. The in-control ARL is set at ARLy = 200, correspond-
ing to the false alarming rate « = 0.005. In this study, we also assume n €
{2,5,7,10,15}, yx € {0.01,0.2}, vy € {0.01,0.2}, po € {—0.9,—0.4,0,0.4,0.9},
and ®xx, Pyy € {0.1,0.7}.

The effect of ®xx and Pyy on the overall performance of the Shewhart-
RZ control chart in the presence of autocorrelation is displayed in Figure 3.1
(0o = p1 = —0.9) and Figure 3.2 (0p = —0.4 and p; = —0.8) with the EARL
values for two possibilities of (), including QO = Qp = [0.9,1) (decreasing
case, denoted as (D)) and Q) = Q) = (1, 1.1] (increasing case, denoted as (I) ).
We also consider several values of ®xx and ®yy as Pxx € {0.1,0.2,...,0.7}
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FIGURE 3.1: The effects of ®xx and ®yy on the overall perfor-

mance of the Shewhart-RZ control in the presence of autocorre-

lation chart for n € {2,15}, vx € {0.01,0.2}, vy € {0.01,0.2},
YX =Yy, Po=pP1 = —0.9 and ARLQ = 200.

and ®yy € {0.1,0.1,0.2,...,0.7}. The values of other parameters are pre-
sented in the caption of each figure. In general, the obtained values of EARL
in these figures show a similar trend of the negative effect of ®xx and ®yy
(representing the autocorrelation between observations) on the overall per-
formance of the Shewhart-RZ chart as the specific shift size cases. In most
cases, the larger the values of (Pxx,Pyy), the larger the values of EARL,
namely the slower the Shewhart-RZ control chart in detecting the out-of-
control conditions. For example, in Figure 3.1 with n = 15, Q = [0.9,1), pg =
p1 = —0.9, yx = 7y = 0.01, we have EARL = 1.87 for ®xx = Pyy = 0.1,
EARL = 4.71 for CI)XX = (I)yy = 05, and EARL = 6.52 for CI)XX = (I)yy =0.7.
These values are all larger than EARL = 1.4 for xx = ®yy = (the process
is free of autocorrelation) as presented in [32] (Table 6).
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FIGURE 3.2: The effects of ®xx and ®Pyy on the overall perfor-

mance of the Shewhart-RZ control chart in the presence of au-

tocorrelation for n € {2,15}, yx € {0.01,0.2}, vy € {0.01,0.2},
YX =Yy, Po = —0.4, 1= —0.9 and ARLO = 200.
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3.3 Contributions about ratio control charts in the

presence of measurement errors

In practice, measurement error almost always exists in all processes. Ig-
noring the presence of the measurement error in designing control charts
may lead to a misunderstanding about the statistical properties of the de-
signed control charts. Recent studies related to this problem can be seen in
[211],[103, 183, 82, 49, 195, 194]and [182]. For the case of control charts mon-
itoring the ratio, [211] used a quite strict assumption that z] = T * z; where
z] and z are the out-of-control ratios, respectively, and the in-control ratio in
the presence of measurement error, and 7 is the shift size. This assumption is
not reasonable in practice. [150] extended this study by easing this assump-
tion to make it more realistic. The authors provided an exact change of the
process parameters from an in-control condition to an out-of-control status
under measurement errors.

In this section, we aim to develop a new measurement error model to fully
describe the impact of measurement errors on the EWMA-RZ control chart.
The use of the Exponentially Weighted Moving Average (EWMA) control
chart has become increasingly popular in SPC literature. One of the reasons
for the wide use of this type of chart is that it has "memory": it monitors
a process based on information from the entire process, rather than just the
current condition. As a result, it is often more effective than several others
in detecting process shifts. Recently, the EWMA control charts for monitor-
ing the ratio of two normal variables (denoted by EWMA-RZ control chart)
were proposed by [210]. Instead of assuming an identity matrix in the linear
covariate model, we consider a more general situation with a diagonal ma-
trix. The motivation of this study is (1) to ease the strict assumption about
the relation between the out-of-control ratio and the in-control ratio in [211]
as well as to extend the assumption of identity matrix in the linear covariate
model applied in [150], and (2) to investigate the impact of measurement er-
rors on the EWMA-RZ control chart, and then to propose the ways to reduce
the impact of measurement errors on the performance of this control chart
when applied in practice. These improvements enable this study to over-
come the limitations of previous studies on control charts for monitoring the
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ratio in the presence of measurement error, making it more efficient and re-
alistic, which could be useful for practitioners.

3.3.1 Linear covariate error model for the sample of the ratio

In [211], the authors supposed that the relation between the out-of-control
ratio and the in-control ratio is independent of measurement errors (see equa-
tion (36) in [211] and the corresponding explanation). In practice, measure-
ment errors may affect the true observations of the ratio. As a result, this re-
lation should change with measurement errors. We will accurately model the
change of parameters of a process after being shifted under the presence of
measurement errors to see this variation more clearly. Let us assume that, at
timei =1,2,..., aset of n consecutive items {W; 1, W;,, ..., W, , } of the qual-
ity characteristic W is collected, where W;; = (X;j,Y; ;)T ~ N(py, Zw) is
a bivariate normal vector with mean p,; and variance-covariacne matrix Ly
defined as in (2.1). Due to measurement errors, the true quality characteristics
WZ-,]- is unobservable. Instead, it is assessed from a set of m > 1 measurement
operations, {W} ., W’

i,j,17 7 i,,27
model ([125]), we have

Wi j nt- According to the linear covariate error

Pk =A+BW;it+ek=1..,m, (3.18)

where A is a (2 x 1) vector of constants,

A= , (3.19)
ay

B is a (2 x 2) matrix, € ~ N(0,X)) is a centered bivariate normal random
vector assumed to be independent of W. The variance-covariance matrix in
the distribution of € is denoted by

2
% PMOMXOour
MX
Xym = , (3.20)
2
PMOMXOour Oour

where o) x (resp. ooyr) is the standard deviation of measurement errors of X
(resp. Y), and ppr € (—1,+1) is the corresponding coefficient of correlation.
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In [125], the authors recommended an invertible p x p matrix of constants,
often diagonal, for the matrix B. Therefore, we assume that B = bl,», where
b is a constant, i.e.

B= . (3.21)

In practice, the mean Wl (X7 i Y} ) of the observable quantities {W i

Wi Wi o} is often cons1dered as a represented value for the true value

Wi, ;. This mean is calculated by

v
W, = — 2 Wik
= a Z (A + BWi,]' + ei,j,k)
k=1
1 m
= A+BW;;+ P kzl € k- (3.22)

That is, W ij is also a bivariate normal random vector with the mean vector

and the variance-covariance matrix defined by

pw+ = A+ Buw, (3.23)
1 1
Iw+ = BIwBT + —Iy= VIw + —Zm. (3.24)

Let pix+, py+, (7)2(*, (712/* and p* denote the mean, the variance and the coefficient

of correlation of the two components (X ! Y* ) of the vector W j» respectively.
Then, the equations (3.23) and (3.24) lead to
px+ = ax+bux (3.25)
Uy = day + b"uy (326)
o2
0% = bPoy+ Aﬂf‘ , (3.27)
o2
0%, = bod+ ﬂ (3.28)
b O~ 0 + Xgour
P e e i (3.29)
Ux*0Oy+

The equations (3.25)-(3.29) show a general change of yx, jy, 0)2(, (712, and p
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under the presence of the measurement errors. In the sequel, we will repre-
sent these changes when the process is shifted from an in-control condition
to an out-of-control status.

Let pow = (po,x, }loly)T and p = po denote the mean vector and the
coefficient of correlation between the two normal variables X;; and Y;; of
when the process is in-control. The mean ratio is now zp = ’;g—i Sup-
pose that an abnormal condition shifts the in-control ratio zp to z; = Tz,
where T is the shift size, and the in-control coefficient of correlation p = pg
to p = p1. In particular, we suppose that the in-control pgw is shifted to
mw = (Hox + Ox0x, poy + 5y(7y)T where Jx and Jy represent the mean shift

of X;;and Y ;. Then, the equation z; = 729 becomes

Ho,x + Ox0x _ oy Mox
Mo,y + Oyoy Mo,y

7

and we obtain the following formula:
1+doxyx = T(l + (Sy")/y). (3.30)

According to the equations (3.25)-(3.28), under the presence of measurement

errors, the coefficients of variation yx+ = 25; and vy« = Zﬁ of X;‘j and YZ-*].

are equal to

b2o2 + ‘TfA_X
Txe = X_m___ (3.31)
ax + b(pox + oxox)

b2o2 + Tiay
— m . 3.32
7Y ay + b(po,y + dyoy) (3.32)

Considering the fraction in (3.31), if we divide its numerator by oy, its de-
nominator by o x and then use (3.30), the coefficient of variation yx+ can be
rewritten by

,/b2_|_ﬁ @/bZ_‘_ﬁ
m m (3.33)

X b(1+dxvx) + Ox X bt(1+ dyyy) + 0x X

where 7y = 24X gy = X and yx = X

ox T Hox Hox '
In a similar way, the coefficients of variation yy« in (3.32), the coefficient of
correlation p* in (3.29) and the standard-deviation ratio w* = IX* can be

Uy*
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expressed as
JR+ s
S 3.34
Ty b(1 +(5y’)/y) + Oy Y, ( )
b2 77X77Y
VB 17X/m\/b2 2/ m
x

w' = X w, (3.36)

S

N

+
35

where 77y = M Oy = ;_Y,ryy = U—Yandw: '
It should be considered that the in-control and out-of-control ratios under
the presence of measurement errors are

= Pox _ bmoxtax _b+ox (3.37)
Moy bugy+ay  b+06y

« _ Mixs  ax+Db(uox +9dxox)  Ox+b(1+0xrx)
Zl — — — X ZO
M1y« ay +b(uoy + oyoy) Oy + (1 + dy7ry)

Ox + (1 + dyyy)
= X Z0. 3.38
Oy + (14 dy7y) 0 (3.38)

. * *
Thus, in general, we have z] # 7z.

3.3.2 Implementation of the EWMA-RZ control chart with

measurement error

Consider a process with the same assumptions and notations as in the
previous section. Suppose that the process is considered in control as long
as the ratio Z = X/Y is still in an acceptable range. Similar to [211], after
i1 Wijo Wi, } at each sampling period i =
1,2,..., we suggest to monitor the statistic

collecting the samples {W?

(3.39)

where X7 = 1 7 i1 X l], V=1 7 i1 Y] X* and Y* are two components of

the bivariate normal vector W jin (3.22).
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It can be seen from their definition that X; ~ N(px-, UX;) and Y* ~
N(py+, UL;) Therefore, the coefficients of variations yg: and yy- of X and
Y;*, the standard-deviation ratio w,. at each sampling periodi = 1,2,... are,
respectively, equal to

%6 Tx*
Vo = === (3.40)
X px/non
Oy« Yy*
Yoo = = (3.41)
Y pysv/no /n
ox-/ /1 _ Ixe _ w* (3.42)
Oy</\/n Oys

CUZ* =

The p.d.f and the c.d.f of Z} now can be obtained where 7x, 7y, w and
p are replaced by 7z., 7y., w* and p* as defined in (3.40), (3.41), (3.42) and
(3.35).

Since the distribution of Zl* is not symmetric, similar to [210], two one-
sided charts will be considered to monitor Z¥. In the design of a one-sided
EWMA control chart, the statistic Zl* is not monitored directly. Instead, the
following statistic will be monitored:

 in an upward EWMA chart (denoted as “EWMA-RZ"” in the remain-
der of this section) that aims at detecting an increase in the ratio,

Y =max(zf, (1 - A7)V, + AT ZF) (3.43)

where Yg T = z; is an initial value. The corresponding upper control
limit is UCL" = K" x z§ (Kt > 1), and by the construction the lower
control limitis LCL™ = z§ .

¢ ina downward EWMA chart (denoted as “EWMA-RZ™" in the remain-
der of this section) that aims at detecting a decrease in the ratio,

Y/ =min(zf, (1-A7)Y 7+ A7 Z) (3.44)

where Y~ = z; is an initial value. The corresponding lower control
limit is LCL™ = K~ x zj (K™ < 1), and by the construction, the upper
control limit is UCL™ = z;.

It should be considered that the control limits are considered in these forms
rather than the general ones involving the mean and the standard deviation
of Z; because the distribution of Zl* has no moments. The two EWMA-RZ™
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and EWMA-RZ™ charts above are defined when the smoothings At € (0,1],
A~ € (0,1] and the chart parameters K, K~ are defined.

3.3.3 Design of optimal EWMA-RZ Control Charts with mea-

surement error

In practice, when an exact value of the shift size of T is predicted at the de-
sign stage, the EWMA-RZ charts can be optimally designed in terms of ARL.
However, this is not always the case, as the size cannot be anticipated exactly.
This may lead to the poor performance of the designed chart. Therefore, in
this study, we suggest optimally designing the EWMA-RZ charts under the
presence of the measurement errors in terms of expected average run length
(EARL), which is defined as

EARL = /Q ARL x fo(7)dx, (3.45)

where f;(7) is a p.d.f of the random shift size T over a support () and ARL
is the average run length. In the SPC literature, a uniform distribution has
been proposed to T over a respecified interval [a,b] (see, for example, [31]
and [210]). Thatis, fr(7) = ;L for T € Q = [a,]].

Concerning this measure, the optimal design of the proposed charts con-
sists of finding optimal couples (K*~,A*7) or (K**,A*T) such that:

e for the EWMA-RZ™ chart,

(K*7,A"") = argmin EARL(n, K™, A™, p1, vx*, Yy+ ", w™)
(K=,A7)

subject to the constraint

ARL(n, K™, A7, yx+, vy p", w*, 01 = po, T = 1) = ARL,

e for the EWMA-RZ™ chart:

(K*T,A*) = argmin EARL(n, K*, AT, o1, vx+, Yy+, 05, w*)
(K+,A%)
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subject to the constraint

ARL(n, K, AT, yxs, vy, 05, 0%, p1 = po, T = 1) = ARLy.

The numerical results show that although the precision error and the ac-
curacy error have negative influences on the proposed chart performance,
when these errors are not large, these influences are not significant.

3.4 Contributions about Reliability sampling plans

Reliability sampling plans (RSPs) for Weibull quantiles under progressive
Type-II censoring play a crucial role in assessing product lifespan and pro-
cess stability. These methods can be effectively adapted for control charts,
particularly in applications that require robust quality monitoring, such as
smart textiles and IoT-based healthcare systems. Unlike traditional mean-
based approaches, Weibull quantiles offer a more comprehensive evaluation
of process variability, making them well-suited for early failure detection
in wearable sensors. By leveraging fraction nonconforming (f,c) and log-
Weibull transformations, a Weibull quantile control chart can track sensor
degradation over time, ensuring proactive maintenance and improved relia-
bility. Furthermore, the cost optimization models (CF1, CF2, CF3) presented
in the literature provide a framework for setting optimal control limits and
balancing monitoring expenses and failure risks. This method facilitates the
quick and accurate testing of reliability, enhancing the lifespan and perfor-
mance of smart textile systems, wearable sensors, and IoT healthcare appli-
cations.

3.4.1 Life model and sampling plan

Suppose that X follows the two-parameter Weibull distribution, X ~
We(A, T), with the probability density function (PDF):

At exp (- ()

fX(x;/\'T) = A

., x>0, (3.46)

where A > 0 and T > 0 are the shape and scale parameters, respectively.
The life model (3.46) covers the exponential and Rayleigh distributions with
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A =1and A = 2, respectively. The p quantile of the Weibull distribution is:
— 1/A
xp=1[—log(l—p)]""", 0<p<l, (3.47)

It is known that the transformed variable Y = log(X) follows the smallest
extreme value (SEV) distribution, Y ~ SEV(y, c), with PDF:

1 _ _
Frtyin) = sexp (Lo —ep(TT)) v e (cme) ()

and the cumulative distribution function (CDF):

Fy(yip,0) =1—exp (—exp(y £ >) , (3.49)

where u = log(7) € (—o0,00) and o = (1/A) > 0 are the location and scale
parameters, respectively. The p quantile of the SEV distribution is:

Yp = 1+ 0sp, (3.50)

where s, = log(—log(1 — p)) is the p quantile of standard SEV distribution
with 4 = 0 and ¢ = 1. Since x, = exp(yp), any quality assurance activity
based on y, will be equivalent to the effort based on x,. Hence, in what fol-
lows, we will work with the transformed lifetime Y. This approach is also
used to develop control charts for quantiles of the Weibull distribution (Pas-
cual et al. [163]). An advantage of working with a transformed model is that
the shape and scale parameters, respectively, are reinterpreted as scale and
location parameters.

To construct a decision rule, a random sample should be taken from the
lot. In this Section, we consider a P-II censored sample that is observed as
follows. Suppose that n items, whose log-lifetimes follow (3.48), are put to
the test at time zero. At the time of the first failure time, y;.y;.,, R; surviving
units are removed randomly from the life test. Then, R, items are randomly
removed immediately after the second failure, i.e., observing v2.,,.,. This pro-
cess would be repeated until m failure times are recorded from the life test.
The censoring parameters m and R = (Ry, Ry, ..., Ry,) are known before start-
ing the life test, and they are chosen such that n = m + Y/" ; R;. At the end
of inspection, m ordered failure times (complete data) 1.y < Y2 < ... <

Ym:m:n and )" 1 R; censored failure times (incomplete data) are gathered. The
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likelihood function for the P-II censored sample is given by:

m
L(w, o) = [ Tvify Wimns 10,0) (1 = By (Yiomens 1, o)k, (3.51)
i=1
where

vi=) (Rj+1), i=12.,m, (3.52)

and fy(.) and Fy(.) are given in (3.48) and (3.49). The MLEs of the location
parameter fI and scale parameter ¢ can be obtained by maximizing L(, o).
The estimates ji and & can not be derived analytically, and one should cal-
culate them using available numerical methods in programs such as R or
MATLAB. The MLEs of y, and x, are also obtained by invariant:

Up=f+0s,, ZX,= exp(yp).

reducedIn what follows, we describe the operating procedure of the pro-
posed CRSP under an observed P-1I censored sample. Let yg be the minimum
allowable value for the considered p quantile, which is known in advance.
The proposed CRSP includes the following steps:

* Based on the specified quality levels and inspection risks of the buyer-
supplier purchasing contract, choose the appropriate sample size n and
censoring plan parameters m and R.

¢ Take a random sample of size n from the submitted lot and put the
items in a life test to obtain the failure times X1.;;:11, X241, -0y X1z AC-
cording to the known censoring reducedscheme.

e Take the logarithm of data, i.e., iy = log(Xjp:y) fori = 1,2,...,m,
and then calculate the MLEs fi, 0, and §j,, based on transformed data
and relation (3.51).

Ip — Yy

A

¢ Accept the lot if Qp = > cg. Otherwise, reject the lot.

The suggested CRSP has m + 3 operational parameters that should be
determined before starting the inspectionreduced; they are n,m, Ry, ...., Ry,
and cp. It is reminded that y, = p + 03, is the true p quantile of the process
due to the true y and ¢. This means that y, is sensitive to any changes in the
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location and scale parameters. To express the lot quality, we use the free-scale
Yp— yp

distance p, = By the invariance property of MLE, Q, is the MLE of
pp- The parameter pp measures how far the actual process quantile is from
the minimum allowable value in reducedunits of actual standard deviation.
Note that p, > 0 shows that the lot meets the least desired. Consequently,
it should be emphasized that the larger the p, value, the higher the quality.
By extending the results of Lawless [112], reducedViveros and Balakrishnan
[223], and Haghighi et al. [79], we derived the conditional CDF of Q, given

the ancillary vector a and the parameter p, under P-II censoring scheme as:

Fo,(alapy) = C [ h(wla)Gu(s(a,p.a.pp ) o, (350)

where reduced

00 m—2 m . -1
C= ( / - P14 mclw) , (3.54)
0 [L/Li(Rj+1)exp(way)]
w2 exp(w Z;”Zl a;)
h = ’
(wla) | ;71:1(12]-+1)exp(wa]~)]m
Gon(s) = L/st'ﬂ—lex (—t)dt
= = 1)1 Jo P ’
g(a,p,q,0p,w) = exp <sp —w(sp — ) (Z .+ 1)exp wa]))

and

A 7 A J

a:(al_ylmn_ﬁaz_y&m:n_ﬁ ’am:ym:m:n_,ﬁ)’
o4 o4 o4

is the vector of ancillary statistics, functions of data so that their distribution
is free of parameters y and ¢. The conditional CDF in (3.53) depends reduce-
don the ancillary vector a, and so its values vary from one observed vector
to another. Hence, an adequate approximation will be reducedconstructive.
We adapt the idea of Haghighi et al. [79] to approximate Fq,(qla, pp) by
Fq,(qlao, pp) for an appropriately chosen ag. This approach is also consid-
ered in Pascual et al. [163] and Wang et al.[231]. In this regard, let the “fixed

sample" y? = sp, fori =1,2,...,n where p; = ;7490?;55' Implementing the P-II
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censoring plan on y(l], yg, ey yg, we have:

0 _»0 0 . n0 0 _n0
yl:ngo P o= %”m _ W) (3.55)

aO = (5[1 =
where /1 and 6 are the MLEs based on the P-II censored sample . — YD s oo Yo
Hence, the COC of the proposed CRSP, which provides the conditional lot ac-
ceptance probability in terms of the quality level p, given ay, is as follows:

COC(pplag) = Pr(Qp > colao, pp)

=1—Fg,(colao, pp)-

The reducedfirst order derivative of COC(pp|ag) with respect to p, can be
obtained as:

d ®© m
WCOC(pHaO) = C/o [h(w|ao) (g(a0, p,co, pp,w))" x exp (— g(ao, p, co, pp, w) | dw.
p

(3.56)

Relation (3.56) shows that for fixed n,m, R, and ¢y, %COC (pplag) > 0.
This means that the lot acceptance probability increases with p,, as expected.

3.4.2 Optimization strategies

This subsection is devoted to finding the operating parameters of the new
CRSP, including the number of test units n, the number of observed failures
m, the number of reducedremoved items at the failure times Ri, Ry, ..., Ry,
and the decision constant ¢y. In what follows, we will determine the plan
parameters based on some economic criteria. This is usually solved through
constrained optimization problems with constraints related to the producer’s
and the consumer’s demands. Producers prefer a sampling plan with a prob-
ability of lot acceptance of at least 1 — a when the actual quality level is at
AQL, while consumers would rather have a plan with a probability of lot
acceptance of at most  in LQL. In literature, a,1 — a, and B are called the
producer’s risk, the producer’s confidence, and the consumer’s risk, respec-
tively. Hereinafter, we denote the level of acceptable quality by p‘;‘QL and
the limiting level by p];;QL. Thus, the conditions COC(p?QL|a0) >1—waand
CcocC (p],;QL|a0) < B would be considered as the constraints in the optimal
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design of the plan. Several combinations of the plan parameters may re-
ducedsatisfy the protecting conditions, but we look for those that impose the
minimum cost. In this way, we define three cost functions. reducedThe first
cost function (CF;) is constructed based on the inspection cost, the second
cost function (CF;) accounts for the inaccurate estimation cost, and the third
cost function (CF3) is a weighted-relative combination of CF; and CF,. They
are described in detail in the following three subsections.

First strategy: Optimal design based on inspection cost

The first approach to finding the optimal set of plan parameters is based
on the expected cost of the inspection. Minimizing such costs is desirable for
suppliers or manufacturers. Since the inspection is a life test, we consider the
following components in the cost function CF;:

¢ Installation cost. The cost of installing all gathered items in the test is
Co, which does not depend on the number of items.

* Failed items cost. Let C; be the cost of each completely failed item.
Then, the total cost of failing items would be mCy.

¢ Censored items Cost. Let each censored item have a cost C. (less than
Cy). Hence, the total cost of removed items is (n — m)C,.

* Operation cost. This is the total cost of the test, from start to finish. It
includes the salary of operators, utility, depreciation of test equipment,
and so on. Let C, be the operation cost for each time unit. In addition,
the life test would be terminated at the random time of m-th failure,
Xi:m:n Where Xip,.. is the m-th order statistic from a Weibull distribu-
tion (3.46). Then, the expected operation cost will be CoE( Xy:m:n )-

Consequently, CF; is presented as the accumulation of all the cost com-
ponents as:

CF =Cy+ me + (71 - m)cc + COE(Xm:m:n)-

Based on the moment generating function of Z,.;;..,, the m-th order statis-
tics from the standard SEV distribution under a P-II censoring plan (Ng et al.
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[145]), the expected test time is as follows:

E(Xm:m:n) — E(eymtm:n)
— E(ewrazm:m:n)

=etc,_T(c+1) Zalm’yl (o+1),

1:

where I'(.) is the complete Gamma function, v; is given in (3.52), and

m m 1 '
Cm—1 = H%‘, Ajm = H — i=1,2,..,m.
i=1 k=1k-i Tk~ i

Hence, the first procedure to find the optimal plans based on inspection
cost would be expressed as follows:

minimize CF; = Co +mCr + (n —m)Ce + CoE(Xomm) (3.57)
subjectto  COC(p AQL|a0) >1—ua,

COC(pp"[ag) < B,
n>m>0,(n,m) e N?(Ry,Ry,..,Ry) € 2",

m
n=m+ ) Rjc€R,
i1

where N, ZT, and R are the sets of natural numbers, non-negative integer
numbers, and real numbers, respectively.

Second strategy: Optimal design based on the inaccurate estimation cost

with limitation of inspection budget

In experimental design, the accuracy of estimators is a serious concern as
far as suggested by Balakrishnan and Cramer [14] as an optimal benchmark
to find optimal censoring plans. In reliability tests, the deviation of an es-
timator from the true-life parameter regarding the magnitude of deviation
could result in incurring undesired costs. For example, when the interesting
parameter is the mean life, underestimating it may result in a loss of sales
due to customers’ unwillingness to purchase the product, while overestimat-
ing it may increase post-sale services and lead to a loss of brand (Budhiraja
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and Pradhan [27]). In the RSP problem, when the lot’s quality is described by
a lower quantile, underestimating true quality at AQL may lead to rejecting
a high-quality lot, and overestimating quality at LQL may result in accepting
a low-quality lot. It is known that larger sample sizes provide more infor-
mation and, hence, increase the accuracy of estimation. While larger sample
sizes impose reducedhigher inspection costs and time, in practice, quality
inspections reducedoften have a limited budget and time. Therefore, one
needs a procedure that findreduceds the most accurate plan in the class of
plans with a limited budget. Let Cp, C;, and C; be the inspection budget, the

cost per unit positive deviation of estimated quality from p];;QL

and the cost
per unit negative deviation of estimated quality from p?QL, respectively. The
second optimization strategy for finding the optimal plans can be mathemat-

ically formulated as the following non-linear problem:

minimize  CF, = C,E[(Qp — pp) F|ao] + CE[(05% — Qp) T |ag] (3.58)
subjectto CF; < G,

COC(py % lag) > 1 —a,

COC(py*[a0) < B,
n>m>0,(n,m)e N2 (Ry,Ry,..,Ry) € Z+",

m
Yl:m+ZRi,Co € R,
i=1

where f* = max{0, f}. The acquired plan parameters, based on the above
optimization, ensure that while the inspection cost does not exceed the fixed
budget Cp, the lot is inspected with maximum accuracy at both the extreme
quality levels and the desired confidence levels. The conditional expectations
in CF; can be obtained based on the conditional PDF of Q,. By taking the first
derivative of (3.53) concerning g, the conditional PDF is obtained as follows:

c m
fo,ala0-0p) = =7y /0 [wh(wlao)(g(ao,r»q,pp,W)) xexp (— g(ao, p, g, pp,w)) | dw,
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TABLE 3.1: The optimal CRSP parameters based on the first and
second strategies with &« = 0.05 and = 0.1.
The first strategy
p];;QL p?QL n m Ry Ry Ry,-1 Ru oo CF;

0 + 16 4 0 4 3 5 2.0677  63.9583
6 10 4 0 0 1 5 3.1686  59.0778
8 8 4 0 0 0 4 4.0599  58.3452

2 6 18 16 0 0 0 2 39312  93.9511
8 19 5 7 3 3 1 5.0809  73.5306
10 16 6 0 2 0 8 6.1375  66.6512

4 8 31 26 0 2 0 3 59023  118.2371
10 21 15 0 1 0 5 6.9210  89.0939
12 18 10 0 2 1 5 79847  77.3975

The second strategy
pIr;QL p?QL n m Ry Ry R,-1 Ry ¢ CF;

0 4 18 17 0 0 0 1 1.8846  103.9806
6 17 16 0 0 0 1 2.6798  117.1134
8 15 14 0 0 1 0 3.4867  133.5700

2 6 19 16 2 0 0 1 40110  164.8695
8 19 16 2 0 0 1 49016  173.9768
10 19 16 2 0 0 1 57124  183.1301

4 8 - - - - - - - -
10 22 17 0 3 0 7.0419  228.2381
12 20 18 0 0 0 2 79101  244.2318

where C, h(w|a), and g(a, p, g, 0p, w) are given in (3.54). Thus, this yields the
following representations of the conditional expectations appeared in CF;:

E[(Qy — 05)*|ag] = /p o (1= P2 x fo, (la0, P52 )dg
p
AQL

Pp
Ellop® — Qp)*laol = [ (0) ~ ) x fo, (ala0,pp @)

Third strategy: Optimal design based on a unified cost

reducedWe concentrate on the inspection and the inaccurate estimation
costs in the previous two subsections. The third approach is to consider both
objectives simultaneously. Suppose that the optimal parameters of optimiza-
tions (3.57) and (3.58) lead to minimal costs CF; and CF;. As the minimal
costs are the most desirable, it is natural to approach them as closely as pos-
sible in the sense of relative least distance. Hence, we propose the following
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objective function as a weighted relative combination of the previous objec-
tives to reach the optimal parameters:

CF, — CF
CF;

CF, — CF;

(1—w) ' o (3.59)

minimize w‘
subject to CF; < Gy,
COC(py % lag) > 1 —a,
COC(pp"ag) < B,
n>m>0,(n,m)e N2 (Ry,Ry,..,Ry) € Z",

m
n=m+) Ryco€R,
i1

where w (0 < w < 1) denotes the positive weight of the first objective and
1 — w is for the second one, and also |.| is the absolute value function. See
more details about such techniques in Lin [124]. For example, w = % means
the inspection cost reducedis twice as important as estimation accuracy. The

outputs of (3.59) ensure minimal costs will be attained with a minimum miss.

3.4.3 Obtaining the optimal parameters

From the previous discussion, the plan parameters are n, m, Ry, ..., R;;, and
co, which should be known in advance when using the proposed CRSP. This
encompasses the optimal experimental design of progressive censoring plans
in reliability theory, where n and m are fixed, and the experimenter seeks op-

timal censoring plans Ry, Ry, ..., Ry, based on a specific scientific criterion. It
n—1
m—1
though the number of censoring schemes reducedis finite, it can be quite

is known that for fixed n and m, there exist (| _;) censoring schemes. Al-
large even for moderate n and m. For example when n = 30 and m =
15, it is (i’gj) = 77,558,760, which is quite large. Hence, a general an-
swer to our problem cannot be expected, and we must restrict ourselves
to searching within a subclass of parameters. Here, we follow the Bala-
sooriya et al. [15] approach in which the removals have only occurred at
the first, second, m — 1th, and mth failures, i.e., R1, Ry, R,;,_1, R;; are non-
negative, and R; = 0 for i = 3,4,..,m — 2. Hence, the remaining param-
eters will be the integer sampling parameters n,m, Ry, Ry, Ry,—1, Ry where
n = m+ Ry + Ry + R,,_1 + Ry, and the real decision number cy. Since
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TABLE 3.2: The optimal CRSP parameters based on the third
strategy with w = %, %,zx =0.05and g = 0.1.
w=1
o 8% m m Ry Ry Ry1 Rm oo CF; CF,
0 4 18 15 0 0 0 3 18911 89.6178 110.7738
6 17 14 0 0 0 3 26800 87.0621 125.2729
8 15 13 0 0 0 2 34492 86.1823 141.856
2 6 19 16 2 0 0 1 40110 99.3336 164.8695
8 19 16 2 0 0 1 49016 993336 173.9768
10 19 16 2 0 0 1 57124 99.3336 183.1301
4 8 - - - - - - - -
10 22 17 0 3 0 2 7.0419 99.3263 228.2381
12 20 18 0 0 0 2 79101 989774 244.2318
w=1
o 0" m m R Ry Ry Rw o CF, CF,
0 4 19 4 2 5 7 1 19545 70.1513 135.8328
6 18 4 0 7 5 2 28110 67.5882 157.6126
8 15 4 3 5 1 2 3.6129 659091 186.8106
2 6 19 16 1 0 0 2 39483 949218 171.0720
8 20 11 0 4 3 2 49914 83.3753 204.6334
10 19 10 2 2 3 2 5.8438 80.7860 227.4983
4 8 - - . - - - - - -
10 21 14 O 4 0 3 6989 90.8251 256.1530
12 20 11 O 4 3 2 8.0846 83.3753 301.5816
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FIGURE 3.3: Cost functions when p]?;QL = 0and pﬁ‘QL = 4 for
the plan parameters in feasible set.
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the objective functions and constraints are non-linear functions of plan pa-
rameters, nonlinear mixed-integer programming should be used to find the
optimal plans. We use an extended, simple, exhaustive search algorithm to
solve the problem. Throughout the optimization procedure, for a sufficiently
large n (for example n = 50), we have searched along with all the possi-
ble values of 4 < m < nand 0 < Ry,Ry,R,,—1,Ryy, < n — m such that
Ry + Ry + Ry—1 + Ry = n — m. Then, for each combination of integer pa-
rameters, we sought the optimal ¢( that satisfies the supporting constraints.
There exists an infinite number of such cy. We chose the optimal c( such that
COC(p?QL|a) — COC(pI;;QL|a) to be maximized while COC(p?QL|a) >1—ua
and COC(p]erL|a) < B. This is solved via the prominent package DEoptim
available in R software version 3.6.0, which implements the differential evo-
lution algorithm for the global optimization of real-valued functions of real-
valued parameters. Ultimately, the system selects the optimal plan with the
lowest cost and the best decision number. Parallelization is a beneficial tech-
nique that able users to speed up computations by using different cores of
the computer. This is available in R packages such as parallel and foreach. The
DEoptim function also has an option to make optimizations parallel (argu-
ment parallelType). By using parallelization, we decreased the computation
time to %1.

For industrial applications, we calculated the optimal parameters based
on commonly used inspection risk, some quality requirements, inspection
cost, and the cost of inaccurate reduceddecision-making. To make the tables
and figures more self-contained, let us remind you that CF; and CF; arere-
duced, respectivelyreduced, the costs regarding the inspection (see eq. (3.57))
and the inaccurate estimation (see eq. (3.58)) as well as CFj3 is an integrated
version of both preceding costs (see eq. (3.59)). For the first and second opti-
mization strategies, the parameters are presented in Table reducedl and for
the third one in Table reduced2. The optimal costs CF; and CF; related to
the optimal parameters are also presented in Table reducedl. In Table re-
duced2, we calculated also the costs CF; and CF, corresponding to the op-
timal parameters of the third strategy. The tables are constructed based on
T=1(u=0),A=1c=1),p=01a=005p = 01,0, =0,2,4,0,%" =
4,6,8,10,12,Co = 40,Cf = 2,C. = 1,C, = 10,C, = 200, C, = 100, C, = 100,

_1

andw = 3, % The results are interpreted as:

¢ Table reducedl (Upper part): The table shows that the inspection be-

comes cheaper (CF] decreases) when p]r;QL and p?QL tend to getaway.

This means that when plerL and p?QL are relatively far, fewer items
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need to be inspected (based on this approach) for discriminating be-
tween a satisfactory lot and an unsatisfactory one.

¢ Figure 3.3(a): The figure shows the reducedbehavior of CF; for some
combinations of the plan parameters within the feasible set. More pre-
cisely, it presents the CF; cost values based on more than 8,000 combi-
nations of operating parameters n, m, Ry, Ry, R;;,—1, Ry, and cg that meet
the supporting constraints COC(p AQL|ao) >1—aand COC(p LQL|ao)
B when pLQL =0and p?QL = 4. From the figure, it can be said that CF;
increases when n and/or m are on increase. This is expected due to the

mathematical structure of CF;.

¢ Table reducedl (Lower part): The table indicates that when pI,;QL and
p?QL tend to reducedget away, the inspection becomes expensive. This
is because of pLQL and pAQL are the 0.1 and 0.95 quantiles of COC(p,|ag).
The more reduceddistance between these extreme quantiles is equiv-
alent to the more dispersed COC(pp|ag). In this case, larger sample
sizes are needed reducedto estimate these extreme quantiles accurately.
Moreover, it is known from the table that the effective sample size m
of each optimal plan tends to be close to its corresponding total sample
size n. This is because the complete observations provide more infor-
mation than the censored ones, and hence, for a fixed n, the larger m

leads to the smaller CF,.

¢ Figure 3.3(b): Analogous to Figure 3.3(a), this figure depicts the CF,
cost values corresponding to more than 8,000 combinations of operat-
ing parameters n,m, Ry, Ry, R;,—1, Ry, and ¢ that meet the supporting
constraints COC(p AQL|ao) >1—«a, COC(p LQL]aO) < Band CF; < Gy

when pLQL = 0and pAQL

= 4. This figure demonstrates that CF, de-
creases when n and/or m are on increase. As mentioned earlier, this

trend is consistent with the nature of the cost function CF;.

¢ Table reduced2: For w = 3, the results are close to the reported out-
comes of the second strategy (the lower part of Table reduced1) and for
w = 2, they are close to the parameters of the first strategy (the upper
part of Table reducedl). Moreover, the inspection costs CF; and CF; in
this table are larger than or equal to the optimal cost CF; and CF; re-
ported in Table reducedl. reducedThese results are consistent with the
structure of cost function CFj3.
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3.5 Conclusion

In industrial production processes, product quality is often assessed by
the ratio of two quality attributes, X and Y, which are typically monitored
using control charts. Traditional control charts presume independent nor-
mal observations; however, frequent sensor data collection typically results
in autocorrelation and cross-correlation between successive observations of
X and Y, necessitating modeling to prevent false alarms. This chapter exam-
ines the efficacy of the Phase II Shewhart-type RZ control chart in monitor-
ing the ratio of two normal variables, employing a bivariate autoregressive
model (VAR(1)) to address the correlations. A numerical investigation exam-
ines the alterations in the design and statistical efficacy of the control chart
with respect to the parameters of the VAR(1) model, illustrated through an
example in a furnace operation. The chapter analyzes the influence of mea-
surement errors on chart performance, broadening prior error models into
a more comprehensive framework. It demonstrates that although precision
and accuracy flaws affect performance, their impact is negligible until the
errors are substantial. A conditional reliability sampling plan (CRSP) is de-
veloped, employing a progressive type-II censoring scheme and conditional
operational characteristic functions, optimized through cost-effective proce-
dures for inspection and imprecise lot sentencing. The chapter ultimately
proposes further research avenues, such as the formulation of sophisticated
reliability sampling plans, the utilization of the suggested choice statistic for
alternative distributions, and the adoption of a Bayesian methodology em-
ploying MCMC techniques for intricate likelihood functions.

Furthermore, significant research has been conducted in statistical pro-
cess control, particularly regarding the application of machine learning to
improve anomaly detection in control charts. This research suggests incor-
porating machine learning into statistical process control charts to enhance
the phases of design, pattern recognition, and interpretation [213]. We have
developed an EWMA chart employing a measurement error approach to as-
sess performance in the presence of measurement errors while monitoring
the ratio of two normal variables [55]. Additionally, we examined one-sided
synthetic RZ control charts for anomaly detection, which are especially ben-
eficial in contexts involving measurement errors [152]. The application of a
one-sided Shewhart control chart for monitoring the ratio of two normal vari-
ables in short production runs has been enhanced to align more closely with
practical needs [209]. These studies enhance theoretical understanding and
offer practical benefits in industrial applications, facilitating the optimization
of manufacturing processes and the improvement of product quality [153,
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149].
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Chapter 4
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Manufacturing through Machine
Learning, Federated Learning, and
Blockchain for Security, Fair, and

Transparent Industrial Systems
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4.1 Introduction

In the rapidly evolving global industry landscape, enterprises across var-
ious sectors, including aerospace, automotive, and manufacturing, are un-
dergoing significant transformations driven by the principles of Industry
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5.0, which emphasizes human-machine collaboration, resilience, sustainabil-
ity, and personalized, human-centered manufacturing. Artificial Intelligence
(AI) has become integral in enhancing smart manufacturing environments,
enabling real-time monitoring, process optimization, and predictive main-
tenance (PM). PM is particularly critical in industries with diverse and dy-
namic machine operations, as it reduces downtime and enhances cost-effectiveness
[204]. However, Al-driven PM models face challenges stemming from cen-
tralized data systems, which pose risks related to data privacy, high costs
associated with data transfer, and difficulties in accounting for unique opera-
tional conditions across factories. Federated Learning (FL) provides a decen-
tralized solution by enabling model training on local data, thereby mitigating
privacy concerns and reducing transfer costs. While FL provides significant
advantages, it also introduces new complexities, such as managing diverse
data formats and ensuring privacy during the exchange of model parame-
ters. To address these issues, integrating Blockchain (BC) technology into the
FL framework enhances security by ensuring immutable, transparent model
updates and parameter exchanges across decentralized manufacturing sites.
Despite the early stages of BC-based FL applications in PM, this combined
approach promises secure, transparent, and efficient predictive maintenance
systems aligned with the principles of Industry 5.0. Additionally, challenges
in monitoring compositional data (CoDa) in industrial processes are also ad-
dressed through the use of specialized control charts. Traditional Statistical
Process Control (SPC) charts are ill-suited for CoDa, which involves strict
positive vectors of component proportions, necessitating the development of
customized methods such as Dirichlet density transformations and Support
Vector Data Description (SVDD) charts [16, 164]. Recent advancements in-
clude combining SVDD with the Multivariate Exponentially Weighted Mov-
ing Average (MEWMA) technique for practical Phase II monitoring of CoDa,
offering a flexible and adaptable solution for industries with varying require-
ments. These innovations in CoDa monitoring complement the decentraliza-
tion and security principles of Industry 5.0, demonstrating the potential for
Al-driven, human-centered systems to revolutionize manufacturing environ-
ments through secure, transparent, and adaptable frameworks [260, 198, 132,
201].
To further enhance these efforts, the following objectives are identified:

* Objective 2.1: Investigate and implement various machine learning al-
gorithms for effective classification and anomaly detection within smart
manufacturing systems.

* Objective 2.2: Perform comparative analyses between machine learning
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approaches and traditional statistical methods (such as control charts)
to evaluate performance metrics like accuracy, computational efficiency,
and scalability.

* Objective 2.3: Validate the developed machine learning frameworks
through case studies or simulations to ensure their robustness and prac-
tical viability in complex manufacturing settings. These objectives aim
to integrate machine learning innovations with traditional manufactur-
ing approaches to establish more robust, efficient, and scalable solu-
tions for modern industrial challenges.

4.2 Contributions about Anomaly detection with

Machine learning in CoDa

In this section, we introduce two approaches for monitoring and Anomaly
Detection in CoDa using an SVDD control chart combined with the MEWMA
technique, with a specific emphasis on the Phase Il monitoring process, where
the ongoing process is monitored to quickly detect deviations from normal
conditions. Our work not only explores the performance of control charts
using various transformation techniques but also emphasizes their practical
adaptability in response to specific context requirements. These contribu-
tions highlight our efforts to enhance the monitoring of CoDa and its capacity
to adapt to diverse industrial contexts. For example, simpler control charts
may be preferred in environments where cost efficiency is essential, such
as basic manufacturing. Conversely, in industries requiring high levels of
quality control, like semiconductor or pharmaceutical manufacturing, more
complex and accurate charts are necessary. This highlights the importance
of selecting control charts tailored to specific operational contexts, allowing
companies to strike a balance between cost and quality.

4.2.1 SVDD based approaches for monitoring and Anomaly

Detection in CoDa

In ML, SVDD is a well-known algorithm for detecting anomalies (out-
liers). SVDD was first introduced by [204] and has been widely used in
anomaly detection due to its assumption-free approach to the distribution of
the observed data ([16], [164], and [260]). Although many studies on SVDD
and its applications have been conducted, most have been developed for use
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with normal data. Due to the constraints of CoDa, this research cannot be
applied directly without handling these constraints.

SVDD using MEWMA-based vectors

Recall that SVDD is a one-class classification algorithm used to detect ab-
normal observations by modeling the normal ones. This algorithm constructs
a spherical-shaped boundary around the dataset, specified by its center a
and radius R. The primary objective is to minimize the radius R, thereby
minimizing the volume of the sphere while ensuring that it contains the ma-
jority of training objects. SVDD is widely utilized in practical applications
to identify novel data points or outliers. Consider a training dataset col-
lected over N sampling periods, where at each period i = 1,..., N, a sam-
ple of m observations of p features is gathered. The dataset is denoted as
S = {X1,Xz,...,Xn}, where each X; is an m X p matrix. To construct our
model, we first compute the sample mean X; of each X;. This process yields a
series of mean feature vectors, represented by S = {x1,%z,..., Xy }. We then
generate the MEWMA vectors w; using the formula:

Wi:V()_(i—]/lo)—l—(l—T’)Wi_l,i: 1,2,...,N 4.1)

where p is the mean vector of the whole dataset, wy = 0, 7 € (0, 1] is a fixed
smoothing parameter, w; has dimension p. These MEWMA vectors will be
used to train the SVDD model. The SVDD optimization problem to obtain a
description of the dataset using MEWMA-based vectors can be described by:

N
in R2+CY ¢ 4.2
min R+ ; Gi (4.2)

subjectto |w; —a|®* < R*+¢&, &>0, i=1,...,N.

where C is the trade-off parameter introduced to control the balance be-
tween the volume of the sphere and the errors. Introducing two Lagrange
multipliers «;, 7;, the dual problem of problem (4.2) will be:
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N N
max | ) a;(wi, wi) — Y aej(wi, wj) (4.3)
“o\i=1 iji=1
N
N o =1,
subject to Lisifi
0<wa; <C, fori=1,...,N.

\

The dual problem, being convex quadratic, is significantly more tractable
than the original problem (4.2). Solving this problem and noting that the
parameters 7y; are omitted during the solving process, we obtain the center a
and the radius R of the sphere as follows:

N N
a=)Y aws, R>=(wew)—2) a;(w,wp)+ Y woj(wi,w;)  (44)
5% i =1

where SV denotes the index set of the support vectors and wy in the radius
formula is any object that satisfies wy € SV, the set of support vectors hav-
ing oy < C, see [204] for more details.

In general, to monitor new samples Z;, Z;, . .., where each sample Z; con-
sists of m observations collected at time step t, we first compute their sample
mean vectors Zj,Zp, ..., and then transform them to the MEWMA vectors
w), W), ..., using formula (4.1). Following this transformation, we calculate
the squared distance between these MEWMA vectors and the center a of the
sphere, which can be computed as follows:

N N
2
wp—a = (wy,wp) —2 ) ai(wy,wp) + ) aej(wi, w;). (4.5)
i—1 =1

In practice, instead of using the inner product in the above formulas, we often
use the kernel functions to obtain a more flexible data description. [218, 192]
proposed some kernel functions for the Support Vector Classifier. One of
the most popular kernel functions can be mentioned is the Gaussian kernel
function K(w;, w;), which is defined by Kg(w;, w;) = exp(—w; — w;*/0?)
where ¢ is used to control the complexity of the SVDD boundary. If the kernel
function K(x,y) is used, the squared distance in Equation (4.5), denoted by
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D, (w’), will be:
N N
Da(w;) = K(wp, wy) —2) a; K(wi, wy) + ) aje; K(wy, wy). (4.6)
i=1 =1

Support Vector Data Description control chart

To construct the SVDD control chart, [198], [132], and [201], among other
authors, proposed using the kernel distance defined in Equation (4.6) as the
chart statistic. The radius R of the sphere is a candidate for the upper control
limit threshold. However, in the framework of SPC, the upper limit & based
on pre-specified in-control ARL (denoted by ARLy) is more appropriate. In
this case, the control chart would give an out-of-control signal if the kernel
distance D, (w;) between the MEWMA vector w; of the current sample mean
Z; and the center a of the SVDD sphere is greater than 5.

Since the chart statistic D, does not have a known standard distribution,
obtaining an appropriate value of / to achieve the pre-specified ARLy is chal-
lenging. To address this problem, [201], among others, suggested determin-
ing the value of h by simulation, employing bootstrap percentile techniques.
These methods help us to find the adjusted control limit to assure that the
probability of ARLg attaining or exceeding the desired value is close to a
high specified value (1 — €) - 100%, where € is a small specified constant, e.g.,
€ = 0.1. In this work, we adopt the bootstrap percentile approach proposed
by [201] to establish the control limit for our SVDD control charts. Consider
a training data set of size N: xj,xo,...,xy, where each x; is a vector in R".
The procedure to obtain the upper limit threshold / using the bootstrap per-
centile method is summarized as follows:

Algorithm 3: Determining the upper limit threshold / for the SVDD con-
trol chart.
Input: Training data set of size N: x1, Xy, ..., XN.
Output: Upper limit threshold / of SVDD control chart.

Step 1: Generate M independent bootstrap samples of size N from the
training set.

Step 2: For each bootstrap sample j# wherej = 1,..., M do

Step 3: Execute the SVDD algorithm to determine the SVDD sphere
for the bootstrap sample.
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Step 4: Use formula (4.6) to compute N statistics D,; (xgj ) ), Dyi) (x%) )
from j™ bootstrap sample, where al/) is the center of sphere obtained

from j*" bootstrap sample.

Step 5: Let ARL( be the pre-specified in-control ARL and B = ﬁLo
be the desired false alarm rate. Calculate 100 x (1 — B)** percentile of
the set of N statistics. This value presents the estimated limit threshold
obtained from the current bootstrap sample, denoted by /).

Step 6: End for

Step 7: Determine the final control limit by identifying the 100 x (1 —
€) percentile of estimated limit thresholds h(), j=1,...,M, where € is
a small predetermined constant.

This established limit threshold /& will be used to monitor new objects. An
out-of-control signal is issued if the monitoring statistic for the new object ex-
ceeds h. This method ensures a consistent approach to finding the threshold
that balances sensitivity and specificity in the SVDD model [132].

SVDD-EWMA control charts for monitoring multivariate CoDa

In this subsection, we detail the construction of two SVDD control charts
based on MEWMA-transformed vectors, using the transformation methods.
Let’s consider an in-control multivariate CoDa set of size N, represented by

(1) (1)

X1, ..., Xy, each X; encompasses | CoDa vectors x; /, . .., X;
of parts p1, p2, ..., p;, Chaque observation X; can be expressed as:

with the number

X; = [x(l),...,xi(l)] = [x(l) x(l) .. x(l) x(l) x(l) .. x(l)].

i i1 X e Xipre s Xip s Xig s Xy

We also assume that the constraint on each CoDa vector is equal to 1, i.e.,
Z,fq:l xl(kq) =1fori=1,...,Nand g = 1,...,I. The procedure for design-
ing the SVDD control chart for monitoring the multivariate CoDa using the
Dirichlet density transformation method (denoted by Spy;) is given in [217]

4.2.2 Performance of the SVDD-EWMA approaches for mon-

itoring and Anomaly detection in CoDa

This section compares the performance of the two proposed control charts
for monitoring multivariate CoDa: the SVDD-MEWMA control chart using
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Dirichlet density transformation Sp;,, the SVDD-MEWMA control chart us-
ing ilr transformation S;j,, with the traditional MEWMA control chart MEWMA
proposed by [207]. Designed based on the assumption that CoDa follows a
normal distribution within the Simplex space and employing the ilr transfor-
mation, MEWMA( has demonstrated superiority over T2-CoDa charts. In-
corporating the MEWMA( control chart as a comparison provides a bench-
mark for evaluating the performance of our proposed SVDD-based control
charts. To perform the comparison, we simulate scenarios using a single
CoDa feature to demonstrate the effectiveness of our proposed charts. This
approach reduces computational costs and enhances practical applicability,
especially for engineers and practitioners. The methodologies presented here
can be readily extended to multivariate CoDa scenarios, allowing for flex-
ible adaptation to specific practical contexts, as discussed in the sections
above. Our comparison is conducted through a simulation involving CoDa
datasets generated from Dirichlet distributions, assessing the charts based
on the zero-state out-of-control average run length (ARL;) while constrain-
ing on the same pre-specified in-control value (ARLy). The zero-state ARL;
assumes that when a process shift occurs, we start monitoring from scratch,
with control chart statistics reset to their initial values. This approach pro-
vides a theoretical measure of the chart’s responsiveness to shifts. In con-
trast, the steady-state ARL; considers all prior data and reflects the chart’s
performance during ongoing monitoring when control statistics have stabi-
lized over time. A control chart with a smaller zero-state ARL; indicates
better performance, as it signifies a quicker and more effective detection of
out-of-control conditions. This approach aligns with numerous studies that
consider zero-state ARL; in evaluating control chart performance (see [95],
among others). For brevity and convenience, we will hereafter refer to the
zero-state ARL; simply as ARL; throughout this work.

In summary, our comparative analysis reveals that S;, generally outper-
forms the other control charts in detecting shifts in CoDa, offering higher
sensitivity across most tested scenarios. It also has the smallest SDRL and
MRL in almost all scenarios, making it the most reliable and responsive op-
tion for consistent and timely process monitoring. Besides, the efficiency of
Spir and MEWMAC charts can vary depending on the specific process shifts
and the chosen smoothing parameter r. Notably, at higher r values, Sp;, tends
to outperform MEWMA, especially when the shifts involve an increase in the
smallest component of CoDa. This suggests that Sp;, may be better at detect-
ing certain types of shifts within the data. Practitioners can integrate the
proposed approaches into their quality control systems by considering the
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following key points:

¢ Computational resources: Evaluate the available computational infras-
tructure. Sjj, requires more computational power due to higher data
dimensionality and complex SVDD training. If resources are limited,
Spir or the traditional MEWMA may be more practical choices.

e Data characteristics: Check the distribution of the dataset to choose the

most suitable control chart.

* Sensitivity requirements: Determine the level of sensitivity needed for
detecting deviations in the process. S;, provides rapid and sensitive de-
tection, hence suitable for critical processes where early intervention is
essential. Sp;; and MEWMA(, while less sensitive, offer simplicity and
lower computational costs, making them suitable for processes where
high-quality controls are not required.

¢ Implementation complexity: Assess the technical expertise of the team
and the ease of integrating new tools. SVDD-based charts as Sy, and
Spir may require higher experiment engineers and modern software for
handling advanced computations, while MEWMAC( is easier to imple-
ment and may be more accessible for teams without specialized ma-
chine learning experience.

4.3 Contributions about Reliability Prediction and

Predictive Maintenance

In the rapidly evolving landscape of global industries, enterprises across
sectors such as aerospace, automotive, and manufacturing are undergoing
significant transformations driven by Industry 5.0 [263, 181]. While Industry
4.0 focuses on automation, data exchange, and cyber-physical systems, In-
dustry 5.0 emphasizes the collaboration between humans and intelligent ma-
chines, fostering a more personalized, human-centered approach to manu-
facturing. This paradigm shift prioritizes resilience, sustainability, and human-
machine symbiosis, with Artificial Intelligence (Al) and advanced technolo-
gies playing central roles in creating smart manufacturing environments.

Al’s integration into smart manufacturing brings enhanced efficiency and
predictive capabilities, enabling real-time monitoring, process optimization,
and more effective decision-making. Within this context, predictive mainte-
nance (PM) [114, 81, 63] has emerged as a key application, particularly in in-
dustries that manage an extensive array of machines, each operating under
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distinct and dynamic conditions. Predictive maintenance not only reduces
unplanned downtime and enhances cost-effectiveness but also aligns with
the core principles of Industry 5.0, which focuses on adaptability, efficiency,
and human-centered innovations.

However, the adoption of Al-driven PM introduces a significant chal-
lenge: the centralized data models that traditionally power Al [114, 81]. Cen-
tralized models require vast amounts of data to be transferred to a central
server for training. This poses concerns related to high costs, data privacy,
and the specific operational conditions unique to each facility or organiza-
tion. These issues become more pronounced as industries grow increasingly
interconnected, making the need for decentralized data management solu-
tions critical. In summary, these issues can be summarised as:

* Data Privacy and Security: Centralized data systems require sensitive
information to be transferred and stored in a single location, increasing
vulnerability to breaches and misuse. Securing this data without rely-
ing on centralized repositories is crucial in a decentralized industrial

ecosystem.

* Cost and Efficiency: Transferring vast amounts of data to centralized
servers incurs high costs in terms of bandwidth and storage, which may
negate the efficiency gains promised by Al

* Diverse Operating Conditions: Centralized models struggle to account
for the unique operating environments of individual manufacturing
sites. Each factory or machine may face different stressors and main-
tenance needs, which are not easily generalized in a centralized frame-
work.

Federated Learning (FL) [8, 257] addresses these challenges by offering a de-
centralized approach to model training. Instead of transferring all data to a
central server, FL allows each entity (i.e., a factory) to train predictive models
on its local data. The model parameters, not the data itself, are then shared
with a central server, where they are aggregated to create a more generalized
model. This approach ensures data privacy, reduces transfer costs, and re-
flects the diverse operating conditions across all participating entities. How-
ever, as Industry 5.0 brings further complexity to manufacturing systems,
even FL presents challenges [135, 121, 101]. These include managing diverse
data formats, minimizing communication overhead, ensuring privacy dur-
ing parameter exchanges, and accounting for the varied data characteristics
of each participant.
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An efficient way to resolve the problem is to integrate blockchain (BC)
technology [158, 53] into the FL framework. This advantage highlights both
technologies’ potential benefits and addresses the complex obstacles that arise
[123, 128]. Including BC’s immutable and transparent system within FL adds
an extra layer of security, ensuring the integrity and verifiability of model
updates and parameter exchanges across the distributed network of manu-
facturing sites. This, in turn, mitigates concerns over potential data breaches
and unauthorized access, gaining trust within the collaborative ecosystem
[147]. BC’s decentralized nature also matches with FL's philosophy, as each
site’s locally trained models can be securely aggregated without a centralized
authority. This integration facilitates secure and efficient model aggregation,
amplifying the decentralized essence of FL itself [131, 18].

Currently, BC-based FL in RUL prediction is still in its early stages. Partic-
ularly, BC-based FL is mainly focused on the IoT and healthcare fields [117,
84], which are outside the scope of our work. Furthermore, these studies
tend to concentrate on either intricate statistical and federated learning prin-
ciples or on relatively complex industrial models, which may not be readily
understandable to individuals new to the field.

Based on these backgrounds, the combination of BC and FL is particularly
promising for Industry 5.0, where human-machine collaboration is key and
personalized, context-aware systems need to be built on secure, transpar-
ent, and decentralized infrastructures. BC-empowered FL frameworks foster
human-centric Al by enabling secure, adaptive learning across diverse man-
ufacturing settings while maintaining strict privacy and security standards.
Despite the early stage of BC-based FL applications in PM and RUL predic-
tion, their potential is immense. While initial research has primarily focused
on IoT and healthcare, this section aims to extend these advancements to
smart manufacturing, thereby bridging a gap in the existing literature. This
section presents a novel framework that leverages the combined potential of
FL and BC technologies to enable efficient RUL predictions in decentralized
industries. The primary goal is to facilitate secure, privacy-preserving, and
cost-effective PM while ensuring full transparency and trust. In doing so, we
address the key challenges posed by centralized data models, bringing the
decentralized essence of Industry 5.0 to PM systems. Moreover, we are com-
mitted to transparency and collaboration; thus, all the code related to this
research is open-source on GitHub, inviting engagement and contributions
from the broader community.
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Proposed Framework for BC-based Federated Learning in Remaining Use-
ful Life Predictions

Blockchain is the fundamental component in creating a completely de-
centralized and secure architecture designed for federated learning systems
in our proposed framework. This integration provides robust measures for
safeguarding sensitive data, fostering trust among stakeholders, and reduc-
ing security vulnerabilities. Thus, it holds significant importance in applica-
tions related to remote machinery monitoring, anomaly detection, problem
diagnosis, and, importantly, Remaining Useful Life (RUL) assessment for es-
sential and safety-critical systems.
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FIGURE 4.1: Proposed architecture for blockchain-based feder-
ated learning in remaining useful life prediction.

The proposed BC-integrated FL framework for RUL predictions, illus-
trated in Figure 4, is systematically organized into six essential components:
(1) worker i, (2) smart contract, (3) active miners M, (4) mined block, (5)
consensus algorithm, and (6) monitoring server. These components work
collaboratively to enhance RUL predictions across various industrial sectors,
including manufacturing, automotive, and aerospace. As seen in the Fig-
ure. Figure 4.1 illustrates the Remaining Useful Life (RUL) forecast utilizing
a Blockchain-based architecture for Federated Learning, which consists of six
essential components: (1) worker i, (2) smart contract, (3) active miners M,
(4) mined block, (5) consensus method, and (6) monitoring server.

¢ The following items:
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1)

(2)

€)

(4)

Worker i: Each worker signifies a participating entity in the federated
learning process. It retains local data, such as condition monitoring
records from industrial machinery or airplanes, and facilitates the en-
hancement of predictive models. This approach ensures that the exact
specifics of Remaining Useful Life under various operating conditions
are fully understood and taken into account.

Smart Contract: It serves as the digital foundation of the FL frame-
work, encapsulating the regulations and protocols that dictate the joint
endeavor. In Remaining Useful Life projections, the system might, for
instance, autonomously verify the precision of data from a jet engine’s
sensors. Should the data satisfy established conditions, the model will
be revised. It also oversees the allocation of incentives, motivating
factories or aircraft systems to deliver high-quality data by awarding
them tokens or credits in exchange. The SC is the unbiased enforcer
that guarantees all activities, from data submission to model update,
comply with the prescribed procedures. The SC functions as a self-
executing contract, with the terms and conditions of the FL process
embedded inside it. It automates several facets of federated learning,
encompassing model updates, incentive allocation, and consensus pro-
tocols.

Active Miners M;: Miners within the blockchain serve as custodi-
ans of data integrity and security. In the realm of Remaining Useful
Life predictions, miners verify the sensor data or predictive model up-
dates provided by each worker before they are permanently recorded
on the blockchain. This procedure is essential to prevent the incor-
poration of erroneous or malicious data that could lead to inaccurate
RUL projections, potentially resulting in premature component failure
or unwarranted maintenance downtime. Miners are specialized nodes
tasked with verifying transactions and generating new blocks on the
blockchain. In the realm of federated learning, they are essential for
maintaining the integrity and security of the federated learning process.
Miners authenticate the model changes from factories and incorporate
them into the blockchain, ensuring the precision of the decentralized
ledger.

Mined Block: Each mined block constitutes a compilation of verified
updates, resembling a time-stamped aggregation of RUL insights from
the network, which may include parameters of prognostic models. The
distinctive cryptographic hash in each block serves as a seal, secur-
ing its position in the blockchain ledger and connecting it to the prior
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block, therefore establishing an immutable chain of RUL predictions
and model enhancements. A mined block is a collection of verified
transactions that are included in the blockchain. In the context of fed-
erated learning, this encompasses the model updates provided by fac-
tories. Every block contains a distinct cryptographic hash, which con-
nects it to the preceding block and ensures the immutability of the FL
process. This document contains a comprehensive record of all actions
inside the FL network.

(6) Consensus Algorithm: This protocol guarantees agreement among nodes
in the blockchain network over the legitimacy of transactions and the
sequence in which they are incorporated into the blockchain. Within
the framework of federated learning, the consensus algorithm deter-
mines whether to accept or reject model updates based on established
criteria. The global model for Remaining Useful Life projections is up-
dated just when a majority of nodes concur that the information pro-
vided by a worker, including the parameters of the prognostic model,
is accurate and aligns with the requirements of the entire system. This
collective validation procedure enhances the reliability of the RUL pre-
dictions.

(6) Monitoring Server: The monitoring server is essential for supervising
and orchestrating the FL process. It offers insights into the performance
of participating personnel, guaranteeing that their information contri-
butions are prompt and accurately represent their status. It also tracks
the model’s learning advancement, guaranteeing that the RUL predic-
tions are as accurate as possible. Moreover, it enhances the transmis-
sion of information across the various components of the FL network,
guaranteeing efficient operations and dependable RUL predictions.

The six components collectively provide the framework of the BC-enhanced
FL system. This configuration facilitates the secure, confidential, and col-
laborative training of models across autonomous production locations. The
process persists, iterating through updates and validations, until the com-
prehensive prognostic model has stabilized or reached the requisite degree
of accuracy. This is vital for Remaining Useful Life (RUL) prediction, as ac-
curate model convergence guarantees dependable projections of equipment
longevity, which is critical for maintenance scheduling and resource alloca-
tion. The precise functionality of the BC-supported FL algorithm is exten-
sively elucidated in the algorithm



4.3. Contributions about Reliability Prediction and Predictive Maintenankt89

Technical Aspects of How BC Mitigates Key Challenges in FL for RUL

Prediction Context

The integration of blockchain technology with federated learning presents
significant potential for predicting the remaining useful life of components or
systems. BC guarantees data privacy, encourages data contributions, and fa-
cilitates scalability. It protects sensitive RUL data, promotes data interchange,
and accommodates various systems. Our proposed BC-FL architecture ad-
dresses these elements to enhance the precision and reliability of RUL pre-
dictions. The specifics are as follows:

* Trust and transparency: Blockchain technology provides an immutable
ledger for documenting and validating each modification to the Re-
maining Useful Life prediction model. This transparency fosters con-
fidence among participants and delineates a clear history of contribu-
tions. Smart contracts used on the blockchain may enforce predeter-
mined rules, ensuring equity and transparency in the fuzzy logic-based
rule prediction process. Let i represent a participating worker (i.e., from
a factory or aerospace firm) in the BC-based FL process. The architec-
tural foundation for worker i’s participation in the FL-based RUL pre-
diction training process is illustrated in Figure 4.2.
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FIGURE 4.2: Architecture for the participation of worker i in the
training process of Remaining Useful Life (RUL) prediction.

This procedure encompasses the subsequent steps:

(i) Store wq on IPFS: Assume that worker 1 has effectively trained a ma-
chine learning model for remaining useful life prediction. The worker
can thereafter save the model parameters, namely wj, in the InterPlan-
etary File System (IPFS) [48]. This phase minimizes the data format
when uploading to BC, utilizing a hash link rather than a large file.
This section utilizes the NFT. Storage gateway for data retention in de-
centralized networks.
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(ii) Upload to BC: After successfully storing the model weights w; on
IPFS, the subsequent essential step in the context of RUL predictions
is to document the associated hash on the blockchain using a smart
contract. This smart contract serves as an immutable ledger, thereby
securing the model’s state on the blockchain. In doing so, we provide a
permanent record of the model’s weights, enhancing transparency and
traceability in the FL process, which is particularly crucial for assessing
the RUL of systems. This unalterable record guarantees the integrity
of the RUL prediction model throughout its existence, facilitating de-
pendable and verifiable RUL predictions.

(iii) Updating the global model: Upon acquiring the model weights w1,
the central server, responsible for maintaining the global model, is pre-
pared to integrate these new weights. This Florida-based Remaining
Useful Life estimation technique is crucial. It integrates the collective
expertise obtained from diverse laborers (e.g., factories or aerospace
tirms), a vital component in assessing the Remaining Useful Life (RUL)
of machinery or aircraft. This joint initiative enhances and improves the
accuracy of the global model, thereby increasing the precision of RUL
predictions.

Data privacy and security: Blockchain technology employs advanced
cryptographic methods that are essential for enhancing security in the
realm of systems’ Remaining Useful Life estimates. These cryptographic
techniques provide data encryption, further enhanced by document-
ing access permissions on the blockchain. This integrated method en-
hances the safeguarding of sensitive RUL data. The decentralized se-
curity protocol intrinsic to the blockchain, together with its immutable
characteristics, is crucial for managing RUL predictions. Consequently,
it adeptly addresses the persistent issue of maintaining data privacy
and security in federated learning methodologies, which aim to assess
the remaining useful life of systems. When integrating blockchain with
federated learning to enhance data privacy and security, it is essential
to recognize the inherent privacy and security attributes of blockchain,
even in a public blockchain context. This attribute guarantees that up-
loaded data, including FL. model weights, are intrinsically safeguarded.
Nonetheless, supplementary security measures are essential when tai-
lored to the unique demands of RUL prediction. To enhance data se-
curity in RUL prediction, we offer a proactive method. We propose
incorporating RSA encryption and decryption methods, as outlined in
Hamza et al. (2020) [80], alongside the hash value before uploading
data to the blockchain. Figure 4.3 illustrates that this method encodes
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data as an IPFS hash link. This robust security technique ensures that
RUL prediction data is meticulously protected throughout the FL pro-
cess, in accordance with the rigorous privacy and security requirements
of estimating systems” RUL.

Blockchain Monitor sever

Worker IPFS ¢ \'4 @ Decrypted
data Ciphered IPFS data
IPFS data ?
Public key Private key

FIGURE 4.3: Integration of RSA encryption and decryption
with the hash value before uploading data to the blockchain
as an IPFS hash link.

This method enhances data security and provides an extra layer of pro-
tection. It guarantees that unauthorized individuals cannot interpret
the data without the requisite private key, even if they have access. This
supplementary security measure is especially vital when assessing the
Remaining Useful Life of essential safety devices. This stage, depicted
in Figure 4.3, ensures that only the central server, tasked with global
model updates, can decode the IPFS hash link and access the data. In
the realm of RUL prediction, this level of data security is essential, as it
protects the integrity and confidentiality of vital information during the
FL-based RUL estimation process. The Python code example illustrates
the aforementioned procedure.

¢ Incentives and rewards: BC-based tokens or cryptocurrencies may be
utilized to mitigate this issue. Smart contracts can automate the al-
location of incentives based on the quality and quantity of contribu-
tions. Moreover, a public record of contributions and rewards on the
blockchain guarantees fair remuneration for participants. This method
guarantees that factories or aviation businesses receive fair compensa-
tion for their significant contributions when evaluating machinery or an
aircraft’s Remaining Useful Life (RUL). In addition to financial incen-
tives, it encourages active engagement. It cultivates a self-sustaining
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ecosystem surrounding the federated learning process, hence improv-
ing the precision and efficacy of Remaining Useful Life estimates. The
use of blockchain technology presents a distinctive potential to estab-
lish transparent and immutable incentive frameworks, tackling a cru-
cial challenge frequently faced in collaborative machine learning projects.
Figure 4.4 depicts the architecture that facilitates worker 7 in the auto-
mated and smooth uploading and receipt of incentives from the blockchain.
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FIGURE 4.4: Architecture facilitating the automated and
smooth upload of data by worker i and the receipt of rewards
from the blockchain.

This procedure encompasses the subsequent steps:

(i) Upload to BC: Initiate the upload of pre-trained weights w; to the
BC. It is essential to highlight that, to enhance the security and
privacy of employee data, we recommend implementing the RSA
key before uploading the IPFS hash to the blockchain.

(ii) Authenticate the data sent by a worker: In the realm of Remaining
Useful Life projections for critical safety systems, it is imperative to
mitigate the risks associated with malicious data submissions and
unintentional errors. Such acts may alter the global model update,
profoundly affecting the precision of RUL predictions. Although
FL’s training process provides certain safeguards against these is-
sues, it may not encompass all potential attack paths that attackers
can use. To mitigate the risk of inaccurate or deceptive data up-
loads, we propose implementing an automated verification service
overseen by a backend monitoring server. This service is essen-
tial in the RUL prediction process, as seen in Figure 4.4. The pro-
cess includes implementing the new weights in the global model
and evaluating their impact on predicted accuracy enhancement.
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Should the revised weights improve the global model’s accuracy,
they activate processes within the blockchain system, resulting in
the distribution of incentives to the corresponding worker. This
not only encourages authentic contributions but also protects against
malicious efforts to distort the RUL prediction process, thereby en-
hancing the precision and dependability of RUL predictions in es-
sential safety systems.

(iii) Receive incentives: Motivated by the strong cryptographic founda-
tions of blockchain, factories engaged in the Remaining Useful Life
prediction process can be incentivized with tokens [221] or Non-
Fungible Tokens (NFTs) [233] on the blockchain platform. This
new method serves as a significant incentive, prompting facto-
ries to undertake essential duties such as validating and preserv-
ing data integrity. Our approach integrates a monitoring server
to evaluate the quality of prognostic parameters given by workers
for global model updates in the context of Remaining Useful Life
estimates for essential safety devices. A token or NFT enhances
the worker via blockchain transactivation. This incentive system
fosters confidence while also enhancing involvement and respon-
sibility. Consequently, employees may use these tokens or NFTs as
vouchers or for various relevant prizes provided by the central en-
tity managing the FL process, thereby reinforcing their dedication
to precise and dependable RUL predictions.

* Scalability and efficiency: BC technology, with its consensus methods
like sharding or sidechains, offers substantial improvements in scala-
bility and efficiency. The responsibilities related to RUL prediction, en-
compassing computation and validation, may be efficiently allocated
throughout the BC network. This distribution mitigates the burden on
a centralized server. It facilitates the effective processing of extensive
data sets. Moreover, BC’s integration with SC enhances the efficiency
of the aggregation process, as seen in Figure 4.5. These SCs automate
and improve data aggregation, markedly improving the efficiency of
FL. This automation is essential for executing FL in large and varied
environments, where RUL predictions are crucial for optimizing main-
tenance schedules and resource distribution.
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FIGURE 4.5: Proposed blockchain architecture for scalability
and efficiency: Federated Learning-based blockchain.

Specifically, Figure 4.5 illustrates the suggested blockchain infrastruc-
ture designed to enhance the scalability and efficiency of the feder-
ated learning-based blockchain. The fundamental concept is creating
a blockchain infrastructure that can accept uploaded weights from par-
ticipating factories via IPFS hashes and /or a numerical array. The com-
plete range of FL calculations is independently performed within this
BC network. This includes weight averaging, accuracy evaluation, and
the distribution of global weights. Incorporating the Remaining Use-
ful Life forecast into this process improves operational efficiency and
scalability. By integrating these intricate computations into the BC net-
work, as seen in Figure 4.5, we expect a substantial improvement in the
scalability and operational efficiency of FL initiatives focused on RUL
predictions. This method enhances workflow efficiency, maximizes re-
source use, and leads to more precise and dependable Remaining Use-
ful Life predictions in varied and extensive industrial settings.

4.3.1 Case Study

This section epresents a case study that illustrates how the proposed frame-
work, integrating BC and FL, effectively addresses significant issues, partic-
ularly concerning RUL predictions for critical safety, leveraging the intrinsic
advantages of both platforms, we aim to address critical challenges such as
trust, data privacy, incentives, and scalability, all of which are essential for
accurate and reliable dependable RUL predictions.

Our use case leverages the synergy between BC’s immutable ledger and
FL'’s privacy-preserving methodology, emphasizing their significance in RUL



4.3. Contributions about Reliability Prediction and Predictive Maintenanbé5

predictions for aviation systems. These applications signify a transition to-
wards a transparent, safe, and efficient machine learning environment de-
signed for remaining useful life prediction. Our discourse is systematically
organized for widespread accessibility and influence, providing insights into
the possibilities of this integrated strategy in enhancing RUL predictions.

Case study description

This case study utilizes the Commercial Modular Aero-Propulsion Sys-
tem Simulation (CMAPSS) dataset, created by the NASA Army Research
Lab, to illustrate the effective application of the suggested framework to es-
sential safety systems such as aircraft engines. This dataset is esteemed as a
standard for Remaining Useful Life (RUL) prediction [175, 227].

The C-MAPSS dataset has four sub-datasets: FD001, FD002, FD003, and
FDO004, each reflecting distinct operational circumstances and fault patterns.
Each sub-dataset has both training and testing datasets. Figure 4.6 presents
an explanation of the CMAPSS dataset features and depicts six random sam-
ples throughout the entire life cycle.

Certain column properties do not yield valuable information for the Re-
maining Useful Life calculation. Consequently, 14 of the 21 sensor data points
and two of the three operational conditions, amounting to 16 features, are
selected as the raw input features for the model, consistent with previous
research [175, 97, 229]. The selected columns are 3, 4, 6, 7, 8, 11, 12, 13, 15,
16, 17, 18, and 1presents the RUL prediction outcomes using the proposed
BC-based FL, as mentioned in Subsection.
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FIGURE 4.6: (a) Explanation of features in the CMAPSS dataset

and (b) Depiction of six random sensor data during a whole life
cycle.
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RUL prediction outcome

This section presents the RUL prediction outcomes using the proposed
BC-based FL, as mentioned in Subsection. 4.3. This study employs the SV in
the federated learning process, utilizing the Binance Smart Chain (BSC test-
net) blockchain to illustrate the rate of the blockchain-based federated learn-
ing architecture. To evaluate forecast accuracy, we employ the root mean
squared error (RMSE) metric, a commonly used standard in remaining use-
tul life (RUL) prediction research [114, 63].

Figure 4.11 depicts the Remaining Useful Life predictions for testing en-
gine units with the FL-based BC throughout many periods of CMAPSS. To
clarity, we randomly picked one unit from FD001, FD002, FD003, and FD004
to illustrate the findings. The synchronous FL-based BC has a notable ca-
pacity to precisely identify maintenance needs, particularly for FD002 and
FDO004, contingent upon the machine being stopped at the first sign of the
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FIGURE 4.11: RUL predictions for testing engine units based on
the FL-based BC across various time series of CMAPSS.
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The root mean square errors (RMSE) for each dataset are 24.76, 32.25,
25.17, and 28.54. The BC-based FL has commendable predictive accuracy,
as substantiated by previous research on RMSE [262, 60, 43]. The framework
addresses the primary issues related to FL and demonstrates its RUL predic-
tion capabilities.

The primary objective is to present a novel approach for integrating Blockchain
(BC) with Federated Learning (FL) in the context of Remaining Useful Life
(RUL) prediction, emphasizing the benefits of BC for data security and in-
tegrity. We aim to enhance the accuracy of Federated Learning in Remain-
ing Useful Life prediction compared to previous research employing Deep
Learning. The integration of federated learning into blockchain presents
considerable obstacles, including huge computational and financial expendi-
tures. For instance, uploading and retrieving weights from BC may require
up to one minute, particularly when employing complex training models,
which can potentially prolong the process to several weeks due to conges-
tion. Moreover, each weight upload incurs financial expenses in the form of
gas fees. Therefore, we use a more straightforward machine learning model,
such as SVM, to capitalize on its benefits of simplicity, rapid training du-
rations, and reduced weight size. This suffices in the academic realm to
illustrate the notion. Consequently, juxtaposing BC-based RUL with those
derived from more intricate models, as demonstrated in prior research [262,
60, 43], is not pertinent. In industrial contexts, it is imperative to investigate
powerful, rapid, and efficient deep learning models that can be integrated
with blockchain technology, utilizing platforms such as Oracle or private
chains to improve computing precision and minimize financial expenditure.
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FIGURE 4.14: The performance of RUL prediction on the
dataset during a first and final iteration of FL-based BC.
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Utilizing the FDOO1 dataset as an illustration, Figure 4.14 depicts the ini-
tial performance of Remaining Useful Life (RUL) prediction on the dataset
before the Federated Learning (FL)-based Bayesian Classification (BC). It sub-
sequently showcases the improved RUL prediction accuracy after the contri-
bution of model weights by workers to the FL process, utilizing the BC appli-
cation. The outcome demonstrates a significant enhancement in Remaining
Useful Life (RUL) forecast accuracy, as part-specific issues encountered in
RUL prediction present a practical case, demonstrating how our Bayesian
Classification-based Federated Learning framework provides a relevant so-
lution. This section demonstrates the efficacy of our BC-based FL frame-
work in tackling the critical issues identified for RUL prediction. We explore
the specific issues encountered in Remaining Useful Life (RUL) prediction,
present a practical case, and demonstrate how our Bayesian Classification-
based Federated Learning framework provides a relevant solution, grounded
in the functionalities of Bayesian Classification technology.

Trust and transparency

Establishing trust and openness is a crucial condition for collaborative
model training. The complexities of this task have been comprehensively an-
alyzed. Real-world problem statement: Envision a situation in which many
aviation corporations seek to collaborate on a federated learning initiative to
improve predictive maintenance for their assets. Every organization holds
rich data that, when integrated, might substantially enhance the precision of
prediction models for Remaining Useful Life assessment. Nonetheless, the
subsequent issues may arise from the process:

¢ Insufficient Trust among Corporations: Owing to competitive appre-
hensions, these entities are hesitant to exchange their confidential data
directly. There is a deficiency of confidence among corporations in the
protection of their sensitive information. Concerns Regarding Trans-
parency: The involved firms may be reluctant to completely reveal their
internal model modifications or operational insights. Concerns about
the disclosure of excessive information about their procedures, which
may compromise or jeopardize their competitive advantage.

BC solution: The incorporation of blockchain into the federated learning
architecture establishes a decentralized and highly secure environment, which
is especially vital for remaining useful life predictions in airplanes. Smart
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contracts (SC) are essential in regulating data access and use, as well as safe-
guarding sensitive information. This secure method facilitates the collabo-
rative essence of federated learning while protecting sensitive information.
Moreover, the blockchain’s transparent and immutable characteristics sub-
stantially bolster trust in the RUL prediction process. provides a verifiable
record of model modifications and data inputs, while safeguarding propri-
etary information, as outlined in Subsection. 4.3. This transparency is illus-
trated in Figure 4.15, which demonstrates the longevity of recorded trans-
actions within the blockchain. This continuous record enables firms to ac-
curately monitor the data given and uploaded by each participating organi-
zation, promoting openness and accountability in the FL process, which is
crucial for correct RUL predictions.

@ Contract Oxel7fc42799EdF45e472aE3C3164e0babBC{78738

L Latest 3 from a total of 3 transactions

Method & Block Age From T Value

31119119 171 days 21 hrs ago Oxe17fc4..BC78738 0BNB  0.00280221

Oxe17fc4...BCF78738 0BNB  0.00203721

171 days 21 hrs ago Create: BlockchainFL 0BNB  0.00794832

FIGURE 4.15: Transactions recorded permanently within the
blockchain.

The red rectangle indicates that a corporation has recently uploaded data to

the BC.

This highlights the practical challenges that arise when trust and trans-
parency obstacles hinder effective collaboration among organizations within
a federated learning network. Implementing a blockchain-based federated
learning architecture may effectively promote trust and openness while safe-
guarding the security of sensitive data.

Data privacy and security

Safeguarding the privacy and security of sensitive information is essen-
tial. The combination of blockchain (BC) with federated learning (FL) presents
a viable solution to address these pressing issues by leveraging the immutable
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and decentralized characteristics of blockchain. Real-world problem, a col-
laborative initiative with aviation firms from multiple nations focused on de-
veloping a federated learning model to predict an aircraft’s remaining useful
life. The aim is to utilize varied datasets to enhance the precision and gener-
alizability of prediction models. However, the subsequent issues may arise
from the process:

¢ Each aircraft manufacturer and operator maintains exclusive mainte-
nance and performance history data. This data is governed by stringent
privacy and confidentiality standards. The dissemination of aircraft-
specific information across companies and international boundaries may
provoke legal and ethical issues. This method may violate data pro-
tection regulations and industry confidentiality agreements, which is a
considerable problem in the aviation business.

* Security of Sensitive Aircraft Information: The dissemination of sen-
sitive aircraft data, especially when aggregated, presents security vul-
nerabilities. Aerospace firms are vigilant about potential data breaches
during transmission, which could compromise the security of sensitive
information and violate industry laws.

BC solution: The incorporation of BC employs sophisticated cryptographic
methods, particularly utilizing the RSA algorithm, to substantially enhance
security in the RUL prediction process. Aircraft data is encrypted utiliz-
ing RSA keys, a well-recognized cryptographic technique celebrated for its
safe data transfer [80]. Access permissions are thoroughly recorded on the
blockchain, enhancing data protection with an additional security layer. to
substantially augment security in Florida. Patient data is encrypted with
RSA keys, a formidable cryptographic technique recognized for its safe data
transfer [80]. Access permissions are systematically documented on the BC,
enhancing data protection with an extra layer of security. This decentralized
security protocol, enhanced by the immutable characteristics of blockchain,
directly tackles the ongoing issue of data privacy in federated learning. In the
RSA approach, only the federated learning (FL) operator holds the decryp-
tion key, therefore guaranteeing the confidentiality and security of critical
patient data during the FL process. Figure. Figure 4.16 illustrates the origi-
nal key, both encrypted and decrypted by the RSA technique. As seen in the
tigure. The encrypted hash displays a unique string in contrast to the origi-
nal, thus enhancing its confidentiality. Moreover, upon decryption with the
private key, the hash link returns to its original state. Consequently, even if
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unauthorized individuals obtain the material, unable to decipherof decipher-
ing it without access to the decentralized security strategy, along with the
immutable characteristics of the blockchain (BC), which directly addresses
the persistent issue of data privacy in RUL prediction via federated learning
(FL). Through the use of the RSA technique, only the FL operator retains the
decryption key, thus safeguarding the confidentiality and security of critical
aircraft data during the FL procedure. Figur, combined with the immutable
characteristics of the blockchain (BC), directly addresses the RSA method.
The encrypted hash manifests as a unique string, distinct from the original,
thereby enhancing its confidentiality and security. Unauthorized parties may
access the data; however, they will be unable to decipher it without the reg-
uisite private key, thereby safeguarding data confidentiality and privacy in
the RUL prediction process.

FIGURE 4.16: Original key encrypted and decrypted using RSA
algorithm.

Original string: https://
bafybeibbnrtxrzsanqfgifld4awixxvyr53te3jmlwdaxaeifncsnykhgxe.
ipfs.nftstorage.link

Encrypted string: b’\xab\xb5/\xa77\xfb\xbl\xcbe\xaalxeb\x7f\xbb
\x90gj\xc8\xb4\xdd\x08+\xd9\xfb\x91\xbe\xc9\xad\xf5w\x90$uw\
x91F '\ x9f _\xae\xb8\x80\x826L\x992p\xe8\xeal\x1bxSYoo\xf9)\
x1d\xe2\x1d"AM\xf4\xd1\xal\xcc\xf9\x0el\x9b\xde\xdf \xb4ko\
xfc\xa8\xdb\x12\x12\x8d \xfagc\xec\xe8\x00 ‘H\xb3\x9b>\xda\
x0b\xe8\xf5\xbd\xc2Z\x9cB\x914\xcb\x98p\xbej\x9f\x90>\x0cu\

xc4Q\x070\x8bo0\x94 [\xf8e\xd6’

s Decrypted string: https://

bafybeibbnrtxrzsanqfgifld4awixxvyrb3te3jmlwdaxaeifncsnykhgxe.

ipfs.nftstorage.link

Incentives and rewards

Encouraging active involvement and rewarding contributions are essen-
tial for establishing a sustainable environment for RUL prediction using FL.
This section examines how BC can be utilized to develop unique incentive
mechanisms that motivate stakeholders to actively engage in the FL process.
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Real world problem statement: Envision a federated learning process de-
signed to optimize predictive maintenance for aircraft. Various aircraft op-
erators and maintenance organizations provide data from multiple sources
to improve the accuracy of remaining useful life predictions. However, this
context introduces specific incentive and reward challenges:

Establishing Incentives for Data Contributors: Aircraft operators and main-
tenance organizations that allocate resources and share essential data may be
reluctant to engage actively without explicit incentives or rewards. The lack
of adequate motivation can result in organizations prioritizing their own in-
terests over collaborative contributions, which could adversely affect the ac-
curacy and effectiveness of Remaining Useful Life predictions. The difficulty
is to establish an equitable mechanism for allocating incentives or benefits
derived from enhanced RUL predictions. Stakeholders may be conceiving
their own interests over collaborative contributions, which could adversely
affect the accuracy and effectivenessBC solution:

The BC-based FL framework for predicting aircraft RUL incorporates trans-
parent and automated smart contracts to manage incentive structures. These
contracts can programmatically define and execute reward distributions based
on each entity’s contributions. The decentralized and immutable character-
istics of blockchain ensure transparency and trust in the reward allocation
process. However, implementation necessitates an automated verification
service in the backend, supervised by a monitoring server (as detailed in
Subsubsec. 4.3). This service assesses the impact of new model weights
on global accuracy. If the updated weights are advantageous, events within
the blockchain are triggered to allocate incentives to the respective worker,
thereby fostering collaboration and accuracy in RUL predictions.

Figure 4.15 delineates the details of the incentive transaction for the worker
after the upload of wy to the blockchain via smart contract. As illustrated in
the figure’s lower portion, upon uploading wy as the IPFS hash, the smart
contract autonomously initiates the transfer of one BC token to the worker’s
address. Consequently, the worker is empowered to utilize this token as a
coupon or a pertinent reward, as facilitated by the central company man-
aging the federated learning process. This mechanism incentivizes active
participation and enhances the precision of remaining useful life predictions.

Scalability and efficiency

In the rapidly evolving domain of federated learning, achieving scala-
bility and operational efficiency presents a crucial challenge. The incorpo-
ration of blockchain presents a transformative framework that tackles these
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essential issues. By leveraging the intrinsic advantages of blockchain, fed-
erated learning can scale efficiently to manage diverse and dynamic datasets
through optimized resource allocation and enhanced computational efficiency
within blockchain infrastructure.

The joint effort among several aircraft operators and maintenance groups
may lead to scalability and efficiency issues. Consider a federated learning
initiative aimed at optimizing energy consumption within a decentralized
smart grid system. Various energy providers and grid operators collaborate
to enhance the efficiency of energy distribution and consumption patterns.
However, the following challenges may arise from this process:

Scalability in predicting Remaining Useful Life (RUL) in aircraft presents
challenges, especially with the involvement of various aircraft operators and
maintenance organizations. As the number of participating entities increases,
managing the scalability of the federated learning (FL) system becomes com-
plex. Coordinating disparate datasets and computational resources becomes
increasingly difficult, obstructing efficient model updates across a broad and
heterogeneous corporate network. In the realm of aircraft predictive main-
tenance, attaining computational efficiency in the federated learning process
is crucial for real-time decision-making. Suboptimal model training or com-
munication protocols may lead to delays in addressing dynamic changes in
aircraft maintenance requirements and operational demands.

BC solution: Leveraging the intrinsic advantages of blockchain, federated
learning can scale efficiently to manage diverse and dynamic datasets through
optimized resource allocation and enhanced updates, facilitating efficient
collaboration among numerous participants. The blockchain’s decentralized
structure aids in distributlead to scalability and efficiency issuesng overall
efficiency.

This section clarifies that the framework is currently in its conceptual
stage and has not been empirically validated. Consequently, the results of
its implementation are not presented here. We encourage the research com-
munity and industry experts to offer constructive feedback on this proposed
infrastructin predictingtiative seeks to enhance the integration of BC and FL,
thereby promoting more accessible and impactful applications, especially
within the aircraft industry.

The four challenges outlined illustrate the proposed blockchain-enabled
federated learning infrastructure, which signifies a promising advancement
in collaborative federated learning. As it becomes increasingly difficult, which
obstructs the advantages of blockchain and federated learning, we foresee a
transformative effect on industries, helping distribute and scalable solutions.
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4.4 Conclusion

This chapter introduces a novel methodology for transforming multivari-
ate CoDa into real vectors using the Dirichlet density transformation, effec-
tively eliminating constraints and reducing dimensionality. It also presents
two monitoring and Anomaly detection approaches that integrate SVDD con-
trol charts and MEWMA techniques with Dirichlet density and ilr trans-
formations, with the Sy, control chart demonstrating superior performance
in most scenarios. Additionally, the chapter explores an innovative frame-
work that combines federated learning (FL) with blockchain (BC) for pre-
dictive maintenance, particularly in predicting remaining useful life (RUL).
This approach enhances data security, trust, and efficiency, with applications
in aerospace and Industry 5.0. Key contributions include integrating BC into
FL for RUL prediction, open-source software availability, and demonstrating
the framework’s effectiveness using the CMAPSS dataset.

In addition to the studies provided, we have conducted research on ma-
chine learning methodologies and Al-driven monitoring strategies to opti-
mize predictive maintenance, enhance reliability, and ensure safety in in-
dustrial systems. The research conducted by Saghir et al. (2023) presents
a hybrid model that integrates an Autoencoder with Transformer and uti-
lizes Explainable Al (XAI) to enhance anomaly detection in IoT systems,
hence tackling security concernanticipate a transformative impact on indus-
tries seekingguyen et al. (2024) investigate the integration of physics-based
models with machine learning, focusing on Physics-Informed Neural Net-
works (PINNs) to enhance the reliability and safety of industrial systems,
thus improving the precision in forecasting system states and executing pre-
dictive maintenance [146]. Nguyen et al. (2024) present a solution that inte-
grates Edge Al with Federated Learning to enhance performance and secu-
rity, while maximizing predictive maintenance for intelligent systems, min-
imizing latency, and ensuring real-time responses in smart factories. [151].
This research significantly advances the development of intelligent and safe
industpredicting remaining useful life (RUL)es progressively use automa-
tion and artificial intelligence. Furthermore, the study conducted by Vu et
al. (2024) on enhancing predictive maintenance through Genetic Algorithms
(GA) in Future Industrial Systems (FIS) illustrates the effectiveness of GA
in optimizing maintenance within dynamic aln addition to the studies pro-
vided, we have conducted research on machine learning methodologies and
Al-driven monitoring strategies to optimize predictive maintenance, enhance
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reliability, and ensurepredictability and system reconfiguration in contem-
porary industrial settings. Future directions focus on optimizing transfor-
mation models, leveraging advanced Al techniques for anomaly detection,
and incorporating explainable AI (XAI) to enhance transparency and trust in
decentralized industrial environments.
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Chapter 5

Adaptive Anomaly Detection,
Classification, and Explanations
with Federated Learning for Smart

Healthcare Applications

The content of this chapter is based on the following publications, in
which I am a co-author:

* A.Raza, S. Li, K.P. Tran, L. Kéehl, K.D. Tran* (2024). “Using Anomaly
Detection to Detect Poisoning Attacks in Federated Learning Applica-

tions” Engineering Applications of Artificial Intelligence. Elsevier. Submit-
ted.

* A. Raza, K.P. Tran, L. Kéehl, X. Zeng, K. Benzaidi, S. Li, S. Hotham,
K.D. Tran*(2024). “Lightweight Transformer in Federated Setting for
Human Activity Recognition in Home Care” Pattern Recognition. Else-
vier. Under Review.

e T.T.V. Nguyen, C. Heuchenne, K.D. Tran, K.P. Tran (2024). “A Novel
Transformer-Based Anomaly Detection Approach for ECG Monitoring
Healthcare System” Book: International Conference on Safety and Security
in IoT, Springer Nature Switzerland Publishing, pp. 111-129. http:
//dx.doi.org/10.1007/978-3-031-53028-9_7
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T.Nguyen, Q.T. Nguyen, K.D. Tran*, L. Koéehl, K.P. Tran, (2024), “Transformer-
Based Models for Predicting High-Risk Diabetes in Women using Tab-
ular Data,” in International Conference on Responsible Artificial Intelligence

and Data Science, DaNang, Vietnam

e T.T.V. Nguyen, C. Heuchenne, K.D. Tran, G. Tartare, K.P. Tran (2024),
“Explainable Transformer-based Approach for ECG Anomaly Detec-
tion,” in International Conference on Responsible Artificial Intelligence and
Data Science, DaNang, Vietnam .

e T.Banfalvi, D.H. Nguyen, K.D. Tran, G. Tartare, P. Bruniaux, L.H. Le, X.
Zeng, K.P. Tran (2024), “Deep Convolutional K-Means of 3D morpholo-
gies of human legs for the implementation of adaptive leg morphotypes
and Medical Compression Stockings,” in International Conference on Re-
sponsible Artificial Intelligence and Data Science, DaNang, Vietnam.

e T. Banfalvi, K.D. Tran, G. Tartare, P. Bruniaux, K.P. Tran (2024), “Unsu-
pervised classification of 3D morphologies of human legs for the im-
plementation of adaptive leg morphotypes and Medical Compression
Stockings: A survey and perspective,” in International Conference on Re-
sponsible Artificial Intelligence and Data Science, DaNang, Vietnam.

e T.T.V. Nguyen, C. Heuchenne, K.D. Tran, K.P. Tran (2024). “A Novel
Transformer-Based Anomaly Detection Approach for ECG Monitoring

Healthcare System” Proceedings of the International Conference on Safety
and Security in IoT, Springer Nature Switzerland Publishing, pp. 111-
129. http://dx.doi.org/10.1007/978-3-031-53028-9_7

5.1 Introduction

Diabetes has become a major global public health issue, with its preva-
lence projected to increase by 59.7% from 2021 to 2050, affecting over 1.31 bil-
lion people worldwide [206]. This growing epidemic underscores the urgent
need for advanced medical data processing techniques, particularly machine
learning models, to enable more accurate and efficient diagnoses. Similarly,
Human Activity Recognition (HAR) has gained prominence in healthcare ap-
plications such as disease prevention, rehabilitation, and health monitoring
[238]. As mobile computing, smart sensing, and IoT technologies advance,
the volume of health-related data has surged, necessitating the application of
sophisticated machine learning algorithms for effective processing. Recent
breakthroughs in deep learning, including convolutional neural networks
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(CNNSs) and recurrent neural networks (RNNs), have significantly enhanced
the accuracy of HAR classifiers [1]. However, challenges such as privacy con-
cerns, large dataset requirements, and data communication overhead persist.
Federated learning presents a promising solution by allowing collaborative
model training across decentralized data sources while safeguarding privacy
[121]. Despite these advancements, challenges such as adversarial attacks
and the integration of complex models like transformers into HAR systems
remain, warranting further research into robust defense strategies and effi-
cient data-handling methodologies [200].

In the medical domain, compression therapy plays a vital role in manag-
ing conditions like Chronic Venous Insufficiency (CVI) and Lymphoedema
[42]. However, determining the optimal compression level for individual pa-
tients remains a complex challenge due to the wide variations in leg shapes
and sizes [130]. Recent advancements in 3D scanning and deep learning tech-
niques have opened new avenues for representing and analyzing human leg
morphology [241]. Point cloud data, a 3D representation of the human body,
offers a promising solution for this purpose. By utilizing deep learning mod-
els to process point cloud data, researchers aim to develop accurate shape
descriptors and adaptive models for medical compression stockings (MCSs)
that can be customized to individual leg shapes, improving therapeutic out-
comes and overcoming the limitations of traditional sizing approaches [50].

Next, Human Activity Recognition (HAR) is a critical machine learning
task with significant applications in healthcare, particularly in home-based
care for patients and older adults [249]. By leveraging data from smart sen-
sors embedded in Internet of Things (IoT) devices such as smartphones, wear-
ables, and other body-worn sensors, HAR systems enable continuous health
monitoring, disease prevention, and rehabilitation support. The advance-
ment of deep learning techniques—such as convolutional neural networks
(CNNs) and recurrent neural networks (RNNs)—has enhanced HAR perfor-
mance in both centralized and federated learning settings [161]. However,
these methods come with notable challenges: RNNs suffer from limited par-
allelizability, CNNs are constrained by fixed sequence lengths, and both re-
quire high computational resources. Additionally, the centralized approach
raises significant privacy concerns, as HAR classifiers rely on highly sensitive
personal data collected within home environments [52].

To address these limitations, we propose a novel lightweight (one-patch)
transformer architecture that combines the strengths of RNNs and CNNs
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while mitigating their drawbacks [259]. Furthermore, we introduce Trans-
Fed, a privacy-preserving, federated learning-based HAR classifier that lever-
ages this transformer architecture [266]. Our approach strikes a balance be-
tween model efficiency, privacy, and classification accuracy. We constructed
a new HAR dataset by collecting activity data from five human participants
using a custom-built testbed and evaluated our classifier in both federated
and centralized learning settings [118]. Additionally, we assessed the classi-
tier’s performance on a publicly available dataset to benchmark it against ex-
isting HAR classifiers. Experimental results demonstrate that our approach
achieves superior accuracy and efficiency compared to traditional models.

Beyond performance optimization, federated learning-based HAR sys-
tems are vulnerable to adversarial threats, particularly data poisoning attacks
[19]. In traditional machine learning, poisoning attacks manipulate train-
ing data to degrade model performance. In federated learning, these attacks
extend to model poisoning, where adversaries introduce malicious updates
that evade conventional detection techniques due to their limited access to
local training data. Existing poisoning attack detection methods in FL suffer
from limitations such as reliance on assumptions about the number of attack-
ers, dependence on independent and identically distributed (i.i.d.) data, and
excessive computational complexity.

To counter these threats, we propose a novel framework for detecting
poisoning attacks in federated learning, which leverages a reference model
trained on a public dataset alongside an auditor model for identifying ma-
licious updates [40]. Our framework employs a one-class support vector
machine (OC-SVM) for efficient attack detection, achieving a computational
complexity of O(K), where K is the number of clients. We evaluated our de-
tector against state-of-the-art (SOTA) poisoning attacks in two key FL appli-
cations: electrocardiograph (ECG) classification and HAR [57]. Our results
demonstrate the superiority of our detection framework over existing meth-
ods, reinforcing its applicability in safeguarding federated learning-based
HAR systems [168].

* Objective 3.1: Design adaptive anomaly detection frameworks lever-
aging federated learning to enable privacy-preserving analysis across
distributed healthcare data sources.

* Objective 3.2: Integrate explainable Al techniques into the anomaly de-
tection models to enhance transparency and interpretability in decision-
making, supporting better patient monitoring and improved clinical
outcomes.
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* Objective 3.3: Assess the impact of Al-driven methods on healthcare by
testing the models on relevant datasets and evaluating improvements
in early diagnosis and patient management.

5.2 Contributions about Diabetes Classification with

ML

Diabetes is a substantial global public health concern, exerting consid-
erable strain on healthcare systems and socio-economic advancement. The
anticipated effect is predicted to escalate, with prevalence forecast to climb
by 59.7% from 2021 to 2050, affecting more than 1.31 billion individuals [56].
There is an increasing focus on the processing of medical data and the as-
sessment of machine learning models to fully use artificial intelligence in di-
abetes diagnosis [47]. The FI-Transformer demonstrated commendable clas-
sification efficacy, achieving an accuracy of 98.07%, precision of 95.76%, and
recall of 98.26%, compared to models such as Random Forest, XGBoost, and
LGBM [206]. While it is somewhat behind these models, it has potential for
future applications in more intricate database systems [38]. The data pro-
cessing methodology, including KNN imputation, ICA, and Isolation Forest,
efficiently streamlines and enhances the model [46]. These findings repre-
sent a substantial advancement in data processing optimization and provide
future researchers with valuable insights for discovering ideal models for ap-
plication, especially in medical databases related to diabetes diagnosis [206].

5.2.1 Proposed methodology

The study methodology was conducted sequentially as outlined in Figure
5.1. This study processed the data using three powerful techniques: KNN
imputation to address missing values in the data, ICA to optimize the data
for easier anomaly detection, and Isolation Forest to remove those anomalies
from the dataset. After preprocessing, the data were split into two sets: train-
ing (80%) and testing (20%) for model training and analysis, comparing the
FT-Transformer model with five other models. After fine-tuning and achiev-
ing good results, the models were evaluated on the test dataset to compare
their performance. Additionally, the study utilized SHAP values to evalu-
ate the impact of features on the classification process in the FT-Transformer
model.
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FIGURE 5.1: Research flowchart

To investigate the performance of the proposed method, we use a dia-
betes dataset amassed from a cohort of 2000 individuals at the Frankfurt
Hospital situated in Germany ! [180]. The dataset encompasses eight dis-
tinct attributes. From the total of 2000 samples, 684 individuals are classified
as diabetes patients, while the remaining participants exhibit normal glucose
metabolism. The dataset comprises eight features, namely: Pregnancy, Glu-
cose, Blood Pressure, Skin Thickness, Insulin, BMI, Diabetes Pedigree Func-
tion, and Age (Table 5.1).

https:/ /ieee-dataport.org/documents/ type-2-diabetes-dataset
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TABLE 5.1: The attributes of the Frankfurt dataset

Attribute Description Type Mean + SD

Pregnancies Number of Times Categorial 3.7 £33
Pregnant

Glucose Plasma glucose Numeric 121.18 £ 32.07
concentration 2h in an oral
glucose tolerance test.

Blood pressure  Diastolic blood pressure Numeric 69.14 £ 19.18
(mm Hg).

Skin Thickness Triceps Skinfold Thickness Numeric 20.93 +16.1
(mm).

Insulin 2-hour serum insulin (y Numeric 80.25 £ 111.18
IU/mL).

BMI Body mass index (kg/m?). Numeric  32.19 £8.15

DPF Diabetes pedigree Numeric 0.47 +0.32
function.

Age Age (years). Numeric 33.09 £ 11.79

Outcome Diabetes diagnose results =~ Nominal -

(tested_positive: 1,

tested_negative: 0)

The Frankfurt dataset has a considerable volume of missing data across

five attributes, particularly Glucose, Blood Pressure, Skin Thickness, Insulin,
and BMI (Table 5.2). There is a total of 1,660 missing values. The study pro-
cessed missing data using the KNN imputation.

Thereby, the data addressed outliers using the Isolation Forest method com-

bined with ICA. The results showed that 190 subjects were excluded, leaving

a final dataset of 1,810 subjects (Figure 5.2). This dataset was then split pro-

portionally to train and evaluate the models. The training dataset included
1448 (80%) samples, and the testing dataset had 362 (20%) samples.
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TABLE 5.2: Missing values in the Frankfurt dataset

Attributes No. of missing values
Glucose 13

Blood Pressure 90

Skin Thickness 573

Insulin 956

BMI 28

Total 1660

Binary decision of IsolationForest

True class e ®
® outliers
® inliers

FIGURE 5.2: Decision to exclude outliers of Isolation Forest

Table 5.3 discusses the best learning rate for training under the same set-
tings using the FI-Transformer on this dataset. The results indicated that,
with a consistent setup of 1,000 epochs and a batch size of 128, a learning
rate of 0.001 yielded the best performance, achieving an accuracy of 0.9834
along with the lowest loss (0.0001).

TABLE 5.3: Impact of learning rate by accuracy measurement
of FT-Transformer with 1000 epochs and batch size = 128

Learning rate Loss Accuracy
0.001 0.0001  0.9834
0.0001 0.0008  0.9834
0.00001 0.0970  0.8809

Outlines the training process of the FT-Transformer model, which was trained
on a dataset derived from the Frankfurt dataset with a learning rate of 0.001.
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To reduce overfitting, the model was halted at the 99th epoch using a valida-
tion method based on the performances of AUC and Root Mean Square Error
(RMSE). The final AUC and RMSE stopped at 0.9951 and 0.1350, respectively.
The classification performance of the FT-Transformer model after training is
evaluated using a confusion matrix in Figure 5.3. The classification results are
great, with a total misclassification rate of approximately 1.93% (7 out of 362
instances). The correct classification rates for each class are 98.26% (113/115)
for Diabetes and 97.98% (242 /247) for No Diabetes.

Confusion Matrix

w0
g 200
3
© 5
a
[e]
=2
_ 150
[}
Qo
©
-
0]
=}
= - 100
(2]
()
3
8- 2 113
©
2 -50
1 1
No Diabetes Diabetes

Predicted Label

FIGURE 5.3: Confusion matrix of FT-Transformer model in test
dataset

Figure 5.4 represents the impact of features on the binary classification ca-
pability of the FT-Transformer model using SHAP values. Glucose and dia-
betes pedigree function were the two most influential features in classifica-
tion, while pregnancies, blood pressure, and BMI showed the least influence.
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FIGURE 5.4: SHAP summary plot for the FI-Transformer
model

5.2.2 Model Performances

Table 5.4 introduces the binary classification performances of 6 models in
the test dataset. The Random Forest model achieved the best classification
performance with an accuracy of 0.9945 and an Fl-score of 0.9914. It was
followed by LGBM, XGBoost, and FI-Transformer, all with accuracies above
0.98. TabNet also performed relatively well, with an accuracy of 0.9751. In
contrast, Logistic Regression had poor classification performance, with an
accuracy of only 0.7818 and a very low F1-score of 0.6070.

TABLE 5.4: Performance measure of all classification algo-

rithms
Model Accuracy Precision Recall Fl-score
Logistic Regression  0.7818 0.7093  0.5304  0.6070
Random Forest 0.9945 0.9829  1.0000 0.9914
XGBoost 0.9834 0.9658  0.9826  0.9741
TabNet 0.9751 0.9417  0.9826 0.9617
LGBM 0.9890 0.9826  0.9826  0.9826
FT-Transformer 0.9807 09576  0.9826  0.9700

The figure 5.5 shows the AUC performances by 6 classification models in
the test dataset. All models demonstrated very good classification results as
measured by AUC, with scores above 0.98 (except for Logistic Regression).
The Random Forest model continued to yield the best performance with an
AUC of 0.9999. The FT-Transformer model also performed relatively well,
achieving an AUC of 0.9812.
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FIGURE 5.5: AUC classification models

This study applied KNN imputation, ICA, and Isolation Forest to prepro-
cess the dataset, evaluated the performance of the FT-Transformer model in
diabetes classification compared to other models, and analyzed the influence
of features on the FT-Transformer’s decision-making in diagnosis.

The evaluation results showed that while the FI-Transformer achieved rel-
atively good performance, it did not surpass the three models: LGBM, XG-
Boost, and Random Forest [56, 13, 38]. These three models remained the
best classifiers, consistent with previous studies, despite the dataset being
processed differently. This suggests that even with varying preprocessing
techniques, these three models consistently excel in classification tasks for
tabular data.

This data preprocessing approach once again underscores the crucial role
of data handling in improving model predictive performance [47, 46]. The
classification results are very promising, demonstrating that this approach
will help eliminate redundant data from the dataset, thus saving resources
during model training. Notably, executing tasks sequentially and automat-
ically, rather than manually, significantly reduces the time required for data
processing. It also demonstrates that addressing outliers enhances model
accuracy more effectively than knowledge-based processing methods [206].
Besides, Glucose remains the most decisive feature influencing diabetes di-

agnosis.
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The findings suggest that the Transformer model may not be the optimal ap-
proach for tabular data [219]. This can be attributed to the heterogeneous
nature of tabular data in the medical field, which often includes a mix of con-
tinuous, categorical, and ordinal features. Additionally, Transformer mod-
els are primarily designed for text and image data, where tokens (such as
characters and pixels) are arranged in meaningful semantic and correlated
structures. This highlights the need for future improvements to Transformer
models to optimize their performance on such datasets, ensuring they can
compete with simpler yet highly effective models, such as XGBoost [190].
Although the FT-Transformer incurs higher computational costs, these re-
sults suggest that in practical applications, such as in medical clinical deci-
sion support systems, large datasets from electronic medical records, and
more complex systems, it remains a superior choice. This is particularly
true for large-scale systems requiring more flexible models. Overall, the
Transformer-based architecture shows promising potential advantages in the
healthcare domain. This transformer model is also promising for implement-
ing a Federated setting framework, which protects data privacy and security
for the system [118], increases collaboration in training AI models [200], and
reduces training cost [266].

In the context of advancing electronic diagnostic systems and smart health-
care, this study provides compelling evidence for selecting appropriate mod-
els to integrate into such systems. This application could assist physicians in
remotely monitoring and managing patients, particularly in controlling the
progression of diabetes in postpartum women. This study has highlighted
the power of combining data processing techniques (KNN imputation, ICA,
and Isolation Forest) to enhance model performance and evaluate the FT-
Transformer model’s classification performance on tabular data. Addition-
ally, the application of SHAP values revealed the key factors that critically
influence classification and diagnosis decisions.

5.3 Contributions about Efficient Lightweight Trans-
former Architecture for Federated Human Ac-

tivity Recognition for Smart Healthcare

Human Activity Recognition (HAR) is a classification task that aims to
identify specific human activities (e.g., sitting, walking, running) within a
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given timeframe, typically using supervised machine learning methods. Ad-
vances in mobile computing, smart sensing, and IoT have generated exten-
sive health-related data useful for HAR classifiers [1]. The recent integra-
tion of graph neural networks and recurrent neural networks has improved
HAR accuracy by effectively capturing spatiotemporal dependencies [172].
However, the increasing use in critical areas, such as autonomous vehicles
and healthcare, raises concerns about the vulnerability of HAR systems, es-
pecially skeleton-based methods, which are susceptible to adversarial at-
tacks [54]. Approaches such as spatiotemporal Hard Attention with Deep Re-
inforcement Learning (STH-DRL) offer enhanced accuracy but highlight the
critical need for robust defenses against adversarial threats [156]. HAR sup-
ports numerous healthcare applications, including disease prevention, reha-
bilitation monitoring, fall detection, and real-time health feedback, promot-
ing effective health management [238]. It also underpins safety features like
the iOS "Do not disturb while driving" function [10]. Integrating deep learn-
ing models like Deep Capsule Networks (DCapsNet) further enhances HAR
performance by leveraging advanced feature extraction from convolutional
layers and capsule networks [188]. Deep learning significantly improved
HAR accuracy [161, 61]. Hybrid CNN-RNN models, such as those by Yao
et al. [249], have achieved notable results but face challenges related to data
requirements, communication overhead, and privacy concerns [249, 52, 39].
Federated learning addresses these by collaboratively training global models
without sharing local data, thus preserving privacy and reducing communi-
cation overhead [121, 246, 126, 22, 196].

Despite their strengths, CNNs and RNNs have limitations: CNNss excel in
parallelization, but RNNs struggle with long-term dependencies [44]. Trans-
formers, initially developed for sequence modeling without recurrent struc-
tures [219], have shown promise in fields like NLP and healthcare [236, 248].
Although hybrid CNN-transformer models exist [259], they retain CNN lim-
itations. Thus, the integration of transformers specifically tailored for HAR,
particularly within federated learning contexts, remains largely unexplored.
We proposed a novel lightweight (in terms of the number of trainable pa-
rameters required) transformer for HAR classification. We demonstrate that
the proposed transformer outperforms other state-of-the-art HAR classifica-
tion methods based on CNNs and RNNs when trained and tested on both
a public dataset and a dataset we constructed. Given the challenges of pri-
vacy and computation cost, we introduce TransFed, the first framework for
HAR classification based on federated learning and transformers. We de-
signed a prototype to collect human activity data using three different types
of body sensors: an accelerometer, a gyroscope, and a magnetometer. We
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also tested different sensor types on the human body to identify the points
of maximum impulse (PMlIs). We evaluated the performance of the data for
each location. We then constructed a new dataset for evaluating HAR classi-
tiers, which will be released publicly as a new research dataset. We evaluated
the performance of TransFed using non-identically independent distributed
(non-IID) data. Based on the data distribution, we analyze how non-iid data
from clients can affect TransFed’s performance.

5.3.1 Proposed Methods

Figure 5.7 shows the basic flowchart of the proposed transfer. In our
method, the federated setting is adopted to facilitate collaborative learning
while preserving the privacy of the underlying data. In the federated setting,
a central (global) server sends the compiled architecture of the model (which
is a transformer in our case) to all edge or client? devices. Each device trains
its transformer locally using its local data. After all the local transformers
are trained, each edge device sends the trained parameters of its transformer
to the global server, which then aggregates these parameters to construct the
global model without a training process. After the global model is available,
each edge device downloads the aggregated parameters of the global model
and updates its local model according to its local needs. There are two ex-
pected key advantages of the federated setting: (i) it increases the overall
accuracy and the generalization of the model, and (ii) it provides better pri-
vacy protection to the data owners. Algorithm 5.1 defines the workflow of
the proposed TransFed framework.

2In this paper, we use the terms ‘edge’ and “client’ interchangeably.
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FIGURE 5.6: An illustrative diagram of the proposed frame-
work.

5.3.2 Comparison with State-of-the-Art Methods

In this subsection, we compare the proposed transformer with existing
state-of-the-art methods. Table 5.5 compares two key features of our pro-
posed transformers with methods based on RNNs and CNNs. RNN-based
models do not allow for parallelization during training due to their sequen-
tial nature, which makes the model computationally slow and expensive.
CNN-based methods can perform parallel computation, but they are com-
putationally expensive because the input and output representations on the
proposed transformer eliminate recurrence and convolution, replacing them
with a self-attention mechanism to establish dependencies between the input
and output. It is the first type of architecture to rely entirely on attention to
calculate input and output representations. In addition, transformers leave
more room for parallelization. RNNs and CNNs utilize many parameters
(typically hundreds of thousands or even more), whereas the proposed trans-
former employs only 14,697 parameters, making it more suitable for mobile
computing devices. Moreover, unlike traditional transformers, the proposed
transformer uses a single patch instead of multiple patches. Therefore, the
proposed transformer is also much more computationally efficient.

We also compared the performance of the TransFed global model and
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TABLE 5.5: Comparison of our transformer-based approach
with those based on RNNs and CNNs, regarding computation
costs.

Method Parallelization Computationally

Expensive
RNNs No Yes
CNNs Yes Yes
Transformers Yes No

the centralized classifier based on the proposed transform with that of se-
lected state-of-the-art HAR methods in the literature [196, 90, 144], including
five methods that operate in a centralized setting and one in a federated set-
ting. These three state-of-the-art methods were chosen because their perfor-
mance results were reported using the WISDM dataset, which allows a di-
rect comparison of the performance results. Table 5.6 shows the comparison
results with the six selected state-of-the-art methods. Our proposed meth-
ods achieved a substantial improvement in terms of accuracy when trained
and tested using our new dataset and the WISDM dataset. Specifically, our
method achieved an accuracy of 98.74% and 99.14% in the federated and cen-
tralized settings, respectively, using our collected dataset. Furthermore, us-
ing the WISDM dataset in the centralized setting, it achieved an overall ac-
curacy of 98.89%. Hence, from Table 5.6 it can be seen that the proposed
transformer outperforms existing state-of-the-art methods, in both central-
ized and federated settings.

TABLE 5.6: Comparison with selected state-of-the-art methods for

HAR classification.
Centralized or L
Scheme Federated Number of Activities Accuracy
[196]? Federated 6 89.00%
[90]2 Centralized 6 97.63%
[144]? Centralized 6 96.70%
Proposed®  Centralized 6 98.89%
Proposed®  Federated 15 98.74%
Proposed®  Centralized 15 99.14%

2 Using the WISDM dataset.
b Using our new dataset.
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5.4 Contributions about Detection of poisoning at-
tacks with anomaly detection in federated learn-
ing for healthcare applications: A machine learn-
ing approach

Adversarial attacks, such as poisoning attacks, have garnered the atten-
tion of many machine learning researchers. Traditionally, poisoning attacks
attempt to inject adversarial training data to manipulate the trained model.
In federated learning (FL), data poisoning attacks can be generalized to model
poisoning attacks, which cannot be detected by simpler methods due to the
detector’s lack of access to local training data. State-of-the-art poisoning at-
tack detection methods for FL have various weaknesses, including the re-
quirement for the number of attackers to be known or not sufficiently high,
reliance on i.i.d. data only, and high computational complexity. To overcome
the above weaknesses, we propose a novel framework for detecting poison-
ing attacks in FL, which employs a reference model based on a public dataset
and an auditor model to detect malicious updates. We implemented a detec-
tor based on the proposed framework, utilizing a one-class support vector
machine (OC-SVM), which achieves the lowest possible computational com-
plexity of O(K), where K is the number of clients.

5.4.1 Proposed Framework

Attacker’s goal: Similar to many other studies [19, 40, 189], we consider
an attacker whose goal is to manipulate the global model in such a way that it
has low performance (i.e., high error rates) and /or misbehaves in a particular
way. Such attacks make the global model underperform. For example, an
attacker can attack competitor FL systems. We consider both targeted and
untargeted [197] attacks, as discussed previously.

Assumptions: We consider the following assumptions about the threat
model:

1. There are one or more malicious edge devices that try to launch a model
poisoning attack against the global model, possibly in a collaborative
manner (i.e., launching a colluding attack).
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2. All the attackers follow the FL algorithm, i.e., they train their local
model using their local data and share the parameters with the global
model.

3. All the attackers have two strategies: manipulating their local training
data and training the local model using the manipulated data, and ma-
nipulating the model parameters after training it on benign data.

4. All the attackers have the full knowledge about the aggregation rules,
the global model architecture, the auditor model (see Section ?? for
more details about the auditor model proposed in our method), and
the detection results, i.e., the whole detection framework is a white box
and can be used as an oracle to adapt the attackers’ strategy.

5. The global server can trust a third party or an isolated component,
which maintains a public dataset that has data representing all classes
of the underlying application for training the auditor model, and the
attackers cannot poison this public dataset or the auditor model.

An overview of the proposed method is shown in Figure 5.7. Let us as-
sume K edged devices (hospitals, organizations, etc.) collaborate to train a
joint global model GM. An edge E; trains a local model LMy, using its local
data Dy, where k = 1,2,...,K. The global server GS is responsible for re-
ceiving the updates from edge devices and aggregation. We assume that a
trusted third party or GS (we consider a trusted third party to be a differ-
ent entity from GS) also has an open-source dataset, which is referred to as
public data, and we represent it as DP. DP is intended to be a representative
dataset of all classes in a classification problem, i.e., it contains samples from
each candidate class. The training for a global round is given as follows.

1. Trusted third party creates an audit model AM and a reference model
RM. Where RM has the same architecture as the global model GM.

2. Trusted third party splits DP into train DPy,i, and test DPyes; datasets
and trains the RM using DPyin.

3. After training, trusted third party makes predictions with RM using
DPirain and DPyest. During the predictions for each dataset, a trusted
third party taps the activations of the last hidden layer for each input
sample using Algorithm 5.1 to create a dataset DA4in, and DA¢est for
each DPy,in and DPiegt, respectively.

4. Trusted third-party trains the audit model (a one-class classifier) us-
ing DAain. Here, we treat all the samples of DA,in as a single class.
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Trusted third party sends the trained AM, RM, DPy. and a value P to
GS. We define P later in the section.

5. Each E; trains LM; using D;.
6. Each E; sends updates W; of trained LM; to GS.

7. GS sets W; as the parameters of RM and makes predictions using DPies;.
During the predictions, GS taps the activations of RM for each input
sample using Algorithm 5.1 to create a dataset DA;.

8. GS makes predictions using AM and DA; as input data. For every
input sample X € DA;, AM outputs y; € {1, —1} and creates a set
Y = {y1,y2,...,Yyz}, where z is the total number of samples in DA,.

9. GS computes poisoned rate i; = 2*1% where o is the total number of

z Vi
—1'sinY.

10. GS includes W; in global aggregation if h; < P, otherwise discards
W;. Here, P = hest + a0, and it is the percentage of poison that we
want to tolerate. ¢ is called deviation tolerance and it is given as o =
|Htest — Mirain|- Ftest and hyqin are calculated using DPyain and DPiegt,
respectively. « is a parameter to make the threshold flexible. In our
experiments, we set x = 1.

Algorithm 5.1: Creation of Audit Dataset(s) DA;

Input: A dataset D; and a trained model M

Output: a new dataset DA;

for X € D; do

2 | Transform X into batch size

3 | Make Prediction using X as a test sample in M

1 | Getactivation maps Aé‘/ ., Of the last convolutional layer. where k is
the number of activation maps with length I and width w each.

5 | Get probability score y, where c is the class label of X.

6 | Reshape A¥asanarrayof 1 x j, where j = x w x k.

7 | Reshape X as an array of 1 x [, where [ is the product of the height
and width of X

s | Computes = X || A* ||y

9 | Append sin DA; as a new data sample

10 6utput DA;

[
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FIGURE 5.7: Overview of the proposed framework

Models trained on similar datasets should exhibit similar behavior, so we
utilize the last hidden layer’s activations to capture relevant features for de-
tecting poisoning attacks. While other higher-level layers could be used, they
increase computational costs without significantly improving detection per-
formance. We train an auxiliary model (AM) to learn the behavior of a benign
model (RM), ensuring that models behaving similarly are likely free from
poisoning.

5.4.2 Performance Evaluation

We evaluated the proposed framework using two healthcare applications,
i.e., ECG classification and HAR. Table 5.6 shows a comparison of our pro-
posed framework with some of the SOTA methods for detecting poisoning
attacks in FL [240, 29, 57, 21, 66, 120, 242, 30, 143, 119, 168, 261], where the Cat-
egory column presents the type of detection mechanism, attack type presents
a type of attack, the Model Accuracy column presents the accuracy of global
model under attack compared with the accuracy of the global model without
any attack, the Data Distribution column presents the type of data distribu-
tion among clients: independent identically distributed (IID), non identically
distributed (Non-IID), d represents model size (depth) of each client and K
is the total number of edge devices/clients. It can be seen that our proposed
framework provides more desirable features than all other SOTA methods.
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Our proposed framework does not need knowledge about the number of at-
tackers. It can detect both types of attacks, i.e., model and data poisoning
attacks. Moreover, its time complexity is the lowest compared to others. Ad-
ditionally, the proposed method can be used in both IID and non-IID data
distributions with high accuracy.

5.5 Contributions about Anomaly Detection in Mor-
phologies of Human Legs for the Implementa-
tion of Adaptive Leg Morphotypes and Medi-

cal Compression Stockings

Compression therapy is widely used to improve blood circulation and re-
duce tissue inflammation and lymphatic fluid accumulation[42]. Determin-
ing the optimal compression level for treating Chronic Venous Insufficiency
(CVI) and Lymphoedema remains a challenge due to variations in leg shape
and size[130], making it difficult for the industry to design Medical Compres-
sion Stockings that match real anatomy[50]. Deep learning-based methods
for 3D shape representation have advanced significantly since 2015, enabling
geometric learning from both Euclidean and non-Euclidean 3D data[241, 3].
In our study, we obtained a database of scanned human legs represented as
point clouds, later transformed into polygonal meshes through smoothing,
hole-filling, and noise removal. Rather than converting these into Euclidean
formats, such as 2D projections or voxel grids, we aim to preserve their sim-
plified information. We opt for deep learning techniques that process point
clouds directly, as they offer a simple yet effective structure for learning [241].

5.5.1 Anomaly Detection in Morphologies of Human Legs

In this study, we propose a novel approach to anomaly detection by lever-
aging the Deep Convolutional K-Means (DCKM) [72] and the Elliptic Enve-
lope method [40]. This integrated method is particularly useful in applica-
tions such as analyzing the 3D morphologies of human legs, where identi-
tying anomalies is crucial for medical purposes, including designing custom
compression stockings. By combining the power of deep learning-based clus-
tering with statistical methods for anomaly detection, we provide an efficient
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pipeline for analyzing complex morphological data.

DCKM integrates convolutional neural networks (CNNs) with K-means
clustering into a unified learning framework. This method leverages the
feature extraction power of CNNs while embedding clustering within the
learning process. It eliminates the decoder typically seen in encoder-decoder
architectures, thereby reducing the risks of overfitting and computational
complexity, particularly in data-limited scenarios. DCKM is a notable ad-
vancement over traditional deep clustering techniques as it introduces Deep
Convolutional Transform Learning (DCTL) [134] to learn compact represen-
tations for clustering directly.

The DCTL framework extends convolutional transform learning (CTL)
[133] by jointly optimizing the convolutional filters and representations. The
key innovation of DCTL is the extension to multiple layers of convolutional
transforms, enabling the model to capture hierarchical representations of
data and solve unsupervised learning tasks. The DCTL model learns a set
of convolutional kernels at each layer by minimizing the following:

3

min || Ts+ (To% (Tr + X)) = Z[[; +$(2) + A Y (I T} — logdet(Ty) ),
T, T, T5,Z =

Where Ty, T, T3 are the convolutional filters applied at different layers, X
represents the input data, and Z is the learned representation. The penalty
terms || T;||# and logdet(T;) are used to prevent trivial or degenerate solu-
tions, thus ensuring that the learned filters are meaningful.

K-means clustering, traditionally used for partitioning data into distinct
groups based on feature similarity, is seamlessly embedded into the DCKM
model to enable both feature learning and clustering within a single frame-
work. DCKM incorporates K-means clustering by embedding the clustering
loss directly into the DCTL framework. The final optimization jointly trains
both the convolutional filters and the clustering parameters. Specifically, the
clustering loss function is integrated as follows:

2
Losspckm = Lossperr + ¢ HZ — ZHT(HHT)_lH‘ o

Where H represents the binary cluster indicator matrix, where h;; = 1 if
the j-th data point belongs to cluster i, and 0 otherwise. This combination
allows the DCKM model to improve clustering performance by jointly learn-
ing features and cluster assignments.
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Given the feature representations of DCKM, we apply the Elliptic En-
velope, which is designed to model the shape of the dataset in a lower-
dimensional space by assuming that the data follows a multivariate Gaus-
sian distribution. Mathematically, the Elliptic Envelope minimizes the Ma-
halanobis distance between the data points and the center of the Gaussian
distribution:

dy(x) = \/(x — ) TE1(x — ),

Where x is a data point, y is the mean of the data, and X is the covariance
matrix. Points with a Mahalanobis distance greater than a threshold are con-
sidered anomalies. The diagram is shown in Figure 5.8.
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FIGURE 5.8: Diagram of Anomaly Detection with DCKM and
Elliptic Envelope

5.5.2 Performance Analysis

The experimental results presented in this section demonstrate the effec-
tiveness of the proposed anomaly detection approach applied to human leg
morphologies. The dataset comprised 131 3D scans, constituting 73 from
women (63 younger than 30 and 10 older than 30) and 58 from men (49
younger than 30 and 9 older than 30). Additionally, each scan was pre-
processed to address geometric inconsistencies and remove noise. The left
leg of every subject was then defined in a CAD environment using the an-
thropometric markers that define a single standard for the entire dataset, il-
lustrated in Figure 5.9.
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FIGURE 5.9: 3D Mesh Representation of Human Leg Morphol-
ogy from the dataset

The Deep Convolutional K-Means (DCKM) model is configured with two
3D convolutional layers, each using 8 filters with a 3x3x3 kernel, followed by
SELU activations and max-pooling operations. The model is designed to ex-
tract features and perform K-Means clustering, using 4 clusters for unsuper-
vised learning on 3D point cloud data. The loss function combines K-Means
clustering loss with a regularization term, controlled by )\reg = 0.001, to en-
sure the stability of the convolutional filters. Training is conducted using the
Adam optimizer with a learning rate of 0.001 for 2000 epochs on a machine
running Python 3.11 and PyTorch, equipped with an Intel i5-13500 CPU @
3.50GHz, 32GB RAM, 512GB SSD, Nvidia RTX 3060 12GB GPU and the sys-
tem operates on the Windows Subsystem for Linux (WSL) platform. To input
the data into our model, we need to convert the dataset from a mesh to a 3D
point cloud, as illustrated in Figure 5.10. The output of the trained Deep Con-
volutional K-Means (DCKM) model, specifically the flattened feature repre-
sentations from the final layer, is passed through an Elliptic Envelope (EE)
algorithm to detect anomalies. The EE model is initialized with a contami-
nation factor of 0.05, indicating that 5% of the data is expected to be outliers,
and trained using the support fraction of 1 to fit the robust covariance es-
timate. We archived 7 outlier points that were detected. With the help of
geodesic paths at 16 anatomical sites, we have visualized certain zones that
could explain the outlier characteristics of these 7 subjects. In Figure 5.11,
we can visualize the 16 geodesic paths mentioned, which run along the leg
from the medial side, circling from front to back, and conform to the shape
of the outer soft tissue on every side. For example, Figure 5.11 a., e., i., m. are
the side silhouettes of each leg, representing the medial, anterior, lateral, and
posterior contours. From these 2D contours, we can easily identify the prob-
lematic zones that might have ruled out the identified outliers. While some
of the subjects could be excluded because our database has limited obese sub-
jects and subject numbers 20183, 20187 and 20148 are representative of these
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groups, we can also observe that the anomaly detection observed surface de-
faults like the folds of the boxer shorts, that could be visualized on the upper
segment of Figure 5.11 g., h., i,, j. for subject number 10195 and 10159 and
folds of the socks that are visible on the lower segment of Figure 5.11 i. and
j.» for subject 10195 and n. for subject 20148. There could be other observable
reasons for the exclusion, such as extreme postural differences between the
legs, this tendency is observed in the case of subjects 20183 and 20206, both
subjects presenting knock-knee characteristics, meaning that the alignment
of their leg is in the shape of an "X". Other observations we made were re-
lated to certain soft tissue surface areas that were largely deviated from the
other subjects, subject 10195 having a visible bump on Figure 5.11 c., which
is a geodesic path that passes over the vastus medialis muscle, which is the
medial part of the quadriceps group, and in case of this subject, this muscle
is very well developed, creating a visible bump in the upper section of this
path. Similarly, we observed a convex indentation in the middle segment
of the lower leg in the case of subject 20246, visible in Figure K. In Figure
5.12, the same identified outliers can be visualized, where we highlighted
the above-described anomalous regions.

Detecting anomalies in data plays a vital role in enhancing data quality,
thereby enabling the training of more robust models. In particular, detect-
ing anomalies in leg morphology data may reveal pathological markers that
can classify the anomalies, further fine-tuning the model’s training to help
attain better results that can eventually contribute to personalized medical
applications.

FIGURE 5.10: Meshes convert to 3D point clouds to input into
the model
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FIGURE 5.11: 2D representation of 16 geodesic paths that run
over anatomical sites on the length of the leg

AL

Subject Subject Subject  Subject Subject Subject Subject
20187 20183 10246 10159 20148 10195 20206

FIGURE 5.12: Highlighted anomalous regions on the 7 identi-
tied outliers

The proposed method, combining Deep Convolutional K-Means (DCKM)
and Elliptic Envelope for anomaly detection in human leg morphologies, has
demonstrated its effectiveness in identifying morphological deviations. By
leveraging the power of convolutional neural networks and integrating K-
Means to learn latent features, applying the Elliptic Envelope algorithm en-
ables the precise identification of 7 outliers, representing leg shape abnor-
malities critical in medical contexts, specifically custom medical compression
stockings. Our approach’s key advantage is its ability to learn features and
perform clustering. The K-means loss drives the network to organize simi-
lar representations into distinct clusters, while the DCTL framework extracts
meaningful features using convolutional operations. The Elliptic Envelope
method also enhances the process by identifying potential outliers within
the clusters, boosting anomaly detection accuracy. Notwithstanding the suc-
cess, there are many possibilities for future research to be undertaken. While
the study yields promising results, its limitations lie in the "black-box" issue:
the lack of transparency in identifying anomalies, which will be addressed
by enhancing the method’s interpretability in future work. We also plan to
apply advanced techniques that can handle mesh data directly rather than
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being dependent only on point clouds, which may yield even more accu-
rate results in detecting anomalies. In summary, this study highlights the
potential of combining Deep Convolutional K-means and Elliptic Envelope
techniques to automatically extract key features from 3D point cloud data
and accurately detect anomalies in human leg shapes. These results show
great promise for the medical compression stocking industry, laying a strong
foundation for creating more precise and customized sizing systems tailored
to individual needs.

5.6 Conclusions

In this section, we present a novel framework addressing three key areas:
Diabetes Classification with ML, an Efficient Lightweight Transformer Ar-
chitecture for Federated Human Activity Recognition in Smart Healthcare,
and Anomaly Detection in Human Leg Morphologies for Adaptive Medi-
cal Compression Stockings. Our study highlights the importance of select-
ing suitable models for electronic diagnostic systems, which enable remote
patient monitoring and diabetes management, particularly in postpartum
women. We demonstrate the effectiveness of combining data processing
techniques such as KNN imputation, ICA, and Isolation Forest to enhance
classification performance. The application of SHAP values reveals crucial
factors that influence diagnostic decisions. Future research will focus on ex-
panding datasets, particularly from Vietnam, to improve real-time applica-
bility in hospitals. For human activity recognition (HAR), our transformer-
based approach outperforms CNN and RNN methods on public and cus-
tom datasets. To address privacy and computational challenges, we intro-
duce TransFed, a federated learning framework for HAR classification. We
developed a prototype for collecting sensor data from accelerometers, gy-
roscopes, and magnetometers, optimizing sensor placement for maximum
impulse points (PMlIs). Our results demonstrate the impact of non-IID data
on TransFed’s performance, contributing to privacy-preserving HAR appli-
cations. In the domain of adaptive medical compression stockings, we pro-
pose a novel anomaly detection method using Deep Convolutional K-means
(DCKM) and Elliptic Envelope techniques. This approach effectively identi-
ties morphological deviations in human legs, which are crucial for the cus-
tomization of compression stockings. While our method successfully detects
outliers, future work will enhance interpretability and explore advanced tech-
niques for analyzing mesh data directly. To address adversarial attacks in
federated learning, we introduce a framework leveraging a reference model
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and an auditor model to detect poisoning attacks without requiring knowl-
edge of the number of attackers. Our one-class support vector machine (OC-
SVM)-based detector achieves optimal computational efficiency (O(K), where
K is the number of clients), overcoming the limitations of existing methods.
These advancements contribute to improving security, privacy, and perfor-
mance in FL applications.

Additionally, our recent studies focus on the application of artificial intel-
ligence in the medical field using various advanced methods. The study by
Banfalvi et al. proposes the Deep Convolutional K-Means (DCKM) method
for clustering human leg morphologies, supporting the improvement of med-
ical compression stocking design and leg morphology classification [17]. Mean-
while, Nguyen et al. have developed an ECG anomaly detection method
based on a Transformer-based Variational Autoencoder (VAE) combined with
MEWMA-SVDD, which helps reduce the false alarm rate and improve accu-
racy [155]. Furthermore, Tho et al. applied FI-Transformer to predict dia-
betes risk in women while also comparing its performance with models such
as Tabnet, XGBoost, Random Forest, and Logistic Regression, thereby evalu-
ating the potential of Transformer in processing tabular medical data [206].
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Chapter 6

Conclusions, Limitations and

Future Work

6.1 Conclusions

In this thesis, we developed frameworks that integrate advanced statis-
tical computing and machine learning techniques to enhance monitoring,
anomaly detection, and classification in both smart manufacturing and smart
healthcare. These frameworks address key challenges, including the limita-
tions of traditional methods, scalability, real-time processing, privacy con-
cerns, and the need for explainable Al In smart manufacturing, we intro-
duced machine learning models that effectively handle high-dimensional,
non-linear data, enabling real-time fault detection and predictive mainte-
nance. In healthcare, we leveraged federated learning to preserve patient
privacy while enabling collaborative anomaly detection across distributed
data sources alongside explainable Al models to ensure transparency and
interpretability for clinical decision-making. The developed frameworks of-
fer a unified solution, optimizing performance in both domains and ensur-
ing timely interventions, improved system reliability, and greater trust in
anomaly detection systems. The integration of these approaches marks a
significant step toward enhancing monitoring systems and addressing the
complexities inherent in modern industrial and healthcare environments.
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6.2 Limitations and Future Work

6.2.1 Limitations

This section discusses some limitations and perspectives of the proposed
frameworks.

1. Dependency on Quality and Availability of Data: The performance
of the proposed frameworks relies heavily on the availability and qual-
ity of data from both smart manufacturing and healthcare systems. In
smart healthcare, patient data must be accurate, comprehensive, and
representative of the target population for effective anomaly detection
and classification. Similarly, in manufacturing, the system’s success
hinges on the availability of high-quality operational data. Data quality
can be inconsistent, sparse, or biased in real-world settings, which may
impact the framework’s robustness and generalizability.

2. Scalability Challenges: While the framework addresses the scalability
issue in smart manufacturing and healthcare, large-scale deployments
(e.g., across multiple manufacturing plants or healthcare institutions)
may still face significant challenges. The increase in data volume, com-
plexity, and the number of devices can overwhelm the system’s ability
to process data in real time, particularly in federated learning environ-
ments where decentralized data from multiple sources must be aggre-
gated.

3. Real-Time Processing and Latency: Achieving real-time anomaly de-
tection and decision-making can be difficult, especially when dealing
with large and high-dimensional datasets. The proposed framework
must balance the need for fast processing with the accuracy of the pre-
dictions, which may not always be achievable due to limitations in com-
putational resources or the complexity of the data.

4. Privacy Concerns and Security Risks: Despite the use of federated
learning to preserve patient privacy in healthcare, there are still po-
tential security risks. Adversarial attacks on federated learning sys-
tems, such as model poisoning or gradient leakage, could compromise
data privacy and system integrity. The proposed framework assumes
that federated learning protocols are sufficiently secure; however, the
evolving nature of cyber threats may necessitate additional protection
measures, which have not been fully addressed in this thesis.
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5. Interpretability and Trust in AI Models: Although the thesis high-
lights the importance of explainable AI (XAI) in healthcare and man-
ufacturing, achieving full interpretability of complex machine learn-
ing models remains a challenge. Even with the inclusion of XAI tech-
niques, there may still be limitations in providing explanations that are
sufficiently transparent for non-expert users, especially in high-stakes
environments such as healthcare. This could hinder trust in Al-based
decision-making systems by clinicians or operators.

6. Limited Domain-Specific Validation: The frameworks proposed in the
thesis may work well under controlled conditions or in theoretical sce-
narios, but real-world validation in diverse environments is necessary
for robust performance. For example, while the models are designed
for smart manufacturing and healthcare, they may need further refine-
ment or adaptation to specific industry standards, clinical practices, or
operational constraints to be effectively deployed in these domains.

7. Adaptation to Evolving Systems: In both smart manufacturing and
healthcare, systems and environments evolve—whether it’s a change
in the underlying hardware, new diseases emerging in healthcare, or
evolving production processes. The proposed frameworks may face
challenges in adapting to such changes, requiring ongoing updates to
the models or methodologies, as well as continuous learning mecha-
nisms to handle new, unseen data.

8. Energy Efficiency: While real-time processing is emphasized, the en-
ergy consumption of complex machine learning models, especially in
federated learning scenarios with numerous edge devices, could be-
come a limitation. Smart devices in healthcare or manufacturing en-
vironments often have limited computational and energy resources.
Without efficient models or low-power techniques, energy consump-
tion can become a bottleneck.

9. Generalization Across Domains: The frameworks developed in the
thesis aim to optimize performance across both smart manufacturing
and healthcare domains, but the specific needs of each domain may
require domain-specific adjustments. For example, the anomaly detec-
tion models suited for detecting faults in machines may not directly
translate to detecting medical anomalies in patient data. Future work
may need to address how to better generalize models for various use
cases without compromising accuracy or performance.
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6.2.2 Future directions

To address the limitations of the proposed framework, some future direc-
tions are as follows:

1. Postdoctoral Research Direction: My postdoctoral research project on
integrating physics-guided deep learning with textile mechanics and
biomedical material modeling. Building upon the promising results
of the PGNN framework developed in this work—where a Laplacian-
based physical prior significantly improved convergence, stability, and
mechanical consistency—the next phase of my postdoctoral agenda aims
to advance this hybrid modeling approach toward a more comprehen-
sive physics-enabled ecosystem. Specifically, my future work will focus
on enriching the physical priors with constitutive laws of elastic yarns,
developing multi-scale architectures that bridge yarn-level mechanics
with fabric behavior and limb geometry, and coupling the PGNN sur-
rogate models with high-fidelity FEM simulations to enable real-time
digital twins of compression garments. Beyond technical development,
this project also targets translational impact: designing personalized
medical compression systems, optimizing material structures through
Al-assisted inverse design, and extending the methodology to broader
classes of smart textiles and wearable biomedical systems. As a post-
doctoral program, this research represents a strategic pathway toward
unifying physics-based modeling and modern Al for next-generation
textile engineering and medical device innovation.

2. Enhancing Data Quality and Availability: Future work will focus on
improving data quality by exploring advanced data preprocessing tech-
niques, such as data augmentation, noise reduction, and anomaly de-
tection during data collection. Additionally, we will explore methods
for handling missing data and addressing data imbalances that may
impact the performance of anomaly detection models. Collaborations
with healthcare institutions and manufacturing industries will help in
obtaining more diverse, real-world datasets that are representative of
the target environments.

3. Improving Scalability: To better handle large-scale deployments, we
will explore techniques for distributed computing and parallel process-
ing in federated learning systems. Optimization strategies, such as
model pruning and quantization, will also be studied to reduce model
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size and computational overhead. Furthermore, a dynamic model ar-
chitecture that adapts to available resources and data size will be devel-
oped to ensure scalability while maintaining real-time processing capa-
bilities.

4. Latency and Real-Time Processing Optimization: Addressing the chal-
lenge of real-time processing, we will investigate more efficient algo-
rithms that reduce latency without compromising on accuracy. Tech-
niques such as edge computing and model compression will be ex-
plored to enable faster processing on edge devices, minimizing delays
and ensuring timely anomaly detection in both healthcare and manu-
facturing applications.

5. Enhancing Privacy and Security: To further enhance privacy and se-
curity, we will integrate more robust federated learning protocols, such
as differential privacy and secure multi-party computation, to mitigate
the risks of data leakage and malicious attacks. We will also investi-
gate adversarial training techniques to enhance the resilience of models
against poisoning attacks and improve the security of federated learn-
ing systems.

6. Advancing Interpretability and Trust in AI Models: To improve the
interpretability and trustworthiness of AI models, we will focus on de-
veloping novel methods for explainability that are tightly coupled with
model design rather than relying solely on post-hoc explanation tech-
niques. Techniques like feature importance, saliency maps, and de-
cision trees will be explored to ensure transparency in the decision-
making process. We will also work on designing user-friendly inter-
faces for non-expert users to facilitate understanding and trust in the
system’s predictions.

7. Designing Explainable-by-Design Models: As part of future work,
we will focus on developing Al models that are inherently explain-
able by design. This will involve creating machine learning models
that integrate explainability features into their architecture, ensuring
transparency and interpretability at every level of the decision-making
process. These models will be designed to provide clear, concise ex-
planations to clinicians and manufacturing operators during real-time
anomaly detection.

8. Expanding Real-World Validation: The proposed framework will be
tested in more diverse and real-world settings, involving a wider range
of participants in healthcare and manufacturing. This will help ensure
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10.

11.

that the models are generalizable and can perform effectively across
different industries and patient demographics. Collaborative studies
with healthcare professionals, engineers, and end-users will also be
conducted to evaluate the practicality and effectiveness of the frame-
work.

. Adapting to Evolving Systems: We will explore techniques for contin-

uous learning to ensure that the system can adapt to evolving data and
environments. This will involve implementing mechanisms to update
models in real time as new data becomes available, without requiring
complete retraining. We will also investigate how to incorporate emerg-
ing technologies, such as IoT devices and wearable sensors, to enhance
system adaptability.

Improving Energy Efficiency: To address the energy consumption chal-

lenges, we will focus on optimizing the federated learning process for

energy efficiency by incorporating techniques like model quantization,

low-power model inference, and hardware acceleration. Research will

be conducted on energy-efficient edge devices and optimized algorithms
that minimize the energy cost while maintaining performance.

Domain-Specific Customization: Future work will include developing
domain-specific models that tailor the anomaly detection framework
to the unique requirements of different industries, such as healthcare,
manufacturing, or even automotive. This will ensure that the models
are more relevant and capable of detecting subtle anomalies that may
be specific to a particular domain.
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